THE ,,STEFAN CEL MARE” ACADEMY OF THE MINISTRY OF INTER-
NAL AFFAIRS OF THE REPUBLIC OF MOLDOVA
DOCTORAL SCHOOL ,,CRIMINAL SCIENCES AND PUBLIC LAW”

With the title of the manuscript
U.D.C:343.62:004(043.2)=111

POPA LILIA

THE METHODOLOGY FOR INVESTIGATING CHILD
SEXUAL ABUSE THROUGH THE USE OF INFORMATION
TECHNOLOGIES

SUMMARY OF THE PHD THESIS IN LAW

Specialty: 554.04 - Criminalistics, judicial expertise,
operational investigations

PhD supervisor: OSTAVCIUC Dinu
PhD hab.,
associate professor

Guidance commission: ODAGIU lurie
PhD,
associate professor
COJOCARU Radion
PhD,
university professor
RUSNAC Constantin
PhD,
associate professor

CHISINAU, 2024



The thesis was developed within the Doctoral School ,,Criminal Sciences and Public
Law” of the ,,Stefan cel Mare” Academy of the Ministry of Internal Affairs of the Republic
of Moldova.

Author:
POPA Lilia

PhD supervisor:
OSTAVCIUC Dinu, PhD hab., associate professor, the ,,Stefan cel Mare” Academy of the
Ministry of Internal Affairs of the Republic of Moldova.

Public defence commission:

OSOIANU Tudor, The Chairperson of the Commission, PhD, university professor,
The ,,Stefan cel Mare” Academy of the MIA

OSTAVCIUC Dinu, Official Reviewer, PhD hab., associate professor
The ,,Stefan cel Mare” Academy of the MIA

ODAGIU Iurie Official Reviewer, PhD, associate professor,

The ,,Stefan cel Mare” Academy of the MIA

PISARENCO Constantin Official Reviewer, PhD, associate professor,
The Free International University of Moldova

RUSU Vitalie The secretary of the Commission, PhD, associate professor,
The ,,Alecu Russo” State University from Balti

The secretary of the Commission:
RUSNAC Constantin, PhD, associate professor
The ,,Stefan cel Mare” Academy of the MIA

The defense will take place on 18.01.2025, at 10:00 AM, in the premises of the Academy
,»Stefan cel Mare” of the MIA of the Republic of Moldova (address: Chisindu, Gh. Asachi
Street, no. 21, administrative building, 2nd floor, The Council Chamber).

The abstract and the doctoral thesis can be consulted at the library of the ,,Stefan cel Mare”
Academy of the Ministry of Internal Affairs of the Republic of Moldova, on the website of
the Doctoral School of Criminal Sciences and Public Law (https://www.academy.police.
md/scoala-doctorala/sustinere-teze-de-doctorat/teze-de-doctorat) and on the website of
the National Agency for Quality Assurance in Education and Research (www.cnaa.md).

Author: POPA Lilia

The secretary of the Commission: RUSNAC Constantin,
PhD, associate professor
The ,,Stefan cel Mare” Academy of the MIA

©Popa Lilia, 2024



TABLE OF CONTENTS:

CONCEPTUAL MARKINGS OF THE RESEARCH........cccccccueeerreenee 4
SYNTHESIS OF CHAPTERS.......ccooovvirrirneiiiinneiinisneeiesssseesssssnsessns 10
GENERAL CONCLUSIONS AND RECOMMENDATIONS............. 18
BIBLIOGRAPH Y.....cuurriiiiiiiiiiinnneiitiiiiiinnnnnneeetissssssssssssssssssssssssnns 25
LIST OF THE AUTHOR’S PUBLICATIONS.......ccceecrueeeeccnneeeecnnneees 31
ANNOTATION (in Romanian, Russian and English)................... 33-35



CONCEPTUAL MARKINGS OF THE RESEARCH

Actuality and importance of the topic addressed. In the current context of
society’s rapid development, the Internet has become an indispensable element in
education, work, and communication. This digital medium, encompassing various
facets such as email addresses, social networks, and online meeting platforms, occu-
pies a significant part of daily life. However, alongside this technological advance-
ment, there has been a notable increase in criminal activities carried out through
computers and information networks, commonly referred to as cybercrime.

The issue of sexual offenses against minors continues to attract public
attention, profoundly impacting society and being regarded as one of the grav-
est forms of criminality. These offenses target the most vulnerable segment of
the population—children. At the international level, the protection of children’s
rights and the assurance of their health and well-being remain major priorities,
underscoring the global importance of this subject.

The rapid development of information technologies and the easy access to
the Internet have created new opportunities for offenders to exploit children’s
vulnerabilities. Traditional investigative methods have often proven inadequate
in addressing this complex and dynamic phenomenon. As the age of digital
technology users decreases, an increasing number of children and adolescents
engage in online interactions without knowing the real identities of those they
communicate with. Consequently, international statistics indicate an alarming
rise in sexual offenses against children committed via the Internet, a phenome-
non that also affects the Republic of Moldova.

Given this reality, it becomes essential to develop and refine investigative
methodologies tailored to the specific nature of crimes committed through dig-
ital technologies. This research focuses on the development of advanced tech-
niques for detecting, documenting, collecting, and examining electronic evi-
dence, identifying legislative vulnerabilities, and strengthening the international
cooperation necessary to combat such crimes.

The effective protection of minors and the delivery of justice to victims re-
quire a continuous adaptation of investigative methodologies to keep pace with
the evolving methods employed by offenders. This research contributes to the
enhancement of the theoretical and practical framework essential for effective
intervention in the prevention and investigation of child abuse and sexual ex-
ploitation in the online environment.

The relevance and significance of this thesis lie in identifying solutions to
various tactical and organizational issues related to investigating sexual abuse
and exploitation offenses against children through the use of information tech-
nologies. In the context of a lack of detailed theoretical and practical studies in
domestic research and the pressing need to develop a specific algorithm for ap-

4



plying the tactics and methodologies of investigating such offenses, this research
aims to fill this gap by providing a methodological framework to support the
investigation of these crimes in the virtual space.

Although certain works address aspects of cybercrime, domestic litera-
ture does not delve deeply into the forensic tactics and methodologies necessary
for the effective combat of child sexual abuse and exploitation in the online en-
vironment, nor into methodologies for overcoming obstacles that hinder the
conduct of criminal proceedings in such cases.

Description of the situation in the research field and identification of re-
search problems. The research undertaken is grounded in the analysis of doctrine,
legislation, and criminal investigation practices relevant to the addressed field.
Given that the investigation of sexual abuse and exploitation of minors through
information technologies represents a relatively new area for the Republic of Mol-
dova, at the time of drafting this thesis, a robust and established theoretical foun-
dation was not identified. For this reason, the study relied on the contributions
of domestic forensic experts concerning general forensic concepts and aspects, as
well as research on forensic principles in investigating similar crimes, such as child
trafficking, human trafficking, sexual harassment, and procuring.

A central aspect of the research is the technological complexity of these of-
fenses, reflected in the use of advanced communication and data storage tools that
complicate the process of identifying and prosecuting the perpetrators. Addition-
ally, the rapid pace of technological evolution necessitates the constant updating
of investigative methods, which raises challenges regarding the adaptability and
efficiency of law enforcement agencies. Furthermore, safeguarding the rights of
minor victims in investigations involving digital technology adds another layer of
difficulty, requiring a sensitive and balanced approach that reconciles the need to
collect evidence with respect for the privacy and dignity of children.

The significant scientific issue addressed by this research consists of de-
veloping a forensic investigation methodology for offenses involving the sexual
abuse of children through the use of information technologies. This contribu-
tion led to the identification and development of methods and tools that facili-
tate their effective application in investigating these specific crimes while ensur-
ing the appropriate protection of victims.

The purpose of the thesis. The purpose of this thesis is the comprehen-
sive research of forensic methodologies for investigating offenses involving the
sexual abuse of children through the use of information technologies. The study
aims to assess the need for improving the relevant legal framework, propose
solutions for its enhancement, promote best practices, and optimize the inves-
tigation process. Ultimately, the objective is to address the challenges posed by
new forms of criminality effectively.



The objectives of the research. To achieve this goal, both from a theoret-
ical and practical perspective, the following objectives have been outlined::

- evaluating research and specialized literature concerning the method-
ology for investigating offenses related to the sexual abuse and exploitation of
minors committed through information technologies;

- examining the investigative practices of offenses involving the sexual
abuse and exploitation of children committed through the use of information
technologies;

- developing the structure and content of the forensic profile of offenses
involving the sexual abuse and exploitation of children through information
technologies, identifying correlations among its elements, and demonstrating
its practical significance;

- establishing the specificities of identifying signs of the offense and initi-
ating criminal proceedings in cases involving the sexual abuse and exploitation
of children committed through information technologies;

- identifying the circumstances that must be established in investigating
the sexual abuse of children through information technologies;

- identifying typical scenarios of criminal prosecution that arise during
the initial and subsequent stages of investigating the analyzed category of of-
fenses, and developing a system of actions for investigators in each situation;

- analyzing aspects related to the effective cooperation of investigators
with national and international bodies in investigating criminal cases within the
analyzed category;

- identifying the particularities of investigative tactics for conducting spe-
cific actions in investigating the analyzed category of offenses and formulating
appropriate recommendations for criminal prosecution bodies;

- proposing recommendations aimed at improving the effectiveness of
detecting, identifying, and investigating offenses within the analyzed category.

Methodology of scientific research. To conduct an objective and com-
prehensive study on the investigation of offenses involving the sexual abuse and
exploitation of children through the use of information technologies, this thesis
employed a series of research methods, including:

- the logical method (based on inductive and deductive analysis);

- the comparative method (used to study scientific materials related to
the methodology and tactics of investigating the analyzed offenses, published
both in the Republic of Moldova and other countries);

- the systemic method (applied to examine national and international le-
gal acts);

- the empirical method (involving the analysis of national investigative
practices related to the offenses in question, conducted by the author during the
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development of the thesis).

Scientific novelty and originality. The novelty and scientific originali-
ty of the results obtained in this thesis stem from the fact that it represents the
first comprehensive scientific research on offenses involving the sexual abuse of
children committed through information technologies within the context of the
Republic of Moldova. This research makes a significant contribution to the field
through a detailed analysis and critical evaluation of the existing doctrinal per-
spective, providing a valuable theoretical and practical foundation for both prac-
titioners and theorists. The study advances the field by developing and proposing
innovative methodologies for investigating offenses involving the sexual abuse of
minors. These methodologies are specifically adapted to the digital technologies
employed in committing such offenses, addressing the complexity and challenges
faced by law enforcement authorities. The research findings contribute to the im-
provement of the existing theoretical and methodological framework by offering
concrete solutions to the gaps identified in the relevant legislation and practice.
Through this integrated approach, the thesis not only identifies and analyzes cur-
rent issues but also proposes viable solutions to optimize the investigation pro-
cess, emphasizing the importance of continuously updating investigative methods
and techniques in line with the rapid evolution of information technologies. This
research constitutes an essential endeavor for developing an adequate methodo-
logical framework, contributing to the efficiency of preventing and investigating
sexual abuse offenses against minors in the online environment, thereby reflecting
its relevance and originality in the current context.

Theoretical significance of the thesis. The theoretical significance of
this research lies in the deepening and development of investigative methods
for offenses involving the sexual abuse and exploitation of children committed
through information technologies, a subject of major relevance in the field of
forensic science. The work contributes to the development of forensic theory
through a comprehensive synthesis of advancements in investigative techniques,
tactics, and methodologies, integrating essential aspects of criminal procedure,
special investigative activities, and national and international cooperation.

The study clarifies and structures existing tactics and methodologies,
adapting them to new technological realities and identifying innovative proce-
dures necessary for the effective investigation of such offenses. This approach
enriches the specialized literature with new concepts and techniques, offering
value to both theorists and practitioners.

Through a detailed analysis of how digital technologies are used to com-
mit sexual abuse offenses, the work highlights the specificities and challenges as-
sociated with these crimes. It enables the formulation of clear positions and the
identification of concrete tactics and methods that are adaptable to the investi-
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gation of these complex offenses. Additionally, the research proposes solutions
to issues arising from normative inconsistencies or ambiguities, thus contribut-
ing to the efficiency of the investigative process.

The importance of this research is also reflected in its direct impact on
public and legal policies, offering solid theoretical arguments that may influence
the revision and updating of the normative framework. Consequently, the study
facilitates better alignment of legislation with contemporary realities and the
need to protect children from abuses perpetrated through technology.

Through these contributions, the research significantly enhances the the-
oretical and practical framework for investigating cybercrimes involving sexual
abuse, with a notable impact on the efficiency and adaptability of legal and pro-
tective measures.

Applied value of the thesis: The results of the research and the author’s
conclusions will be promoted and disseminated through various methods, to
be utilized and applied both in research activities and in the practical work of
judicial bodies. The findings have been published in various scientific journals
and presented at national and international conferences.

The obtained results are materialized in the main scientific theses sub-
mitted for defense and in the significant scientific problem addressed, which
consists of outlining the forensic framework for cases involving the sexual abuse
of children through the use of information technologies. This includes design-
ing an algorithm for criminal prosecution actions, special investigative meas-
ures, and other relevant activities, all based on legislation, doctrine, and juris-
prudence, as well as forensic tactics and methodology. These contributions are
intended to enhance the efficiency of this process within the broader framework
of preventing and combating the targeted offenses.

Implementation of scientific results: The conclusions formulated within
this doctoral thesis can be of significant use in the process of drafting and re-
fining regulations concerning the criminal prosecution of cases involving the
sexual abuse and exploitation of children through the use of information tech-
nologies. Additionally, they serve as practical tools for legal professionals in the
investigation and detection of such offenses.

The implementation of the scientific findings from this research on the
methodology and tactics for investigating offenses of sexual abuse and exploita-
tion of minors committed through information technologies holds substantial
importance from both theoretical and practical perspectives. These findings
contribute significantly to the development of an appropriate methodological
and tactical framework necessary for addressing the specific complexities of
these offenses, which profoundly impact both victims and society.

The theoretical foundation and conclusions developed in this thesis can
be integrated into initial and continuing education programs for students, mas-
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ter’s candidates, and doctoral candidates in law faculties, offering a compre-
hensive and updated perspective on cybercrime related to the sexual abuse of
minors. These insights are crucial for training professionals capable of effective-
ly addressing the challenges posed by new technologies and correctly applying
legal and investigative procedures.

At the same time, the results of this research are highly valuable for the
continuing education programs of prosecutors, judges, and other legal special-
ists directly involved in the investigation and resolution of such offenses. By
including these findings in training programs, practitioners’ ability to correctly
identify and interpret electronic evidence, use appropriate techniques for in-
terviewing victims and suspects, and apply special investigative measures in an
efficient and lawful manner can be enhanced.

Furthermore, the research findings have been reflected in scientific ar-
ticles published in specialized journals, thus contributing to the expansion of
knowledge in the field and providing a solid foundation for future studies and
research. Presentations and communications delivered at national and interna-
tional scientific conferences have allowed for the dissemination of these results
to a broad audience of specialists and researchers, facilitating the exchange of
ideas and best practices in investigating online child sexual abuse committed
through information technologies.

The implementation of these results in the practical work of criminal in-
vestigation bodies, prosecution offices, and courts is essential for improving the
quality of justice. Integrating the proposed methodologies and tactics into the
investigation process will enhance procedural actions’ efficiency and protect
victims’ rights while ensuring the fair and proportional application of the law.

Given the complexity and importance of the addressed topic, the dissem-
ination and application of the research conclusions are priorities for the author.
These efforts are carried out through various methods and channels, both in
academia and in practice, aiming to continuously improve investigative meth-
odologies and contribute to the development of a legislative and procedural
framework capable of addressing the challenges posed by cybercrimes.

Approval of results. The results obtained during the development of the
thesis were presented and subjected to detailed analysis at prestigious national and
international scientific forums, where they generated constructive discussions and
exchanges of opinions. Additionally, these findings were published in accredited
specialized journals, contributing to the enrichment of the professional literature
and offering valuable practical and theoretical solutions for the researched field.

Publications on the thesis topic: 12 publications.

Key words: sexual abuse, sexual exploitation of minors, information tech-
nologies, online crime, forensic investigation, digital evidence, child trafficking,
criminal prosecution, investigation methods, international cooperation, etc.
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SYNTHESIS OF CHAPTERS

The thesis has the following structure: annotations in Romanian, English,
and Russian; a list of abbreviations; an introduction; four chapters divided into
sections; general conclusions and recommendations; followed by a bibliography
comprising 222 titles; a statement of responsibility; and the author’s CV.

In Chapter I, entitled ,,Analysis of the Situation in Forensic Research on
Sexual Abuse of Children through the Use of Information Technologies” an anal-
ysis is conducted of international scientific materials and those published in the
Republic of Moldova that are relevant to addressing and elucidating the meth-
odology for investigating sexual abuse of children through the use of informa-
tion technologies. Special attention is given to recent research in the analyzed
field. The works of the following authors were examined: Russu Sergiu, Botezatu
Elena, Osoianu Tudor, Ostavciuc Dinu, Odagiu Iurie, Rusnac Constantin, Co-
valciuc Ion, Pantea Andrei, Sorin Radulescu, Kemal Veli A¢ar, Carjan Lazir,
Carp Simion, Osadcii Cornel, Dolea Igor, Dongoroz Vintila, Purici Svetlana,
Vizdoga Ion, Roman Dumitru, Donciu Anatolie, Abramova Svetlana, Zaharov
Nicolai, Lomakina Alla, Haliullina Aiguli, Iablokov Nicolai, Vitalie Jitariuc,
Nicolae Sfetcu, among others..

Thus, the chapter analyzes national and international scientific materi-
als addressing the topic of child sexual abuse through the use of information
technologies, highlighting their contributions to a broader understanding of the
phenomenon. It emphasizes that, while there are relatively few studies specifi-
cally dedicated to this subject, some general research provides valuable theoret-
ical and methodological frameworks for further exploration.

The scientific opinions of researchers from the Republic of Moldova and
other countries were examined, revealing that domestic studies are limited in
number and often address related topics such as human trafficking, cybercrime,
or child protection. Although not exclusively focused on the investigation of on-
line sexual abuse, these works have contributed to understanding the complex-
ity of offenses facilitated by the digital environment. Analyzing these resources
allowed the author to broaden their perspective and adapt theoretical concepts
and investigative practices to the specificities of this research.

On the international level, specialized literature shows greater attention
to child sexual abuse in the digital environment, although most works still fo-
cus on general aspects of cybercrime or related offenses. Studies conducted by
organizations such as UNODC, INTERPOL, and EUROPOL provide relevant
examples of best practices and investigative strategies, which were utilized in
this research to adapt international models to the national context.

The chapter underscores the role of electronic evidence in investigating
these offenses, highlighting the need for well-structured methodologies for iden-
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tifying, collecting, and utilizing such evidence. It also discusses challenges, such as
the anonymity offered by the online environment, the use of encryption, and the
transnational nature of these offenses, which complicate investigative processes.

Another essential aspect addressed in the chapter is victim protection,
particularly for minors. The author emphasizes the need for special procedur-
al measures to prevent the retraumatization of victims and ensure a safe en-
vironment during investigations and hearings. Best international practices in
interviewing minors, using expert psychologists, and providing post-traumatic
psychological assistance are highlighted.

Although the scientific materials analyzed originate from diverse fields
such as forensic science, criminal procedure law, and sociology, they enabled the
author to formulate conclusions and recommendations tailored to the research
topic. The integration of scientific opinions from these works contributed to
the development of a proprietary investigative methodology capable of address-
ing the challenges posed by new forms of criminality facilitated by information
technologies.

Thus, the chapter reflects a comprehensive analysis of relevant specialized
literature, highlighting each study’s contribution to advancing the research. De-
spite the limited available materials, the author successfully outlined a solid the-
oretical framework and identified practical solutions for effectively investigating
child sexual abuse offenses in the digital environment. This analysis significantly
contributes to filling existing gaps in both national and international doctrines,
serving as a foundation for future research.

Chapter II, entitled ,,The Organization of Investigating Sexual Abuse of
Children Through the Use of Information Technologies” provides a comprehen-
sive and in-depth analysis of the forensic and methodological aspects associ-
ated with investigating this severe form of criminality. The author emphasizes
the importance of a multidisciplinary approach tailored to the specificities of
these offenses, combining elements of forensic science, criminal procedure law,
psychology, and information technology to ensure effective investigation and
adequate victim protection.

A central theme of the chapter is the forensic profile, defined as a complex
system of information about offenders’ behavioral patterns, their personalities,
victims’ vulnerabilities, and the traces left by the crime. This concept is essen-
tial for effective investigation, as it allows for the reconstruction of the crimi-
nal mechanism and the identification of perpetrators. In analyzing the forensic
profile, the author highlights the following essential elements: 1) Modus oper-
andi of cyber offenders: Offenders use advanced manipulation techniques such
as grooming, sexual extortion (sextortion), or the exploitation of pornographic
materials. Their actions are meticulously planned, leveraging the anonymity and
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global reach of the internet to avoid detection. Specific cases are analyzed to
illustrate the methods used to gain victims’ trust and exploit them; 2) Circum-
stances of the offense: The chapter emphasizes the importance of documenting
the location and time of the acts, as well as the relationships between the victim
and the offender. For example, many offenses occur during times when children
are unsupervised, such as after school or at night. Additionally, the complexities
of cross-border cases, where offenders and victims are in different countries,
are discussed, highlighting the need for effective international cooperation; 3)
Digital traces: In the online environment, criminal traces are predominantly
virtual, consisting of data such as IP addresses, chat histories, multimedia files,
and metadata. The chapter details the importance of collecting and analyzing
these traces, as well as the challenges encountered, such as encryption or the use
of darknet networks. Digital evidence is presented as indispensable for investi-
gations, though the author emphasizes that law enforcement agencies must be
technologically proficient to identify and effectively use such evidence; 4) Pro-
files of offenders and victims: The chapter provides a detailed analysis of offender
and victim profiles, underlining the necessity of a profound understanding of
these to guide investigations and protect affected minors. The offender profile
reveals manipulative behavior and a tendency to exploit victims’ emotional and
social vulnerabilities. Three main categories of offenders are described: those
seeking intimacy and romantic relationships with victims; offenders who be-
lieve children are capable of consenting to sexual acts; and hypersexual abusers
who collect and distribute large amounts of illegal materials. The psychological
impact of the offenders’ actions is also analyzed, including their use of threats or
manipulation to control victims and prevent disclosure.

The chapter also examines the challenges related to detecting offenders
who use advanced technologies to conceal their identities. The vulnerability of
minors, their lack of experience, and their innocence are key elements that facil-
itate abuse. Victims are often manipulated or blackmailed, and the chapter un-
derscores the importance of documenting their behavior, their relationship with
the offender, and the psychological impact of the abuse. Difficulties in identify-
ing victims are also discussed, especially in cases where there is no direct contact
between them and the aggressor.

A major subject of the chapter is the analysis of legislative gaps and tech-
nical limitations that hinder effective investigation. The author emphasizes that
national legislation must be harmonized with international standards to address
the complexity of these offenses. Additionally, the continuous updating of law
enforcement agencies’ technical skills is necessary to keep pace with the new
technologies used by offenders.

The importance of international cooperation is emphasized, considering

12



the transnational nature of these offenses. Mechanisms for the rapid exchange
of information, such as those regulated by the Budapest Convention on Cyber-
crime, are essential for effective investigation.

The chapter places particular focus on victim protection and the involve-
ment of specialists from various fields in the investigative process. The author
highlights that the psychological impact of sexual abuse on children is profound,
and psychological and social support measures are essential for their recovery.
Collaboration between psychologists, social workers, and law enforcement agen-
cies is vital to prevent retraumatization and provide adequate assistance to victims.

The chapter concludes that investigating sexual abuse of minors through
the use of information technologies requires a combination of technical, legisla-
tive, and organizational solutions. Measures proposed include the development
of standardized methodologies for investigating digital evidence; harmonizing
national legislation with international standards; expanding professional train-
ing for law enforcement in the field of information technologies; and creating
support programs for victims tailored to the specific needs of minors. The chap-
ter demonstrates that only a coordinated approach, integrating forensic, legal,
and psychological aspects, can address the complexity of these offenses and en-
sure the adequate protection of victims. Thus, this analysis contributes to the de-
velopment of an innovative perspective on combating child sexual abuse using
information technologies.

Chapter III of the thesis, entitled ,,Methods for Detecting Sexual Abuse of
Children Through the Use of Information Technologies” presents a comprehen-
sive study of the process of identifying criminal signs and investigating sexual
abuse offenses against minors in the online environment, offering methodolog-
ical and practical solutions to enhance its efficiency. The chapter examines the
critical stages of criminal prosecution, the relevance of digital evidence, the use
of advanced technologies, and the importance of inter-institutional and inter-
national cooperation, while also highlighting major challenges and existing gaps
in this field.

The author emphasizes that the initial stages of criminal prosecution are
crucial for identifying signs of criminal activity and establishing a clear direction
for the investigation. The chapter details the process of evaluating complaints
and reports from various sources, including direct complaints, anonymous re-
ports, and international notifications. In this context, the necessity of promptly
establishing reasonable suspicion based on preliminary evidence, which sup-
ports the formal initiation of criminal proceedings, is analyzed.

Investigation is viewed as a series of well-planned actions that begin with
verifying complaints and analyzing initial evidence. The chapter highlights the
importance of methodical planning of investigative activities to avoid the loss
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of critical time and information. A corresponding methodological algorithm is
recommended for verifying complaints, which includes standardized steps for
analyzing electronic devices, correlating data, and obtaining judicial authoriza-
tions for additional actions.

A central element of the chapter is the analysis of electronic evidence,
considered fundamental in the investigation of online sexual abuse offenses. The
chapter provides a detailed description of the process of identifying, collecting,
preserving, and utilizing such evidence, emphasizing adherence to legal and
procedural norms to ensure its admissibility in court.

The author highlights that digital evidence includes a wide range of in-
formation, such as: 1) metadata of electronic files, which can reveal the time of
creation and distribution of illegal materials; 2) IP addresses and geolocation
data, essential for identifying the physical location of suspects; 3) browsing his-
tory and electronic communications, which can provide clues about criminal
activities and the relationship between the offender and the victim.

The role of advanced technologies, such as artificial intelligence and big
data analysis tools, in processing large volumes of digital data quickly and effi-
ciently is analyzed. For instance, specialized software can automatically detect
child pornography materials using image recognition algorithms. However, the
chapter also highlights the limitations of these technologies, such as difficulties
in interpreting deleted or encrypted data.

Another critical aspect examined is the challenges of collecting evidence
in an international context. The author emphasizes that, in many cases, the
servers and devices involved are located in other jurisdictions, necessitating in-
ternational authorizations and collaboration with authorities from other states.
Examples from ECtHR practice are cited, highlighting the importance of adher-
ing to the principle of proportionality in using surveillance and communication
interception technologies.

The chapter underscores the importance of inter-institutional and in-
ternational cooperation, considering the transnational nature of online sexual
abuse offenses against minors. Mechanisms for institutional collaboration to
ensure efficient information exchange, coordination of operations, and shared
resource utilization are analyzed.

The relevance of the Budapest Convention on Cybercrime, which estab-
lishes a legal framework for international cooperation in investigating cyber-
crimes, is discussed in detail. The chapter explains how platforms such as IN-
TERPOL, ICSE, Database, and NCMEC facilitate the identification and tracking
of illegally distributed materials globally. The importance of public-private part-
nerships, such as collaboration with social media platforms and internet service
providers to detect and remove illegal content, is also emphasized.
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A relevant example is the use of national platforms such as www.siguron-
line.md, which facilitates anonymous reporting of abuse cases, thus supporting
the initiation of investigations. The chapter suggests expanding such initiatives
by implementing verification mechanisms and automatic forwarding to compe-
tent authorities.

The chapter analyzes various typical situations encountered in investigat-
ing online sexual abuse offenses. Procedural tactics for each stage, from identi-
fying the suspect to gathering evidence, are presented. For instance, when the
offender uses advanced anonymization methods, it is recommended to employ
techniques of infiltration into suspect networks and conduct undercover ac-
tions. Conversely, if a victim is identified, the process must focus on obtaining
a detailed testimony using interviewing methods tailored to the child’s age and
psychological state.

The author stresses that each stage of the investigation must be rigor-
ously planned to maximize the effectiveness of evidence collection and ensure
compliance with the procedural rights of all parties involved. The importance of
coordination with experts in psychology, IT, and social work, who can clarify
the circumstances of the offenses, is also emphasized.

The chapter concludes that methods for detecting and investigating sex-
ual abuse offenses against minors in the online environment must integrate ad-
vanced technologies, international cooperation, and adherence to criminal pro-
cedural norms. Continuous updates to the tools and methods used are necessary
to keep up with rapid developments in the cyber environment.

Recommendations include creating interdisciplinary teams for inves-
tigating complex cases, implementing a unified framework for analyzing and
utilizing digital evidence, and developing specialized training programs for law
enforcement agencies.

The chapter provides a broad and well-founded perspective on the inves-
tigation process, contributing significantly to strengthening authorities’ capaci-
ty to combat these crimes and protect victims’ rights.

Chapter IV of the thesis, entitled ,,Specificities of Procedural Actions and
Special Investigative Measures in Cases of Sexual Abuse of Children Through the
Use of Information Technologies” delves into the challenges and solutions relat-
ed to investigating cyber offenses of sexual abuse against minors. The chapter
emphasizes the adaptation of procedural actions and special investigative meas-
ures to the complexity of offenses committed in the online environment, high-
lighting the need for modern legislation, efficient procedures, and psychological
protection for victims.

An essential aspect of this chapter is the analysis of how the main criminal
prosecution actions are adapted to address the specifics of cybercrimes involv-
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ing minor victims. Victim interviews, for example, are presented as a highly sen-
sitive stage. The chapter emphasizes the importance of using special techniques
to reduce psychological trauma and protect the child’s interests. Interviews
must take place in a safe environment, and the participation of psychologists,
social workers, and other specialists is considered essential. The chapter also
recommends using specially equipped interview rooms located in child-friendly
spaces that comply with international standards for child protection.

Regarding recognition procedures, the chapter highlights the necessity of
thorough preparation and strict adherence to procedural norms. This process is
essential for investigating cybercrimes but involves specific challenges. Psycho-
logical factors such as memory and the ability to identify individuals play a cru-
cial role in the validity of recognition. Standardizing the selection of individuals
presented for recognition, utilizing modern technologies (photo and video), and
training involved personnel are recommended to ensure the process’s accuracy.
The chapter stresses that any error at this stage could severely impact the inves-
tigation’s outcome and compromise the integrity of the evidence.

Another central focus of the chapter is the analysis of handling physical
evidence, with an emphasis on the specifics of electronic evidence. The chapter
details the complexity of collecting and processing digital evidence, which is
often manipulated, encrypted, or disseminated through complex networks. The
importance of involving IT experts to ensure the authenticity and integrity of
such evidence is underscored. The chapter argues that the current legislation is
insufficiently adapted to the challenges of investigating digital evidence, which
can result in its inadmissibility in court. In this regard, legislative measures are
proposed to clarify the norms governing the handling, storage, and use of digital
evidence.

Another important element discussed in the chapter is the use of spe-
cial investigative measures, such as communication interception, online activ-
ity monitoring, and subscriber identification. These measures are essential for
gathering evidence in cases of sexual abuse against minors but pose significant
legal and ethical challenges. The chapter emphasizes that these measures must
be applied with strict adherence to legal norms and only when justified by the
severity of the offense. The need to balance individuals’ right to privacy with the
state’s obligation to protect victims and prevent criminality is also detailed.

A central aspect of the chapter is the involvement of specialized knowl-
edge in investigating these offenses. The chapter argues that technological ex-
pertise is indispensable for reconstructing offenders’ modus operandi, especially
in cases involving anonymous networks, data encryption, or other sophisticated
methods. The chapter highlights the importance of training law enforcement
and judicial personnel to ensure a proper understanding of digital evidence and
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the methods used to collect it. Additionally, the crucial role of IT experts in pro-
viding technical support throughout the criminal process is emphasized.

The chapter also addresses the legislative gaps and deficiencies that hinder
efficient investigations. It identifies significant shortcomings in existing regula-
tions, such as: the lack of clear norms for conducting interviews with minor vic-
tims, which can lead to delays or the use of inappropriate methods; the absence
of regulations specifying in detail how digital evidence should be managed and
presented; and the lack of a modernized legislative framework for using special
investigative measures.

To address these challenges, the chapter proposes several legislative and
administrative recommendations, such as: establishing strict timelines for con-
ducting interviews with minor victims to prevent the loss of relevant informa-
tion and minimize stress on the child; introducing clear regulations into leg-
islation regarding the collection, storage, and presentation of digital evidence;
creating a professional directory to include IT experts and establishing remu-
neration criteria for them; and revising criminal procedure norms to account
for the specifics of cybercrimes and the measures needed to investigate them.

The chapter provides a detailed and practical analysis of the investigative
tactics used in cases of sexual abuse against minors committed through infor-
mation technologies. The formulated recommendations underline the need for
modern legislation, continuous training of judicial personnel, and the creation
of standardized protocols for investigating cybercrimes. These measures are
essential to protect victims’ rights and ensure efficient and fair investigations.
The chapter stresses that, given the rise in cybercrime, it is imperative for leg-
islation and judicial practices to evolve to meet new challenges. This integrated
approach can ensure a balance between protecting fundamental rights and ad-
dressing serious offenses that affect children.
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GENERAL CONCLUSIONS AND RECOMMENDATIONS

The scientific results obtained from this study consist of: 1) determining
the quality of investigations into offenses related to the sexual abuse of children
committed through the use of information technologies; 2) providing a scien-
tific basis for the content of the forensic profile for investigating the targeted
offenses; 3) establishing the circumstances that form the basis for reasonable
suspicion of the commission of the referenced offenses; 4) identifying the spe-
cific circumstances that must be established during the investigation of these
offenses; 5) justifying forensic investigation algorithms applicable to typical sce-
narios of criminal prosecution; 6) prospectively enhancing the mechanisms of
judicial cooperation in investigating these oftenses; 7) formulating recommen-
dations aimed at improving the effectiveness of investigating the sexual abuse of
children through information technologies.

Following the conducted research, the following general conclusions and
recommendations are formulated, aimed at improving the methodology for in-
vestigating the sexual abuse of children through the use of information technol-
ogies.

The general conclusions of this doctoral thesis are as follows:

1. The study of offenses involving the sexual abuse of minors through
information technologies highlights a relatively new and insufficiently explored
domain, both in the Republic of Moldova and internationally. Although cyber-
crime has risen alarmingly with the advancement of digital technologies, the
specialized literature and doctrinal solutions dedicated to investigating these of-
fenses remain limited. In the absence of established methodologies in the field,
the study relied on general works in forensic science, criminal procedure, and
related offenses such as human trafficking, child trafficking, and cybercrime,
which exhibit methodological similarities.

2. The analysis of investigative practices for offenses involving the sexual
abuse of children committed through information technologies concludes that
these investigations face specific challenges, such as the difficulty of identifying
perpetrators, the volatility of electronic evidence, and the need for innovative
tactics to ensure the protection of minor victims. The rapid evolution of tech-
nology deepens the complexity of these offenses, and traditional investigative
methods are not always effective. Furthermore, the transnational nature of these
crimes requires intensified cooperation between international agencies.

3. The forensic profile of these offenses is essential for streamlining the
investigative process and involves identifying key elements such as the crime
environment (place, time, and circumstances of commission), the modus oper-
andi of offenders, digital traces left behind, the profiles of offenders and victims,
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and the types of technology used to commit the offense. These elements, corre-
lated with the evidentiary circumstances necessary to substantiate charges, pro-
vide a solid foundation for formulating prosecution hypotheses and facilitating
the identification and apprehension of offenders.

The interdependence between the elements of the forensic profile and the
circumstances to be proven contributes to a systematic and coherent approach
to investigating online offenses. This integrated approach enables a more accu-
rate assessment of electronic evidence and a better understanding of offenders’
modus operandi, ensuring an adequate response from law enforcement agen-
cies. A detailed and applicable forensic profile for these offenses represents a
fundamental tool for criminal prosecution bodies and prosecutors. Through its
extensive use in correlation with evidentiary circumstances and the integration
of new technologies into the investigative process, quicker and more efficient
investigations of online child sexual abuse cases can be ensured, adequately pro-
tecting victims and facilitating the identification and prosecution of perpetra-
tors.

4. The analysis of investigative practices for online sexual abuse of mi-
nors reveals a prompt response by judicial bodies to complaints received, with
criminal proceedings generally initiated quickly. This is a positive approach, as
delayed intervention can result in the loss of critical evidence, especially when
the offense was recently committed. However, a problematic aspect noted is the
significant delay with which individuals file complaints, complicating the inves-
tigation and prompt detection of criminal signs. Key aspects that must be veri-
fied to establish reasonable suspicion for initiating criminal proceedings include
the presence of the online platform used, the identity of the minor victim, the
behavior and intent of the offender, the impact on the victim, and the detailed
analysis of electronic evidence.

5. Investigating the sexual abuse of children through information tech-
nologies, in addition to those established by criminal procedural law, requires
establishing distinct and essential circumstances, including the victim’s identity
and age, the offender’s identity, the nature and severity of the act, the duration
and frequency of the abuse, the victim’s health and psychological support, and
the electronic evidence obtained. These elements contribute to building a solid
criminal case, providing context and relevant details for law enforcement repre-
sentatives.

6. In investigating online sexual abuse of minors, correctly identifying
criminal prosecution scenarios is essential for determining an effective investi-
gative strategy. These typical scenarios, which arise during both the initial and
subsequent stages of investigation, provide an operational framework that al-
lows law enforcement to respond promptly and effectively to case developments.
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The research identified the following typical scenarios of criminal prosecution:

- parents of a minor discover explicit sexual messages and content on
the child’s electronic device (sexting);

- an international organization identifies a social network account with
an IP address in the Republic of Moldova involved in distributing sexual mate-
rials featuring minors and notifies the national authorities;

- achild helpline or an online anonymous reporting platform receives a
call or report from a minor being blackmailed and threatened with the publica-
tion of intimate images on the internet, forced to send sexual photos;

- during an investigation into online sexual exploitation, law enforce-
ment discovers communications suggesting an adult’s involvement in recruit-
ing and sexually exploiting minors through promises of material rewards and
invitations for meetings with sexual intentions;

- an international anti-human trafficking organization provides infor-
mation about a group operating on the dark web offering sexual services with
minors. Local authorities are notified and begin investigating the group’s activ-
ities, which involve coercing minors in exchange for rewards;

- aminor reports to authorities after observing behavioral changes in a
friend, suspecting the friend is a victim of online sexual abuse, signaling inap-
propriate messages and requests received on social networks;

- achild recently recruited into a private online group receives promises
of financial rewards for sending sexual content. Upon realizing they are being
exploited and threatened with the publication of this content, the child decides
to report it to authorities.

7. The research underscores that the efficiency of international coopera-
tion heavily depends on the correct and detailed formulation of requests for le-
gal assistance, particularly rogatory commissions. Vague or insufficiently specif-
ic formulations of such requests can significantly delay responses from foreign
authorities, requiring additional clarification.

8. The research highlights the necessity of conducting criminal prosecu-
tion actions in investigating the sexual abuse of children through information
technologies, which, in addition to general forensic tactics, acquire specific par-
ticularities as follows:

Interrogation tactics:

- interviewing child victims must take place in a supportive and sensi-
tive environment, involving specialized personnel (interviewers, psychologists)
to minimize trauma. The interviews should be carefully planned, using strate-
gies tailored to the child’s age and psychological state. This approach not only
protects the child’s mental health but also helps obtain credible information
essential for the investigation. The child should be asked about: the technol-
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ogy used; a description of the perpetrator and their actions; the applications
through which communication occurred; the location and type of relationship
with the child; how the offender coerced/manipulated the child into performing
or submitting to such acts; whether sexual or pornographic images were used/
present/recorded, and if so, how; the involvement or presence of other children
and their identification; whether the child knows other individuals who partic-
ipated in or are aware of these acts, or who know the perpetrator; the names of
people the child told about the incident; whether the child has been victimized
by multiple individuals, including their names or descriptions; and whether the
child knows of other children subjected to similar acts of violence, among other
details;

- interviewing experts and specialists, in addition to general theoretical,
informational, and methodological questions, should include specific inquiries
such as: How was the authenticity of video or audio files containing explicit ma-
terials with minors verified? Are there technical indications that the files were
altered or modified before being analyzed? Is it possible that another individu-
al acted on the network using the accused’s Wi-Fi connection? What methods
were used to identify individuals who accessed or distributed the materials on-
line? Were encryption measures or other security techniques detected to con-
ceal the suspect’s online activity? How were deleted or encrypted information
retrieved from the devices analyzed during the investigation? Can the digital
trail of the incriminating files and how they were discovered on the suspect’s
devices be explained?, etc.;

- interviewing the suspect/accused should involve the following specific
questions: How did you use the technologies or online platforms mentioned in
this investigation? Can you explain their functionality and role in your activi-
ties? What do you know about terms such as encryption, specific software, or
VPN usage? If you are not familiar with them, how did you come to use them
in your activities? What is the purpose of the electronic devices, applications, or
online accounts identified in the investigation? Can you justify the presence of
the files, images, or conversations found on your devices? In what context were
these created, received, or distributed? Were you aware that the activities car-
ried out were illegal? What motivated you to continue engaging in them? Were
you aware that the individuals involved were minors? If so, did you attempt to
exploit this knowledge in any way? What were your intentions and purposes in
these online activities? How do you explain any discrepancies between the state-
ments you provided and the identified digital evidence?, etc.

Tactics for recognition procedures. To ensure the efficiency and legality
of the recognition procedure, it is imperative to rely on an objective evaluation
of the conditions under which the distinctive characteristics of the person or
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object in question were initially memorized. Moreover, the success of this pro-
cedure depends on the cognitive and perceptual abilities of the subject, as well
as their psychophysical state at the time of the initial perception. This includes
assessing whether the child is psychologically prepared to participate in the rec-
ognition process.

Search tactics. During the preparation phase, the prosecutor’s request
must be supported by clear, relevant, and conclusive evidence, such as records
of online criminal activities, sexually explicit conversations, or exchanges of
pornographic materials involving minors. The search primarily targets electron-
ic devices with internet access and data storage media, with precise localization
and documentation of these items through photography and video recording
being essential. The participation of specialists with technical expertise ensures
the correct collection and analysis of electronic traces. To preserve the integri-
ty of the evidence, it is imperative to disconnect devices from communication
networks and restrict access to them by individuals present during the search.

Based on the conclusions drawn, the following recommendations and de
lege ferenda proposals are put forward to improve the methodology for investi-
gating the sexual abuse of children through the use of information technologies:

1. Amend and supplement Article 110 (1) of the Criminal Procedure
Code (CPC) to establish an express deadline for filing a motion for the special
hearing of a child and for its examination by the investigating judge. The lack
of a precise timeframe creates uncertainty and may affect the predictability of
the criminal process. Regulation is needed to ensure a balance between prompt
measures and the procedural rights of the parties involved;

2. Amend the procedural legislation to confer the right to conduct spe-
cial hearings on criminal investigation officers or prosecutors, thereby reducing
exclusive reliance on the investigating judge and ensuring greater procedural
efficiency;

3. Ensure that child hearing facilities are located in isolated areas, sepa-
rate from spaces where arrested persons or other trial participants are held, ei-
ther through designated entrances in courthouses or within Regional Assistance
Centers for child victims and witnesses. This measure aims to guarantee a safe
and child-friendly environment;

4. Take urgent measures to bring child hearing facilities into compliance
with applicable legal, technical, and international standards. The absence of
such compliance risks compromising the integrity of the justice process and the
credibility of the information obtained from minor victims;

5. Incorporate into legislation a regulated procedure for the selection and
summoning of interviewers for criminal investigation actions, including criteria
for evaluating their qualifications and participation in mandatory professional
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training programs in the field of child protection and forensic interviewing;

6. Amend Article 123 of the CPC by replacing the term “criminal pro-
cedure experiment” with “procedural experiment” to better reflect the forensic
purpose and legal scope of this measure;

7. Ensure that criminal investigation bodies conduct procedural exper-
iments during the investigation, particularly when suspects or defendants deny
their culpability and provide alternative explanations;

8. In cases involving offenses of sexual abuse through the use of infor-
mation technologies, searches should be conducted between 06:00 and 08:00, a
timeframe when information systems are typically inactive, minimizing the risk
of data destruction. Searches at legal entities should be conducted at the start of
the workday to ensure access to relevant evidence;

9. Require that, when technical-scientific findings or judicial expertise
on informational means and technologies are ordered, and data storage devices
are analyzed, the criminal investigation body submits a motion to the prosecu-
tor to obtain authorization from the investigating judge to examine or investi-
gate the informational content of such devices;

10. Authorize the collection of biological samples from both the suspect
and the injured party in cases where it is necessary to establish the source of bi-
ological traces or identify potential accomplices, ensuring procedural precision
and evidentiary reliability;

11.Amend Article 143 of the CPC to mandate judicial expertise in cases
of sexual abuse committed using information technologies. Given the virtual
nature of these offenses, such expertise is essential to establish the evidentiary
foundation of the case;

12.Supplement the CPC to include provisions allowing for the conduct
of special investigative measures in cases involving sexual abuse of children
through information technologies. Measures such as domicile searches, tech-
nical surveillance, monitoring of financial transactions, and undercover opera-
tions are crucial for dismantling criminal networks, protecting victims, and pre-
venting the proliferation of illegal content, thereby upholding the paramount
interests of children and public security;

13.Implement and develop technologies that enable the real-time storage
and retrieval of relevant information in cases of online child sexual abuse, there-
by facilitating the evidentiary process and ensuring the prosecution’s ability to
substantiate the culpability of the perpetrator;

14. Enact legal obligations requiring online service providers to report in-
stances of child sexual abuse, including live-streamed offenses. The failure of
providers to report such cases renders them complicit and necessitates state in-
tervention to uphold child protection and combat online criminality effectively;
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15. Amend Article 132/2 paragraph (2) of the CPC to regulate the institu-
tion of data preservation, considering the specific nature of offenses committed
in the virtual environment. Establish conditions under which the prosecutor
may immediately order the preservation of data, including specific timeframes
for such preservation. This measure will safeguard volatile electronic evidence
and facilitate its subsequent seizure by the criminal investigation body;

16.Strengthen the proactive role of investigative bodies and officers in
identifying cases and promptly intervening to establish reasonable suspicion.
A lack of proactive measures diminishes the effectiveness of investigations and
perpetuates the occurrence of these offenses. Additionally, shorten the time-
frame under Article 11 paragraph (2) of Law No. 216/2003 to no more than 45
days to ensure a swift response to reported cases;

17.Delegate the investigation of severe and cyber-related offenses to cen-
tral structures within the Ministry of Internal Affairs (MAI). Establish a special-
ized Cybercrime Investigation and Intelligence (CIII) unit within the National
Investigation Inspectorate of the General Police Inspectorate (IGP) to address
cyber offenses comprehensively. Notifications of criminal activity may be sub-
mitted through international databases such as NCMEC, ICCACOPS, and ICSI,
facilitating the establishment of reasonable suspicion;

18. Align international assistance requests with international standards
and negotiate collaboration agreements with internet service providers. The
criminal investigation body must ensure the accurate drafting of rogatory com-
mission requests and prepare representatives adequately for international coop-
eration. Strengthen relationships with INTERPOL and Europol and establish an
efficient international cooperation system to expedite access to crucial informa-
tion in cybercrime cases.

The main scientific results submitted for support which consists in out-
lining the forensic framework for cases involving the sexual abuse of children
through the use of information technologies, providing a scientific foundation
for the algorithm of criminal prosecution actions and special investigative meas-
ures, thereby contributing to the efficiency of this process within the overall
framework of combating the targeted offenses.

Suggestions on potential future research directions: 1) the use of artifi-
cial intelligence and emerging technologies in the investigation of online child
sexual abuse; 2) the psychological impact on victims and its management during
the investigation process; 3) the role of international cooperation in combating
child sexual abuse through information technologies; 4) the methodology for
investigating online child sexual abuse perpetrated by criminal organizations.
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abrevierilor, introducere, patru capitole divizate in paragrafe, concluzii generale si recomandari,
bibliografia din 227 surse, 4 anexe. Rezultatele obtinute sunt publicate in 12 lucriri stiintifice.

Cuvinte-cheie: abuz sexual, exploatare sexuald a minorilor, tehnologii informationale,
criminalitate online, investigare criminalisticd, probe digitale, trafic de copii, urmdrire penald,
metode de investigare, cooperare internationala etc.

Domeniul cercetarii: criminalistica, expertiza judiciara, investigatii operative.

Scopul si obiectivele lucririi: Scopul tezei il constituie investigarea complexd a metodicii
criminalistice privind cercetarea infractiunilor de abuz sexual fatd de copii prin utilizarea tehnologi-
ilor informationale in vederea fundamentarii unor practici inovatorii corespunzitoare noilor provo-
cari de manifestare a criminalititii. Obiective: studierea practicii de investigare a infractiunilor lega-
te de abuz sexual si exploatare sexuald a copiilor comise prin utilizarea tehnologiilor informationale;
elaborarea structurii §i continutului caracteristicii criminalistice a infractiunilor legate de abuz
sexual §i exploatare sexuald a copiilor prin utilizarea tehnologiilor informationale, identificarea
circumstantelor care urmeazi a fi stabilite la cercetarea abuzului sexual in privinta copiilor prin uti-
lizarea tehnologiilor informationale; identificarea particularitatilor tacticii de efectuare a actiunilor
concrete de investigare; formularea recomandarilor menite sa imbunititeasca eficacitatea detectarii,
depistarii si investigarii infractiunilor din categoria analizata, etc.

Noutatea si originalitatea stiintifici: Noutatea stiintificd a prezentei cercetarii derivd din
faptul ca reprezintd prima cercetare exhaustiva a infractiunilor de abuz sexual fatd de copii prin
intermediul tehnologiilor informationale. Teza contribuie la analiza critica dintr-o noud perspec-
tivd doctrinara, oferind suport teoretic si aplicativ pentru domeniul de referinta.

Rezultatele obtinute se concretizeazd in tezele stiintifice principale promovate spre
sustinere si in problema stiintificd importantd solutionatd care constd in conturarea ca-
drului criminalistic in cauzele privind abuzul sexual fatd de copii prin utilizarea tehnologiilor
informationale, fundamentarea stiintificd a algoritmului actiunilor de urmarire penali §i a méasu-
rilor speciale de investigatii, fapt de naturd sa contribuie la eficientizarea acestui proces in ansam-
blul general de combatere a infractiunilor vizate.

Semnificatia teoretica a tezei: Cercetarea contribuie semnificativ la dezvoltarea teoriei
criminalistice prin aprofundarea metodelor de investigare a infractiunilor de abuz si exploata-
re sexuald a copiilor comise prin intermediul tehnologiilor informationale. Lucrarea clarifica si
structureaza tacticile si metodologiile existente, adaptdndu-le la noile realitati tehnologice si pro-
punand proceduri inovatoare pentru investigarea eficienta a acestor infractiuni.

Valoarea aplicativa a tezei: Rezultatele cercetirii si concluziile autorului vor fi promovate
si diseminate prin diverse metode, care vor fi folosite si aplicate atat in activitatea de cercetare,
precum si in activitatea practica a organelor judiciare. Rezultatele cercetirilor obtinute au fost
publicate in diverse reviste stiintifice, precum si in cadrul conferintelor nationale i internationale.

Implementarea rezultatelor stiintifice: Concluziile formulate in cadrul tezei de doctorat
pot fi de un real folos in procesul de elaborare si perfectionare a reglementirilor cu privire la su-
biectul urmaririi penale in cazurile privind abuzul sexual a copiilor prin utilizarea tehnologiilor
informationale si ca instrumentar pentru lucritorii practicieni in domeniul dreptului in latura
cercetdrii si descoperirii infractiunilor de acest gen.
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ANNOTATION
POPA Lilia. ,,The Methodology for Investigating Child Sexual Abuse through the Use of In-
formation Technologies”. PhD thesis in law. Doctoral School of Criminal Sciences and Pub-
lic Law of the Academy “Stefan cel Mare” of the MIA of the Republic of Moldova. Chisinéu.
2024

Structure of the Thesis: The thesis comprises 211 pages of main text, annotations in Ro-
manian, English, and Russian, a list of abbreviations, an introduction, four chapters divided into
paragraphs, general conclusions and recommendations, a bibliography of 227 sources, and four
annexes. The results of the research have been published in 12 scientific works.

Keywords: sexual abuse, sexual exploitation of minors, informational technologies, on-
line crime, forensic investigation, digital evidence, child trafficking, criminal investigation, inves-
tigative methods, international cooperation, etc.

Field of Research: Forensics, judicial expertise, and operative investigations.

Purpose and Objectives of the Thesis: The purpose of the thesis is to conduct a compre-
hensive investigation of the forensic methodology for examining sexual abuse offenses against
children perpetrated through the use of informational technologies, with the aim of developing
innovative practices tailored to the new challenges posed by criminal behavior. The objectives
include: analyzing the investigative practices regarding offenses involving sexual abuse and ex-
ploitation of children committed using informational technologies; developing the structure and
content of the forensic profile of offenses involving sexual abuse and exploitation of children
through informational technologies; ildentifying the circumstances to be established during the
investigation of child sexual abuse committed using informational technologies; determining the
tactical particularities of specific investigative actions; formulating recommendations aimed at
improving the effectiveness of detecting, addressing, and investigating offenses of this nature,
among others.

Scientific Novelty and Originality: The scientific novelty of this research lies in its sta-
tus as the first comprehensive study of child sexual abuse offenses committed through informa-
tional technologies. The thesis offers critical analysis from a new doctrinal perspective, providing
theoretical and practical support for the field of reference. The results are reflected in the main
scientific theses submitted for defense and the important scientific problem addressed, which is
the delineation of the forensic framework for cases of child sexual abuse committed through in-
formational technologies, along with the scientific foundation of the algorithm for criminal inves-
tigation actions and special investigative measures, thereby contributing to the overall efficiency
of combating these offenses.

Theoretical Significance of the Thesis: The research significantly contributes to the de-
velopment of forensic theory by deepening the methods for investigating child sexual abuse and
exploitation offenses perpetrated through informational technologies. The work clarifies and
structures existing tactics and methodologies, adapting them to the new technological realities
while proposing innovative procedures for effectively investigating these offenses.

Applied Value of the Thesis: The research results and the author’s conclusions will be
promoted and disseminated through various methods and applied in both research activities and
the practical work of judicial bodies. The research findings have been published in various scien-
tific journals and presented at national and international conferences.

Implementation of Scientific Results: The conclusions formulated in the doctoral thesis
can provide substantial support in drafting and refining regulations on the subject of criminal
investigation in cases of child sexual abuse committed through informational technologies. They
also serve as a practical toolkit for professionals in the field of law, particularly in investigating and
uncovering such offenses.
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CKas NIKOJIA YTOTIOBHBIX HAayK M my6mimyHoro npasa Axagemun «IlItedpan yen Mape» MB]I Pecrry6nuxu

Monpgosa. Kimmnnay. 2024

Crpyxrypa guccepranun: Jlyiccepranysa cocTonT us 211 cTpaHUI] OCHOBHOTO TEKCTa, aHHOTAINY Ha
PYMBIHCKOM, aHITIMICKOM VI PYCCKOM A3BIKAX, CIIMCKA COKPAIEHNIT, BBEJIEHVIA, YeTHIPEX T1aB, pa3eé HHBIX
Ha maparpadbl, 0011X BBIBOJIOB 11 PeKOMeHaLuit, 6ubmorpaduy us 227 MCTOYHMKOB 1 YeTHIPEX IPUIOKe-
HMIL. Pesy/IbTaThl MCCIeOBaHNUA ONYOIMKOBAHbI B 12 HAYYHBIX paboTax.

KnroueBble cnoBa: cexcyanbHOe HacUIINe, CeKCya/lbHasl 9KCIUTyaTallisl HeCOBEPUIEHHONeTHNUX, IH-
(opMalOHHBIE TeXHONOTYH, HTEPHET-TIPECTYIUIeHNs, CyleOHOe pacciejoBaHue, INPOBbIe [OKa3aTe/b-
CTBa, TOPTOB/IA [IeTbMH, YTOIOBHOE IpeciefloBaHMe, METOAbI PACcCIeOBAHMsA, MEXTYHAPOJHOE COTPYAHN-
YecTBO M JIp.

O6macTh MCCIeOBAaHMA: KPYMIHANTUCTHKA, CyleOHasA KCIepTH3a, ONePaTUBHO-PO3BICKHAS Jes-
TENbHOCTb.

Iens n sagaun guccepranyn: Llembio [ycceprarym ABIAETCA KOMIIEKCHOE MCCTelOBaHMe KPUMI-
HaTMCTUYECKOI METOAMKY PacClIeflOBaHNs IPeCTyIIeHNII, CBA3aHHbIX C CEKCyaTbHBIM HACU/IMeM Hajl f1eTh-
MM, COBEPIIEHHBIX C MCIIOIb30BaHMEM MHPOPMAIIMOHHBIX TEXHOIOTHIA, @ TaKkKe pa3paboTKa MHHOBAIMOH-
HBIX TIPAKTUK, COOTBETCTBYIOI[IX HOBBIM BbI30BaM B 00/1acTy mpecTymHOCTH. OCHOBHBIE 33/Ja4l BK/TIOYAIOT:
u3ydyeHMe MPAKTUKN PACcC/IeJOBAHNA IPECTYIICHNI, CBA3AHHBIX C CEKCya/TbHbIM HAaCU/IMEM 1 9KCIITyaTalyei
JieTell, COBEPIIEHHBIX C MCHOIb30BaHMeM MHGMOPMAIIMOHHBIX TEXHOJIOINIl; pa3paboTKa CTPYKTYphI M CO-
HepyKaHUA KPUMUHATUCTUYECKON XapaKTePUCTUKM MPEeCTYIJIeHUI, CBA3AHHBIX C CeKCya/lTbHBIM HACUIMEM
U 9KCIUTyaTaleil ieTeil ¢ MCIOIb30BaHueM MH(POPMAIIMOHHbIX TeXHOIOTHIL; OIpefiefieHNe 00CTOATENbCTB,
TIOZITIXKAIVX YCTAaHOBJIEHMIO TIPY paccIeJOBaHNM IPECTYITIEHNII, CBA3AHHBIX C CEKCya/IbHbIM HaCWIMeM Hafl
IeTbMU, COBEPIIEHHBIX C UCIIONb30BaHeM MH(OPMAIMOHHbIX TeXHOMOTHIL; OIIpefie/IeHIie TAKTUYECKIX 0CO-
6eHHOCTelT TIPOBENIeHNA KOHKPETHBIX CIeICTBEHHBIX JIefiCTBIIT; GOpMyMMpoBaHMe PeKOMEH/AINIA, HallpaB-
JICHHBIX Ha MOBbINIeHNe 3(PEKTUBHOCTY BHIABICHNA, PACCIEJOBAHNA U PACKPBITHA IPECTYI/IEHNIT JaHHO
KaTeropum u fip.

Hayunas HOBU3HA M OPUTMHATbHOCTD: HayuHas HOBM3HA JaHHOTO MCCIEOBAHMA 3aK/TI0YAETCs
B TOM, YTO OHO IIPefiCTaB/IsAeT CO6OII epBOe MCYepIIbIBaoliiee MCCIeOBaHMe IPECTYIUICHNI, CBA3AHHBIX C
CEKCyanbHBIM HACWUINEM HaJ| JeTbMMU, COBEPUIEHHBIX C MCIOIb30BaHNMEM MH(OPMAIIVOHHBIX T€XHOIOTHIL.
Jluccepranya npepyaraeT KpUTHYECKUIT aHa/IN3 C HOBOJ JOKTPMHAIBbHOJ TOYKM 3PEHMs, IPeJOCTaBIAA Te-
OpeTMYEeCKyI0 M TPAKTHUecKylo 6asy /I COOTBETCTBYIOMLIEi 06/macTu. Pe3ynbTaThl OTpaXKeHbl B OCHOBHBIX
Hay4HbIX Te3JCaX, BBIABMHYTHIX Ha 3aIUTY, M B PEIICHNN BaXXHOI HAYYHOI MPOGIeMbI, 3aK/II0Yalomeiics
B GOpMMPOBAHNY KPYMMHAIMCTUYECKO OCHOBBI J/IA1 JIel, CBA3AHHDIX C CeKCyaTbHBIM HACUIMEM HaJ| IeTh-
M1, COBEPIIEHHBIM C ICIIOb30BaHNEM MH(OPMAIVIOHHBIX TEXHOMOTHIT, a TAK)Ke B HAYYHOM OOOCHOBAHMUM
aITOPUTMA C/Ie[ICTBEHHBIX [IeIICTBIUIT U CIIEI[MabHBIX MepP PaccIefloBaHysA, YTO CIIOCOOCTBYET MOBBIILEHNIO
3¢ eKTUBHOCTY TPOTUBOJEICTBIA STUM IPECTYIICHNUAM.

Teopernyeckas 3HaAYNMMOCTD AyiccepTanum: ViccrnenoBaHnue BHOCUT 3HAUUTEbHBI BKJIAJ, B pas-
BUTHE KPUMMHAIMCTUYECKON TEOPWH, YITyO/IAsa METOAbI PAcCIeOBaHMs TIPECTYIUICHNIA, CBA3AHHbIX C CeK-
Cya/IbHBIM HAaCHU/IMEM M SKCIUTyaTalielt ieTeil, COBePIIEHHDIX C MCIOMb30BaHIeM NH(GOPMAI[IOHHBIX TEXHO-
noruit. PaboTa yTouHsAET 1 CTPYKTYPUPYeT CYIeCTBYIOLINE TAKTUKY M METOOIOT MY, afJAIITUPYS MX K HOBBIM
TEXHOTIOTMYECKMM PeaiisM, a TAKXKe TIpeJi/laraeT MHHOBALMOHHbIE TIPOLeAYpPhI A1t 3G deKTUBHOTO paccie-
JOBAHNUA TaKVX IPECTYIICHNIA.

ITpakTuyecKas eHHOCTD JyccepTanui: PesyIbTaThl MCCTIeOBAHMA U BHIBOJBI aBTOPA OYIyT IPO-
IBUTATBCA UM PACIIPOCTPAHATHCA PA3IMIHBIMU METOAMMU, IIPUMEHATHCA KaK B HAYYHO-MCCIEN0BATENbCKOM
IeATeNIbHOCTH, TaK M B IPAKTUYECKOIT paboTe CyeOHBIX OpraHOB. Pe3y/IbTaThl MCCIIeIOBAHMA Oy 6IMKOBaHBI
B Pa3/INYHBIX HAYYHBIX XKyPHAJIAX, @ TAK)Ke IIPe/ICTAaB/IeHbl Ha HAIIMOHAIbHBIX 1 MEXXIYHAPOSHBIX KOH(pepeH-
IVAX.

BHesipeHye HayYHbIX Pe3yNbTaTOB: BbiBOIbI, CHOPMYIMpPOBAHHBIE B PAMKaX JOKTOPCKOI AMccep-
TAlMM, MOTYT OBITh VICIIOIb30BAHbI B IIpOLiecce pa3pabOTKM U COBEPIIEHCTBOBAHMA HOPMATHBHBIX aKTOB,
KacalomUXCA YTOTOBHOTO TPEC/eIOBAHNA B CTydasX CeKCyaabHOTO HACVWINA HaJl AeTbMIU, COBEPIIEHHOTO C
MCIOTb30BaHMEM NH(POPMAIMOHHBIX TeXHOMOTUIT. OHI TAaK)Ke MOTYT CIY>KUTb MHCTPYMEHTOM /1A MTPaKTH-
KOB B 00/IaCTH IpaBa B YaCTY PACC/IEJOBAHNUA M PACKPBITHA TAKMUX HPECTYIICHMIL.
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