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ANNOTATION

To the doctoral dissertation “Security assurance of the computer networks based on
software defined network technologies” is submitted by Mr. Ali AMEEN for fulfillment of the
requirements for the PhD in Engineering Sciences, specialty 232.01— Control system, computers
and information networks. The dissertation was prepared at the Technical University of
Moldova.

The structure of the thesis. The thesis contains Introduction, 3 chapters, general
conclusions and recommendations, bibliography of 130 titles. The main text contains 105 pages,
includes 47 figures, 23 tables, and 6 annexes. The obtained results of the thesis were published in
13 scientific papers.

Keywords: Software-Defined Networks (SDN), OpenFlow, security, controller, Hydra,
virtual private network (VPN), Rivest-Shamir-Adleman (RSA), Blockchain.

Research problem: assuring the security of SDN-based computer networks.

Aim of research is to outline the current security state of the computer networks and to
suggest new solutions to patch up different security aspects.

The objectives of thesis include analysis of existing methods and technologies for
security assurance of computer networks, elaboration of algorithms and topologies for increasing
the security assuring level of computer networks and efficiency evaluation of the proposed
topologies for computer network security assuring.

Scientific novelty and originality of the obtained results are reflected in a new
framework that assures the security of SDN and uses different techniques combined together to
deal with the single point of failure in the SDN architecture, adds a defense mechanism by
injecting the attacking source with botnets. And the usage of Petri Nets modeling technique to
figure out the best outcome of the proposed topologies and to get different performance
parameters that are translated to equations based on that modeling of those specific topologies to
determine the one with the best performance in terms of cost saving and deterrence to cyber-
threats like DoS/DDoS attacks.

Important scientific solved problem consists in elaboration of a new suite of algorithms
and SDN controllers’ topologies to increase the security level of SDN and elaboration of the
theoretical assessment of computer networks’ security level.

Theoretical significance can be described by defining the main problems in security
assurance of the computer networks, by specifying the main issues in the SDN paradigm that
need to be patched, the theorization of the essential concepts of the proposed algorithms and
topologies.

Applicative value of the work is determined by the developed framework, which has a
big contribution for the SDN community by proposing new SDN topologies to deal with the
centralization issue and by protecting the connection between multiple SDN controllers. Also,
provides a better view for the security level of a specific network by measuring it using various
mathematical tools that are based on proposed parameters.

Implementation of results. The obtained results were used in Dekart Company’s
investigations regarding the new approaches in information security.



ADNOTARE

La teza de doctor ,,Asigurarea securitatii retelelor de calculatoare bazate pe
tehnologii de retea definite software” este prezentatd de domnul Ali AMEEN pentru conferirea
titlului stiintific de doctor in Stiinte Ingineresti la specialitatea 232.01— Sisteme de conducere,
calculatoare si retele informationale. Teza a fost elaborata la Universitatea Tehnica a Moldovei.

Structura tezei. Teza contine Introducere, 3 capitole, concluzii generale si recomandari,
bibliografia din 130 de titluri. Textul de baza constituiec 105 de pagini, include 47 figuri, 23
tabele si 6 anexe. Rezultatele obtinute ale tezei au fost publicate In 13 lucrari stiintifice.

Cuvinte cheie: Retele definite prin software (SDN), OpenFlow, controller SDN, Hydra,
retea privata virtuala (VPN), Rivest-Shamir-Adleman (RSA), Blockchain.

Problema de cercetare: cresterea nivelului de securitate a retelelor de calculatoare
folosind tehnologii bazate pe SDN.

Scopul cercetirii este de a sublinia starea actuald de securitate a retelelor de calculatoare
si de a sugera noi solutii pentru a remedia diferite aspecte de securitate.

Obiectivele tezei includ analiza metodelor si tehnologiilor existente pentru asigurarea
securitatii retelelor de calculatoare, elaborarea algoritmilor si topologiilor pentru cresterea
nivelului asigurarii securitdtii retelelor de calculatoare si  evaluarea eficientei topologiilor
propuse pentru asigurarea securitatii retelelor de calculatoare.

Noutatea stiintifica si originalitatea rezultatelor obtinute sunt reflectate intr-un cadru
nou care asigurd securitatea SDN si foloseste diferite tehnici combinate pentru a face fata
punctului unic de esec in arhitectura SDN, prevede un mecanism de aparare prin injectarea sursei
de atac cu botnetele si utilizarea tehnicii de modelare a retelelor Petri pentru a determina
eficacitatea topologiilor propuse si a obtine parametri de performantd, utilizati in ecuatii bazate
pe modelarea topologiilor specifice in ceea ce priveste economisirea costurilor si descurajarea
amenintarilor cibernetice precum atacurile DoS/DDoS.

Problema stiintifici importanta rezolvata constd in elaborarea unui nou set de
algoritmi si topologii de controlere SDN pentru cresterea nivelului de securitate al SDN si
elaborarea metodologiei de evaluare a nivelului de securitate al retelelor de calculatoare.

Semnificatia teoretica reflecta definirea principalelor probleme 1n asigurarea securitatii
retelelor de calculatoare, precizarea principalelor probleme din paradigma SDN care trebuie
remediate, teoretizarea conceptelor esentiale ale algoritmilor si topologiilor propuse.

Valoarea aplicativa a lucrarii este determinatd de cadrul dezvoltat, care reprezinta o
contributie importanta pentru comunitatea SDN prin propunerea a cateva noi topologii SDN
pentru a trata problema centralizarii si protejarea conexiunii dintre mai multe controlere SDN.
De asemenea, oferd o vizualizare mai bund a nivelului de securitate al unei anumite retele prin
masurarea acesteia folosind diverse instrumente matematice care se bazeazd pe parametri
propusi.

Implementarea rezultatelor. Rezultatele obtinute au fost utilizate in investigatiile
companiei Dekart privind noile abordari in domeniul securitatii informatiilor.



AHHOTALIIUA

K noxropckoit auccepranuu «ObecnedeHue 0e30MaCHOCTH KOMIIBIOTEPHBIX ceTeil Ha
OCHOBE IIPOIrPAMMHO-OIIpeJe/sieMbIX CeTeBbIX TEXHOJIOIMi» IIPeACTaBIEHHON TI-HOM Alu
AMEEH Ha couckaHue y4yeHOH CTeNeHM JOKTOpa HayK B oOsnactu MH)keHepHBIX Hayk IO
cnenuansHocTu 232.01 — Cucmemvl ynpasnenus, 6bluuciumenbHas MexHUKa U UHGOPMAYUOHHbLE
cemu. Jluccepranus Oblia HOATrOTOBJIEHA B T€XHUYECKOM YHUBEpCUTETE MOJIIOBBI.

Ctpykrypa auccepraunum: Juccepranusi COIEpKUT BBEIACHHE, 3 TJIaBbl, OOIINE BBHIBOIBI U
pexomenpamuu, oudnuorpaduto n3 130 HanmenoBanuii. OcHOBHOMU TeKcT coctaBisier 105 crpanuil,
BKJIIO4YaeT 47 pucyHkoB, 23 Tabmuu, u 6 npuiokeHuil. [lomydyeHHble pe3ynbTaThl AUCCEpTalUU
onyOnrKoBaHbl B 13 Hay4dHbBIX paboTax.

KuroueBbie ciioBa: nporpammuo-onpenensemsle cetu (SDN), OpenFlow, kortpomnnep SDN,
Hydra, Bupryamsnas wactaas cetb (VPN), Rivest-Shamir-Adleman (RSA), kpunrosamora,
OJIOKYEHH.

IIpo6sema wmccae0BAHUM: TOBBINIEHHE YPOBHS O€30MACHOCTH KOMIIBIOTEPHBIX CETEH C
HCIOJIb30BaHUEM TexHooruit Ha 6aze SDN.

Ieab wuccaeI0BAHUM: ONPEICIUTh TEKYIIEEe COCTOSHHE O€30MacHOCTH KOMITBIOTEPHBIX
ceTell M MPEUIOKHUTh HOBBIE PELICHUS ISl HCIIPABJICHUS Pa3IMYHbBIX aCTIEKTOB O€30MaCHOCTH.

3agauM AuccepTanMy BKJIKYAT B cedsl aHATN3 CYLIECTBYIOIIMX METOAOB M TEXHOJIOTHM
obecrieueHus1 06E30MACHOCTH KOMIIBIOTEPHBIX CeTeH, Pa3paboTka alropuTMOB M TOMOJOTHH JUIs
obecrieueHusi 0€30MACHOCTH KOMIBIOTEPHBIX CETeH M ONpeleNieHHe IapaMeTpoB  OIEHKU
3¢ (HEeKTUBHOCTH MpeIaraeMbIX TOMOJIOTHI oOecTiedeHus1 6€30MaCHOCTH KOMITBIOTEPHBIX CETEH.

HayuHnasi HOBM3HA M OPMIMHAJILHOCTb MOJIYYeHHBIX Pe3yJIbTATOB OTPaKE€HBI B HOBOM
CTPYKType, KoTopas obOecneunBaer OezonmacHocTh SDN W HCHONB3yeT pas3iuyHbIe METObI,
00beIMHEHHBIC BMECTE, YTOOBI CIPABUTHCSA C €AMHCTBEHHON TOYKON OTKa3a B apxurTektype SDN,
N00aBIsAeT 3aUIUTHBIM MEXaHW3M, BBOJS AaTaKyOIIMH HCTOYHUK C OOTHETaMH, HCIIOJIB30BaHUE
MeToa MojenupoBaHus ceteid [leTpm ans ompeneneHHs HAWIYYIIEro pe3yibTaTa IpeaiaraeMbIX
TOIOJIOTHH ¥ TIOIYYEHHs PAa3IMYHBIX ITapaMETPOB NMPOU3BOIUTEIHLHOCTH, KOTOPHIE UCTIONB3YIOTCS B
YPaBHEHHSAX, OCHOBAHHBIX HA 53TOM MOJCITUPOBAHHHM ATHX KOHKPETHBIX TOIOJOTHH, YTOOBI
OIPEIECTUTh MPOU3BOAUTEIBHOCTh C YIETOM YKOHOMHHM 3aTPaT U CHEPKUBAHUS KUOEPYTpo3, TAKUX
kak DoS/DDoS-araku.

BaxknHoli Hay4yHoii pemaeMoii mnpoOsemoii sBisieTcs pa3paboTka HOBOro Habopa
QITOPUTMOB W TOMOJIOTUH KOHTposuiepoB SDN s moBwimeHust ypoBHs Oe3omacHoctd SDN u
pa3paboTKa TeOPETUYECKOI OI[EHKH YPOBHS 0€30IMaCHOCTH KOMITBIOTEPHBIX CETEH.

Teopernyeckasi 3HAYMMOCTHL MOXET OBITH OMNKMCAaHA NyTeM OMNpEIETICHUS OCHOBHBIX
npobieM B oOecredeHnu Oe30MacHOCTH KOMIBIOTEPHBIX CETeH, yKa3aHUs OCHOBHBIX MpoOjeM B
napagurme SDN, KoTopble HEOOXOOMMO YCTPaHWUTh, TEOPETU3UPOBAHHMS OCHOBHBIX KOHIEMIIHNA
MpeUIaraéMbIX aITOPUTMOB U TOMOJIOTHHA.

IIpakTHyeckasi MEHHOCTh PadOTHI ONpPEIEIIETCs pa3pabOTaHHOM CTPYKTYpOH, KOTopas
npeacTaBisieT co00i BaXKHBIM BKIIaa B coobmecTBo SDN, mpearast HECKOIBKO HOBBIX TOIOJIOTUI
SDN pmns pemieHust mpoOieMbl HEHTPAIM3alUU W 3alIMTHl COCIUHEHUS MEXIY KOHTpPOJJIEpaMU
SDN. Taxke oOecrieunBaeTcst Jydlias BU3yalu3alys YpOBHS O€30MaCHOCTH KOHKPETHOW CeTH
MyTEM H3MEPEHUsS! €ro C MOMOIIBI0 PA3TUYHBIX MAaTEMAaTHYECKUX MHCTPYMEHTOB, OCHOBAHHBIX HA
npeuiaraeMbIX mapamerpax.

Buenpenue pe3yabTatoB. [lonyueHHbIe pe3yabTaThl ObUIN UCTIOIb30BaHbI B UCCIETOBAaHUAX
kommanuu Dekart OTHOCHTENbHO HOBBIX TOIX0/I0B K HH(OPMAIIMOHHOM O€30MacHOCTH.
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Ad-hoc
ATM
ATM
API
CDP
CLI
DoS
DDoS
DLUX
DF
GETB-SR

GETB-AR

GUI
GSPN
loT

IP

IPsec
IDS/IPS

LAN

MAN
MitM
NETCONF
NFV

ODL
ONAP
OPNFV
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Term

Access Control List
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INTRODUCTION

This study aims to increase the security level of the Software-Defined Network by
proposing a suite of algorithms and new kinds of SDN controllers’ topologies, and elaboration of
the new approach to evaluate the security protection of the computer networks, alongside the
proposal of four security assessment parameters to measure the reliability level of networks. All
that is for the sole purpose of making SDN a safer environment for computer networks that
leverage it, which facilitates the transition of classical networks’ structure to the SDN structure
hence, assuring the security of computer networks in general. Before explaining the need for
assuring the security of SDN, it is of great importance to explain the need for SDN in the new
era of technology first. Few years ago it was affordable to deal with the data and information
when they were still growing using the firstly-created primitive techniques, equipment and
classical network management patterns but, it got harder to deal with the growing amounts of
data especially with the new era of social media, increment of websites and the emergence of
smartphones, tablets, 10T devices etc. that led to create gigantic amounts of data and new ways
of managing databases like cloud technologies which in turn required more enhancement to all
aspects of computer technology to match that development; except for the essence of the internet
connectivity which is the computer network itself since it is the cornerstone of today’s
communication technology which has remained unchanged and undeveloped since about the
80’s and due to the previous reasons it got bigger and harder to manage and maintain especially
against the ever-evolving security threats, all that created the necessity to research new
methodologies to manage the ever-growing networks’ dilemma and one of the promising
presented solutions was the technology of Software-defined network SDN. SDN mainly means
networks that can be managed programmatically or that can be programmed based on the
network administrator’s needs. Of course, that will create a whole new horizon of potential
opportunities and fields of research to enhance network management, and facilitate policy
enforcement in a well-grained, smooth, and swift way, and since it is still a new way of
managing networks’, it means that even if it solves some major security problems in networks
but, it creates new security challenges in the same time. SDN has the great feature of
programmability which means that it leverages virtualization which is cost-effective and easier
to use in different network infrastructures. In addition, not to forget that despite SDN
infrastructure also uses physical hardware, it is mostly software-based which means that SDN

will liberate the network users from vendor-constrained products, specs, and standards.
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Now going back to the need for this framework, which stems from the diverse ever-evolving
continuous cyber threats on computer networks in general and on the SDN in precise, due to the
following main reasons, which are:

1. The SDN is still a new field of research, which means that despite their promising
capabilities to lead the world of future computer networks but, these networks still need
enhancement and due to their novelty, they also raise new cybersecurity challenges.

2. Software-Defined Networks mainly mean networks that can be programmed and that
feature itself could be a double-edged sword since that could add more capabilities to the
network and frees it from vendor-based constraints. SDN provides network administrators with
more tools and abilities to create their own network application based on their enterprise needs
and adds more functions to it making the network policy enforcement easier and more robust and
agile network management. But, programmability itself could be a hustle since today’s widely-
spread computer viruses are mostly created using programming. Not to forget, the effect of the
human factor on programming since all humans are error-prone and a simple mistake could
create a glitch or a malfunction that could be leveraged as a vulnerability by the attacker and that
could jeopardize the software-defined networks’ structure.

This research provides analysis of security level of SDN. Presents elaboration of a suite
of algorithms and technologies incorporated together in one suite to obtain a better security level
for SDN in precise and for computer networks in general if they tend to use the SDN structure,
since that SDN is not a new network but rather a new way of managing computer networks. In
addition, this research suggests three SDN controllers’ topologies. It also presents an elaboration
of the new method of security assessment and mathematical security evaluation by developing
four main mathematical parameters. This study implements the proposed topologies in the three
presented topologies resulting a new framework for protecting and managing the SDN structure.
This study provides a better understanding of the proposed topologies effect, solely on enhancing
and assuring the security of SDN using the Petri Nets approach and make a comparison between
them on one hand and compare between them and between the already existing SDN topology
which was named in this research as the Ordinary topology on the other hand, to attain four new
parameters or equations that could be leveraged to assess the security level of a software-defined
network based on the numerical results gained from Petri Nets simulation of those proposed
three main topologies.

The importance and relevance of the raised problem is elaboration of a new suite of

algorithms and SDN controllers’ topologies to increase the security level of SDN and elaboration of the

theoretical assessment of computer networks’ security level.
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The role of SDN security in the industry

- Facilitates network management and policy enforcement.

- Uses a single point of management and control represented by the controller in the
control layer.

- That single point of management as it is an advantage it’s also a disadvantage since it
promotes a single point of failure SPOF.

- The ability to adapt new methodologies and to deal with heritage network structures,
tools and devices as well.

- SDN leverages software and/or hardware tools to create a new hierarchy of
management.

The SDN security in academia/research.

- New research field that needs more enhancements.

- Dealing with new algorithms as compared to old ones.

- Incorporating already existing other technologies with it and vice versa to enhance it
and to enhance those other fields of technology that leverage the SDN paradigm.

- Leveraging new and existing measurement and risk assessment tools (Petri Nets,
defense factor equations etc.).

- Increase the response time for networks against some well-known easily-conducted
cyber-attacks like denial of service/ distributed denial of service DoS/DDoS attacks especially
protocol DDoS attacks.

- Creating a balance between proposed security algorithms effect and their weight on
the network traffic speed and interaction.

- Tests in controlled environment (specific topologies effect on promoting and raising
the security level).

Developing a model to simulate this perception is still an industrial (by network
devices vendors and cyber security society) and an academic challenge. The outcome of this
study could be used as benchmark or a framework to be provided and used by the manufacturers
to strengthen the defenses of networks and by vendor corporations and network administrators to
measure the level of security in a specific network as well.

The main purpose of the research is to increase the security level of the Software-
Defined Network by proposing a suite of new algorithms and SDN controllers’ topologies
for securing data exchanged between multiple nodes.

The research objectives:

1. Analysis of existing methods and technologies for security assurance of computer
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networks.

2. Elaboration of security algorithms to provide the SDN paradigm with a better security
against cyber-attacks.

3. Elaboration of SDN controllers’ topologies for assuring the security of computer
networks.

4. Elaboration of the new method of computer networks’ security assessment.

5. Evaluation of security efficiency of the proposed SDN controllers’ topologies for
computer networks security assuring.

The Hypothesis of the research

As the possible solution for the formulated research problems can be the new, more
effective algorithms for securing data exchanged between multiple nodes in SDN networks, new
kinds of the SDN controllers’ topologies for assuring the networks security, and the theoretical
basis of the computer networks security level assessment.

The methods used in research

Consist of the methods of cryptography, modeling and simulation, usage of Petri Nets to
research the reliability of the proposed approaches of security assurance, security risk assessment
law, general economic cost-related data.

The scientific novelty of the obtained results.

Consist of elaborated new algorithms for assuring the security of SDN, which are Hydra,
Double RSA, and distributed ledger of Blockchain, the elaboration of new controllers’
topologies, which are Serial, Parallel and Hybrid topologies. The elaboration of a new method of
security evaluation of SDN technology based on Petri Nets and five parameters which are,
Reliability of Service (RoS), Defense Factor (DF), Risk Factor (RF), the Modified Risk
assessment law (RM) and the Cost effect (Y).

Theoretical significance consists of the elaboration of the new basis to increase the SDN

security level and proposing a new approach for security level assessment of computer networks.

Results approval

The idea of the research and its results were published in 13 scientific papers, among
which 8 by a single author, with a total volume over 7 sheets of author, including, 8 in journals
category B+, 4 in journal category B, 1 in journal category C were reported in 5 international
conferences and 1 in national (home) conferences (see author’s publications on thesis subject).
Both theoretical and practical works related to the subject have been studied to analyze the effect

of incorporating SDN with other fields of technology and vice versa, to study the pros and cons
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of that incorporation of technologies and to figure out the gaps and weakness points then, patch
them up with this research results. This work presents theoretical solutions represented by the
proposed algorithms and topologies and some practical comparative analytical results
represented by implementing the proposed theoretical topologies using the evaluation procedures
of Petri Nets, by leveraging some Petri Nets software tools like PIPE. Those results will be used
to patch up and solve the objectives listed in the thesis to provide and assure the security of the
SDN environment.

Summary of the doctoral thesis sections

In this study, a full suite of algorithms, methodologies and topologies have been proposed
as a security framework to enhance the security level of computer networks in general, by
assuring the security of software-defined networks in precise. A simulation of the proposed
topologies has been presented to provide a security assessment or a defense factor equation to
measure the security of specific software-defined networks’ structures and to create a correlation
between the proposed topologies and their effects on enhancing the security level of the SDN
environment.

The thesis is presented in three chapters.

Chapter 1 includes the motivation, goals, questions, network-related technologies and
methodologies of this research. Also, this chapter provides a definition and a historical glimpse
for networks in general, a quick look to some of the main network-related nowadays attack and
defense techniques, an overview of Software-defined networks’ architecture as a potential
futuristic consistent and prevailing solution to manage computer networks and facilitate the
administration process. This chapter provides an overview and comparison between the classical
heritage networks’ structure and the SDN structure. A simple methodology of the SDN research
lab designing is provided as well. Then, comes a brief clarification of the software-defined
networks methodology effect on the market and industry of technology from an economic point
of view and how it could be of a big interest to both the leading networking technology
manufacturers and to the end users and network administrators as well. Also, adds a general
analysis of various methods related to the field of SDN and existing research methodologies
regarding objective and subjective experiments; emphasizing the importance of SDN as a
potential solution by giving a brief listing and explanation for those technologies correlated with
SDN; which were either incorporated with SDN to enhance it or leveraged SDN to develop
themselves then, provides a simple review for the pros and cons of each one of them and
afterwards, comes a comparison between them in terms of positives and negatives based on their
effect on SDN or how they were affected by SDN.
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Chapter 2 after enlisting the attack and defense techniques in chapter 1; chapter 2
reaches the SDN solution after that provides the algorithms, methodologies, techniques and
technologies which are proposed as a potential solution to enhance and assure the security of
SDN environment to make it a safer and a more robust environment and to overcome the
obstacles and security challenges in its way to facilitate the transition of computer networks
management from classical structure to the SDN paradigm. Those algorithms mainly address and
target the two main issues of the SDN structure identified in this research which are the single
point of failure and the connection tunnel between multiple controllers which is called the east-
westbound API; every algorithm will be discussed in this chapter thoroughly with its theoretical
and practical effects where practical effect will encompass the effect of the specified algorithm
on every proposed controller topology then, comes an explanation and depiction of the proposed
SDN controllers’ topologies solution to overcome the centralization issue where the controllers
interact in a specific way in every topology and after that comes a simple comparison of the
effect of the aforementioned algorithms in terms of their effect on each topology. Also, not to
forget that the topologies proposed here may and may not work with the suggested framework
algorithms; since that the network administrator may use the framework alongside any of the
topologies or may deactivate the framework solution and leave it not unincorporated.

Chapter 3 this chapter provides an explanation of the new method proposal for security
evaluation of Software-Defined Networks paradigm. This chapter explains the correlations
between the proposed topologies and their effect on security by modeling them using Petri Nets
methodology. Based on that relationship between the results acquired, the topologies modelled
and the different simulations conducted, it extracts and develops four main mathematical security
factors. Those parameters are Reliability of Service (RoS), Defense Factor (DF), Risk Factor
(RF), the Modified Risk assessment law (RM) and the Cost effect (Y) of the proposed topologies.
They are could be leveraged to assess the security level of each of the proposed topologies.
These factors are formulated basically for the specific needs and requirements of software-
defined networks that are based on any of the three proposed topologies. Those proposed five
security risk assessment parameters are used afterwards, to model the efficiency of each
topology. After that, comes the conclusions of chapter three then, comes general conclusions for
the whole thesis.

In conclusion this study, shows the importance of SDN in different fields and the
importance of developing some aspects in SDN paradigm to overcome the new ever-evolving
challenges. SDN is a productive and easy to use environment with backwards compatibility

which means, that it is cost effective as well, with no need to leave the legacy hardware.
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SDN gives the network administrators the freedom of policy enforcement combined with
agility and results with good quality. internet is coherently related to different fields in today’s
life and securing it through SDN is one of the prominent solutions, for instance a small cyber-
attack on bank accounts could jeopardize a whole nation.

SDN helps control bigger networks in an easy way, which makes it harder for cyber-
attackers to infiltrate such well monitored networks.

This study provided algorithms to patch specific issues, like the Man In the Middle
(MITM) and Denial of service/ Distributed Denial of Service (DoS/DDoS) attacks, especially
those attacks that target the Transport Layer Security (TLS). The study also provided specific
controllers’ topologies and compared them to the already existing topologies to show the
enhancement done by suggesting these topologies. The modelling conducted on these topologies
took into consideration the probability of a cyber-attack and the results were gained based on the
simulation done. This research also proposed new mathematical equations based on the
simulation’s gained numerical results. Those equations or relationships can be used as
instruments of measurement of SDN performance and its security level against different threats.

The gained mathematical results are mostly theoretical and it is well considered that
division over zero is not permissible but due to the results gained by the PIPE software
simulation; it was imperative to conduct such a mathematical operation, but this shows that the

Parallel topology is very reliable and near optimal.
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1 ANALYSIS OF EXISTING METHODS AND TECHNOLOGIES
FOR SECURITY ASSURANCE OF COMPUTER NETWORKS

Networks hierarchy and structure have remained almost unchanged since decades and
with the emergence of Software-Defined Networks paradigm, it was obvious that it could be the
solution for many classical network structure problems like the difficulty of managing enterprise
networks containing hundreds or thousands of switches and other network nodes, policy
enforcement, the cost of deploying classical networks' hardware technologies. But, with this new
solution represented by the SDN comes other problems and new security challenges especially
that it is still almost a new technology so, its potential threats are still not explored to the peak
and that means solutions for some issues and having new security issues. This chapter gives an
overview and description for the computer networks in general then SDN afterwards and tries to
list some researches related to developing SDN or leveraged SDN to develop other fields to
show the importance of SDN technology and also to analyze the main strength points to
consolidate them and analyze vulnerabilities in the SDN structure to help patch them up. The
main goal of this research is to design a new framework that could be leveraged by the SDN
paradigm to overcome some of the issues existing in the SDN structure and to formulate an
SDN-based security level assessment equation; and all that to facilitate the transition of
managing the computer networks from classical paradigm to the SDN paradigm.

1.1 General Overview Regarding SDN Structure, Cyber Attacks And Defense

Techniques, Networks And Information Security

First this thesis gives a definition of the network, its structure, and its importance, then
talks about the Software-Defined Network, its structure as compared, how it can be designed and
established, then comes listing of some defense and attack techniques. A network consists of a
computer or computers and some other devices and terminals that are all connected together by a
device called a switch and to connect more than a network with each other it is possible to use a
device called the router, now when talking about the flaws of the infrastructure of the old
network, it is possible to see that it depends on a principle called distributed management. As

shown in the Figure 1.1.
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Figure 1.1. A Network Example
This implies that all security configurations and the rest of settings have to be set up
manually for each single device, which will be a tedious procedure to do; especially with large
scale networks like enterprise networks that could contain more than 1500 switches so, as known
that classic structure of a network contains a seven OSI (open system interconnection) layers

which are as shown in the Figure 1.2.
OS1I Model

Data Types Layer

Figure 1.2. The Open System Interconnection (OSI) networking model
Since every computer or device in the modern world, is connected in a way or another to
a network whether it was a local area network (LAN) or a wide area network (WAN) and these

Media Layers Host Layers

host devices (computers, Ipads etc.) contain delicate people’s information then it is needed to
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provide a decent security level for the networks they are connected to, Due to many reasons
especially:

- Hackers and viral attacks: some people predict that the wars of the future will not be
even nuclear, imagine if a 20 years old guy can manipulate a nuclear arsenal that is located
thousands of miles away from him, especially with the last viral attacks with ransomware and
Petya malware there is a bigger motivation for enhancing network security.

- Privacy violation: people’s life is not just about their money, there could be delicate,
sensitive information about their lives that could worth more than money to them and accessing
that information to blackmail them is against all laws and ethics worldwide.

- National Security: as mentioned before, waging a war against a country doesn’t
necessarily has to be by missiles or tanks, the world is entering a new era of wars, protecting a
country’s networks and internet from viral attacks is a protection for its national security, its
people’s lives, automated gas pipelines, traffic, T.V channels live stream, stock market etc.

- Network speed disruption: finally, it is needed to know that the internet itself was
designed and made as a connection means for the military in the first place, and now after it
entered the civil service to be available for everyone, it is imperative not to forget that disabling
the internet network itself for a certain country or slowing its speed is a gigantic problem for that
it is of a great deal of importance for daily use since it has turned the whole world into a small
village and controls different life aspects like trains, flights, vehicles traffic etc. There are some
flaws in the infrastructure of this network, since that it depends on a principle called distributed
management, so a researcher named Martin Casado suggested a solution named Ethane, which
became the new design for Software Defined Networks which depends on the separation of
control plane and data plane in network devices, hence giving control to one device whether it
was a hardware (dedicated controller) or a software ( virtual machine program), and let all other
devices just do packet forwarding. It is worth mentioning that the OSI or the model that came after it
which is TCP/IP; still exist within the new structure of network management (SDN paradigm) but this
topic is for the purpose of showing the agility of SDN environment, because for instance the openflow
protocol works through the transport layer security TLS or transport layer.

The layers of the new management structure of SDN technology are:

- Management plane.

- Control plane.

- Data plane.

It is known that the 3 main elements in all network devices routers/ switches which are:

control plane /data plane respectively and the data itself, where the control plane is the mind (the
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decision maker) meaning that it controls how, where and when data is being sent, regarding data
plane, it is like the (muscle), it executes the decisions of the control plane on the data to transfer
them between two points, that’s why it's also called forwarding plane, data is the information
being exchanged between different network devices. They found out that the switches are not
opened or allowed to take orders from a higher level (control plane) and that would mean that the
infrastructure of the network would remain constrained due to the structure of the network
switches, so researchers proposed a new protocol called OpenFlow protocol which is responsible
about creating a communication channel between the control plane that is represented by the
(controller/controllers) and the forwarding plane and that is represented by the switch. They
organized all the components affiliated to the forwarding procedure and put it into a frame called
Flow Tables, taking into consideration all the common information of different vendors. The
figure 1.3 depicts the general structure of SDN.

Methodology of the lab designing.

There are different software tools used to create SDN environment on which it’s allowed
to test new ideas and methods on, one of them could be mininet which is an SDN simulation
software and also Graphical Network Simulator-3 (GNS3) could be used for that purpose by

installing mininet within it.
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Figure 1.3. The Structure of the New SDN Model
After testing the network and make it work, simple ways will be used to measure the

efficiency of the network, there are many software types for that purpose, for example:
- Cbench: an openflow controller benchmarker, it's a special tool used to measure the

27



efficiency of the OpenFlow controller by creating a set of various switches that send messages of
type packet-in to the controller and monitors the response and based on the reading it measures
the performance and ability of the controller [1].

- OFLOPS: An OpenFlow switch benchmarker, it's a tool that does the opposite role of
the previously mentioned tool, it measures the efficiency of the OpenFlow switches by creating
virtual controller that sends messages to the switches and monitors their responses and measures
the performance of the switches based on that reading [1].

- OFtest: it's a tool used to test the embedded OpenFlow protocol in the switches, it
supports up until the 1.2 version of that protocol [1]. The Figure 1.4 below shows a simple

example of a software-defined network environment.
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Figure 1.4. An example of a Software-Defined Network

General Cyber-Security Attack and Defense Techniques.

Many viruses and network and computer disruption methods emerged in the last 3
decades; ransomware and Petya malware attacks are new and a bigger motivation for enhancing
network security. Also, the virus attack called (Stuxnet) in 2010, that compromised the
centrifuges in Iran’s nuclear reactors was able to disrupt them as well and this is another evident
example of cyber security’s effect on a state level [2]. The first hearing in congress for technical
experts in cyber penetration (known as hackers) took place in the 90's [3], and that helped giving
awareness to both the government and general public about cyber world issues and its
vulnerabilities. Today the cyber-space or internet is everywhere and an example of internet's

importance nowadays is the internet blocking in Irag back in July 2018 for few days to prevent
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the usage of social media websites by protesters, which costed Iraq about (40 million dollars a
day) [4].

Attack Techniques.

Now talking about some security threats by giving a simple description of some of the main types
of attacks, and here are some of them:

- Denial of service (DoS) and distributed denial of service (DDoS) attacks: DoS attack
can be described as a cyber-attack in which the attacker tries to stop or disrupt the resources of a
network or a machine whether software or hardware and deprive their intended users from using
them. While the DDoS occurs when the attacker uses multiple system to flood the resources of
the target to stop it from serving its users and of course DDoS is much stronger than DoS and it’s
conducted using botnets to control multiple hosts, where botnets are a group of malicious tools
acting as an entity. Furthermore, history has it that the aim of what gave rise to botnet was the
idea to simplify the method of message exchange within networking platform [5]. Another way
to describe DoS/DDoS attacks is that they are typically explicit attempts to exhaust victim’s
bandwidth or disrupt legitimate users’ access to services [6].

- Man-in-the-middle (MitM) attack: Which is an attack done by attacker secretly
dwelling and maybe manipulating the communication between two parties without their
knowledge or as it is described in [7] is an attack where the attacker furtively transfers and perhaps
changes the correspondence between two parties who trust they are straightforwardly communicating
with each other.

- Phishing and spear phishing attacks: Here the attacker tries to disguise as a
trustworthy entity or party in the communication mean to gain sensitive data which is he
unauthorized to get such as login credentials. And when this attack is aimed at specific targets
whether individuals, organizations or companies then it’s called spear phishing. Phishing is known
also as the social engineering since it uses some social means like emails or social media pages [8].

- Drive-by-attack: An unauthorized unwanted program that is downloaded with
authorized wanted program by the user permission without his knowledge that it contains
malicious code or files, also it is called the drive-by-download which refers to attacks that
automatically download malwares to user’s computer without his knowledge or consent [9].

- Password attack: Also called password cracking, in this type of attack, the
attacker tries to gain or recover the password data being stored or transmitted; one of the most
famous methods used is Brute-force attack. The typical way password cracking works is to get a
file containing user hashed passwords and then run a cracker against the file to try to get matches

for all of the hashes, thus revealing all of the passwords in the file [10].
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SQL injection attack: is a method of exploiting the database of web application. It is
done by injecting the SQL statements as an input string to gain an unauthorized access to a
database. SQL injection is a serious vulnerability that leads to a high level of compromise -
usually the ability to run any database query [11].

- Cross-site scripting (XSS) attack: Here the perpetrator uses some vulnerabilities
which exist in websites and tries to inject some client-side scripts into the webpages of the
targeted site [12] or it could be defined as stated in [13] which is that (XSS) is a completely, a
generally exploited vulnerability which could be very extensively unfold and easily detachable.

- Eavesdropping attack: This attack is considered as a passive attack since the
perpetrator dwells and awaits while captures fragments of information and some packets and
forms them trying to get any piece of information, usually is conducted on wireless networks
[14].

- Birthday attack: In math there’s probability theory topic and in that topic there’s a
mathematical problem called birthday problem, the attacker tries to exploit this problem and it
could be used on cryptography applications, the birthday attack makes use of what’s known as
the Birthday paradox to try to attack cryptographic hash functions Among other desirable
properties of hash functions, an interesting one is that it should be collision-resistant, that is it
should be difficult to find two messages with the same hash value. To find a collision the
birthday attack is used, which shows that attacker may not need to examine too many messages
before he finds a collision [15].

- Malware attack: Malware is derived from malicious software, which is any malicious
code made to cause harm or exploit a vulnerability in a system or a device another definition
could be used as in [16] which states that it is a program code that is hostile and often used to
corrupt or misuse a system.

- Data leaks: It is described as the unintentional or intentional exposing or releasing of
delicate information to unsecure or undesired environment. Personal data breaches from
organizations, enabling mass identity fraud, constitute an extreme risk [17].

- 10T vulnerabilities: Which could be used or exploited by malicious entities to disrupt
the whole system of I0T connected to the internet; some of them are insecure passwords, usage
of outdated devices etc. [18].

- Timing channels: It is an attack used to change the timing of events in the execution
process. From all the previously mentioned, it is seen the importance of elaborating a highly
protected computer networks and assure their security

- Inan attempt to match the current and future needs and reach the level of ideally
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secure computer networks to create a secure cyber world that can be a safe environment for
individuals, entities and countries’ governments. There are many surveys and studies conducted
on that matter [19].

Defense Techniques.

After briefing about some cyber-attacks, now is the time to mention some of the main old
and new techniques and methods used for cyber-space security:

- VPN It has various technologies [20] in securing the communication between
networks.

- VLAN: The development of virtual local area network VLAN led the great
organizations such as companies, universities, enterprises etc., to build their network schemes
depending on VLAN encapsulation method [21].

- Packets Filtering: In this paper [22], the researchers propose and introduce an
analytical dynamic multilevel early packet filtering mechanism for firewall performance
enhancement.

- Packets dropping: it is used to drop the packets that don’t match the flow table rules
and it could be as an attack in some cases and it has some tools to detect it [23].

- Traffic quarantine.

- MAC and/or IP address change.

- Intrusion detection system/intrusion prevention system an intrusion detection system
(IDS) is software that automates the intrusion detection process. An intrusion prevention system
(IPS) is software that has all the capabilities of IDS and can also attempt to stop possible
incidents IDS/IPS [24].

- Deep packet inspection: Deep packet inspection (DP1) helps Internet service
providers in efforts to profile networked applications. [25].

- Reconfiguring the network and changing the topology.

- Bandwidth control: in [26] the researchers give an example of the importance of the
bandwidth in networks by proposing a new network design using top-down methodology which
takes into consideration the business and technical goals of the corporate. So, in order to improve
the bandwidth utilization efficiency, they evaluate few traffic shaping methods in terms of
bandwidth utilization, latency, and packet loss

- ACL. Extranet is a popular network among most of the organizations, where network
access is provided to a selected group of outliers. Limiting access to an extranet can be carried
out using Access Control Lists (ACLs) method [27] which will provide the Extranet with a better

security level.
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- SDN, which is the software-defined networks which this thesis discusses.

As understood from above, there are different technologies for cyber-defense and they
differ in the importance, goal, and the way it’s implemented but, SDN could be a new era of
managing the network technology since it’s able to combine many technologies, also it opens the
horizons for further development of services and ideas that could assure the security of computer

networks.

1.2 Software Defined Networks And Their Effect

Due to the previous security reasons mentioned before and also due to the increasing data
and soaring internet speed, the ethane design was suggested and its structure layers are as
follows:
- Management plane layer the management plane contains the graphical user interfaces
(GUI) and services needed to manage the network and has the traffic used by the network
administrator to manage the network. The traffic is characterized like this:

- Management plane: represented by user devices to configure devices (like SSH).

- Control plane: a device to determine actual forwarding policies (e.g., OpenFlow or
BGP (border gateway protocol) updates).

- Data plane: the traffic that is forwarded through the network (e.g., Hyper Text
Transfer Protocol (HTTP) sessions, VoIP etc.).
- Control plane layer or control loop and that is the SDN brain containing the controller
(Whether it was a hardware/software-based) that manages data plane’s operations using
southbound application programming interfaces (APIs) like openflow protocol which is a
Forwarding and Control Element Separation (ForCES) created by the Internet Engineering Task
Force (IETF). There is a virtualization technique for solving the traditional problem but when
considering server virtualization, it is limited to 4000 VLANS in layer two. Open networking
foundation (ONF) which is a non-profitable [28] organization has created OpenFlow, which
contains multiple feedbacks to increase the network accuracy. OpenFlow contains some
advantages like controlling packets rate through flow basics and also each packet has cookies
added to it. It’s needed to note that management plane is sometimes considered as a subset of the
control plane [29].

- Data plane layer which is the infrastructure layer where it contains the data
packets forwarding devices (switches) which are relieved of any sophisticated responsibilities

except for forwarding data and managing their routes.
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There has been already a whole arsenal of methods and mechanisms created to assure the
safety, confidentiality, integrity and availability (CIA) of data transmitted over the network
channels. As in the Figure 1.5 which shows the SDN structure layers with the services they
provide [29].
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Figure 1.5. Software-Defined Network structure’s layers and their services

Traditional Network VS Software-Defined Network.

There are two factors that recognize the main differences between traditional network
configurations versus SDN configuration:

1. Network functionality is mainly implemented in a dedicated appliance or device. In
this case, (dedicated appliance) means one or multiple switches, routers and/or application
delivery controllers.

2. Most functionality within this apparatus is implemented in dedicated hardware. ASIC
(Application specific integrated circuit) will be used for this purpose. Organizations are
increasingly confronted with the Limitations that accompany this hardware-centric approach,
such as:

- Traditional configuration is time-consuming and error-prone: Many steps are needed
when an IT administrator needs to add or remove a single device in a traditional network [30].
First, here will have to manually configure multiple devices (switches, routers, firewalls) on a
device-by-device basis [30]. The next step is using device-level management tools to update
numerous configuration settings, such as ACLs, VLANs and Quality of Service [30]. This
configuration approach makes it that much more complex for an administrator to deploy a

consistent set of policies. Hence, organizations mostly will encounter some security breaches and
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non-compliance with implications. So, in other words the highly administrative obstacle is that,
the traditional configuration interferes with meeting the standards of business networking.

- Multi-vendor environments require a high level of expertise: the average organization
has various sets of equipment of different manufacturers. The network admin will need to
acquire comprehensive knowledge of all device types and vendors in order to successfully
configure and set the network [30].

- Traditional architectures complicate network segmentation: a development further
complicating networking matters, is the connectivity evolution that is currently occurring. In
addition to tablets, PCs and smart phones, other devices such as alarm systems and security
cameras will soon be linked to the internet. While SDN offers network virtualization and that is
creating virtual networks separated from physical network parts. The combination of the global
or network-wide view and the network programmability supports a process of harvesting
intelligence from existing Intrusion Detection Systems (IDS) and Intrusion Prevention Systems
(IPS), for example, followed by analysis and centralized reprogramming of the network. This
approach can render the SDN more robust to malicious attack than traditional networks [31].

SDN Effect.

- Cost saving: when building and managing the infrastructure devices for the used
network; there will be no need to change the whole infrastructure. Also, virtualization plays a
major role in cost saving.

- Programmability: that provides better accuracy and flexibility in the design,
application, management, security improvement, time, speed, automation, reliability, problem
solution and error overriding, which suits largely the big needs and future continuously
changeable services [30].

- Optimizing Data Flow: A second expected business benefit of the SDN approach, is
the optimization of data flows. So instead of having one path from the communication flow
source to its destination, an SDN controller is capable of specifying multiple paths per flow.
Also, this method permits to split the flow’s traffic across multiple nodes [30].

SDN Security Effect.

The new structure of the SDN paradigm brings great benefits to the networking scheme.
The way the functionalities are abstracted in the SDN paradigm allows writing high-level
software applications to manage the network without worrying how to configure the underlying
physical network [32]. Some of the SDN effects in securing networks are the following points:

1. Centralized Data Routing: One of the main features of SDN is its capability to guide
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and route all traffic through a one single centralized controller used to route packets through a
single firewall which will increase the efficiency of IDS and IPS data capture.

2. Providing a More Efficient Policy Management: instead of the need to physically
configure security solutions, SDN leverages central control and administration for the whole
security policies management.

SDN industrial effect in the market of technology.

The sector of networks generally is a thriving sector since the dawn of technology
history, even the market of classical networks is still soaring up, now with the developing trend
taking place in the networks world, it will get even higher attention from general public. This is
the new era of technology, it’s not transistors, intercontinental missiles but it is networking. The

Figure 1.6 shows the market size of software-defined networking.

US. ¢
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Figure 1.6. Software-defined networking (SDN) market size worldwide
from 2017 to 2021 (in billion U.S. dollars) [33]

The statistics shown in the figure above; depict the size of the software-defined
networking (SDN) market worldwide from 2020 to 2027. In 2020, the global software-defined
networking (SDN) market reached 8 billion U.S. dollars in size. In the United States, the market
is estimated at 4.1 billion U.S. dollars that year. Geographical regions within this market

projected to experience growth are China, Japan, Canada, and Germany [33].

1.3 General SDN-Related Techniques

The following works show the importance of SDN since they incorporated other
technologies to develop SDN or used SDN to develop other technologies:

1.3.1 Network performance measurement

Many attempts were done to develop control and measurement in SDN management due
to their significance and mostly more have been done for the control besides, the centralized
control feature of the controller makes control process more sophisticated. One of them is this
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research to develop a low-cost high-accuracy software-defined measurement design [34]. There
are two ways to measure the network performance: active and passive. Active measurement
needs to inject probe packets into the network for monitoring their behaviors, such as popular
ping and iperf, active measurement may violate the network behavior and produce a negative
influence on the measurement accuracy. While passive measurement can cause a little overhead,
such as Simple Network Monitoring Protocol (SNMP), NetFlow and sFlow, which are widely
used in networks, passive measurement requires a number of network devices [34]. A typical
flow monitored by NetFlow consists of three main components: flow exporter, flow collector
and analysis application. The sFlow is formal industrial standard protocol used to monitor
networks with high speed. Scalable technique, a low-cost solution and providing a network-wide
view of usage could be considered as a positive side in the sFlow [34].

Architecture and System Design.

This research presents OpenLL, an adaptive sampling algorithm that reduces network
overhead and improves accuracy. Unlike OpenNetMon, OpenLL polls only edge switches (first
and last) to measure throughput while adjusting delay for precision. It also introduces a low-cost
topology discovery mechanism and leverages multipath for better network topology

consideration. As shown in Figure 1.7.
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Figure 1.7. OpenFlow-based Low-cost and Low-error measurement architecture [34]

Description.

Ip erf will be used to send packets to the server from the client in order to generate a
traffic through the active measurement. Then the controller prompts the first switch to send a
probe packet that will traverse the path till the last switch and returns to the controller from the
last switch. The leaving time of the packet from the controller to the first switch can be described
as TA. The time consumed by the packet to arrive from the last switch to arrive to the controller
is abbreviated as TB. The round-trip time RTT, from the controller to the first switch is RTT1 and
from the controller to the last switch is RTT2, also there’s addition for the standard delay value is
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set to #and of course not to forget the time delay threshold & 2 that will help improving the
measurement accuracy, so the time delay in terms of equation in this framework it can be like the
following:

T delay = TB —TA —¢1 (RRT1 + RRT2) + £ 2. (1.1)
Where £1 is considered to be the proportionality coefficient and it is ranging from 0 to 1 and & 2
from -£to £ Also, to calculate the packet loss by the packet counter:

Ploss = (Packet f — Packet I) / Packet f. (1.2)
Where packet f refers to the packets counter of the first switch and packet; is referring to the
packets counter of the last switch. Also, it’s possible to define throughput based on this paper as
shown here:

Bi=1/2 (B + B). (1.3)

Where By represents the byte counters of the first switch while B, refers to those of the last

switch. The experiment is shown in figure 1.8 below.
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Figure 1.8. Network Topology for experiment [34]

It is possible to define the accuracy of the experiment conducted in this research using the

root-mean-square in the following equation:

RMSE = \/%Z?zl(xi — %)2. (1.4)

Where X, represents the throughput calculated by the measurement architecture, n: is the polling
times selected by this research’s measurement architecture.

Positives and negatives.

Positives: this research is a promising one providing a framework that works alongside
with SDN controller and resides within it, and that alone can be an achievement since it doesn't

need to be integrated with a cloud or to have any add-ons; another important thing is that it
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provides enhancement for the OpenNetMon framework on which this framework is based, and
the enhancement is better accuracy and less network overhead.

Negatives: the proposed OpenLL framework which is based on the OpenNetMon
framework that uses an active measurement method wouldn't just affect the measurement
accuracy but also poses a negative manipulative effect on the network behavior despite that some
ways to reduce the overhead and enhance the accuracy were proposed. Also, the link delay
threshold doesn’t measure the time required or consumed in packet processing within the switch.

Related works.

There are many other works of this type like Open-NetMon [35] which is offering an
active approach and open-source software implementation for monitoring per-flow metrics, like
packet loss, throughput and delay, PAYLESS [36] which provides a flexible RESTFUL API to
help monitoring link utilization that leverages an algorithm for adaptive statistics collection. also,
the FlowSense [37] that offers a method for passive monitoring, which leverages the Packetin
and Flow Removed messages to evaluate per-flow link utilization. Although, communication
overhead but, it’s noticed that FlowSense has comparatively low accuracy. OpenSample [38]
suggests an SDN-based sampling measurement algorithm, which uses sFlow packet sampling to
provide near real-time measurement accuracy, which is applied on the Floodlight OpenFlow
controller. OpenSketch [39] suggests an active software defined traffic measurement design that
makes sketches more elastic and flexible to support various measurement tasks with high

accuracy and low latency.

1.3.2 Timing channel detection

Covert channels are used for information transmission in a manner that is not intended for
communication and is difficult to detect [40]. This work [41] is conducted to detect timing
channel (TC) threats. This threat has the purpose of leaking and transmitting information by
disrupting the ordering or timing of events. The current TC detection approaches are either
anomaly-based or signature-based. Anomaly-based signature uses legitimate traffic modeling to
detect unknown timing channels TCs. This work [41] offers a new framework named as
OBSERVER that uses elastic resources available in the cloud, it is attached with a new metric
that first decomposes the timing data of network flows using the discrete wavelet-based multi-
resolution transform (DWMT). Then it implements the method of Kullback-Leibler divergence
(KLD) to measure the difference of flow pairs. The OBSERVER structure is shown in the Figure
1.9.
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Figure 1.9. System architecture of the OBSERVER [41]

Positives and negatives.

Positives: this research shows a promising ability to detect, analyze and counterattack or
mitigate one of the prominent types of threats on the SDN environment itself which is the timing
channel attack that can change the timing of events, in other words it provides a better security
and enhances protection for SDN especially against many types of TC threats like Covert Timing
Channels and Virtual clock noise in Virtual Machines.

Negatives: despite its big success rate but this design mainly depends on connecting the
SDN environment to the cloud and as known the cloud environment is controversial itself since
it has some privacy concerns like the ability of the service provider to access the data resident in
the cloud at any time. Also, according to the cloud security alliance [42] report which stated the
most prominent threats posed on the cloud environment and some of them are:

- Insecure interfaces and APIs.

- Denial of service.

So, the cloud environment itself is under threat, and it’s not feasible to depend on it 100%
as the researches did here, because for example they didn't suggest adding the TC detector or
heuristic algorithm to the controller but they used what's available in the cloud instead.

Timing channel Detection-Related Work.

There have been many attempts and researches that are based on the TCs detection such
as Berk's research [43] that leveraged a method of simple binary covert timing channel which is
based on the Arimoto-Blahut algorithm, which computes the distribution of input which
maximizes the channel capacity, also Cabuk [44] offered a method for detecting the IP timing
channel (IPTC) threat and the time-replay timing channel (TRTC), while Shah [45] introduced a

keyboard device that could leak information typed over the internet slowly and named this
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device as JitterBug. Giffin [46] proved that even if it wasn't a TC but the TCP timestamp low-
order bits could be used to create TCs due to the sharing of packet timing and statistical
properties of timestamps.

1.3.3 Deploying and managing SDN as a home network

Despite that one of the biggest motivations for SDN technology was the big amounts of
data and large data centers but still SDN can be leveraged as a management way for home
networks, that's why this survey [47] shows ideas about the SDN deployment in home networks.

Positives and negatives.

Positives: it highlights the importance of software-defined network technology and its
vital role in different aspects of the cyber world, giving a full survey and creating a small
database-like for researches and works related to SDN deployment in home environment.

Negatives: despite that the research was good but it didn't explain or give a brief of the
algorithms mentioned in the works stated in this research, for example, what algorithm and how
does it work or a simple sketch for it describing its work.

Related works.

This field of development also had its own share of development attempts, so for starters
it’s possible to take, the method introduced by the work that was a part of the homework project
of The University of Nottingham, 2012 [48] which tries to study or give a general perspective of
using SDN technology in home networking, through redesigning exiting home-network
infrastructure (such as routers) based on the concepts of SDN to provide the user with better
understanding and control as well as novel interfaces [49], [50]. The works are categorized into
the following:

1. General topics, the engineers in [51] try to study the case of the home network to
discuss the utilization of SDN to refactor current networks and give users the right level of
network actionable information and visibility. While, it’s possible to see that the concept of
virtualization is suggested in the rest of the works of this generic category [52], [53].

2. Some of the prominent researches related to this category is the quality of service
(QoS) and the quality of user experience (QoE) [54], where the general purpose of these articles
is to develop the multimedia and video streaming and make a better bandwidth allocation for
various network applications to develop the user experience. The optimization is user
preferences-based or profile-based mostly, but it can be also derived from collected-traffic-
statistics-based dynamic traffic shaping [54], or automatic identification of applications [55] or it
could be like a suggested bandwidth allocation algorithm like what this article [56] suggested.

Another idea depends on local solution using in-home SDN controller to control the QoS [54],
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another research suggests a novel pricing model for ISPs that can execute a time-dependent
hybrid pricing scheme through the APIs of SDN [57]. There are many novel researches
mentioned in this survey [47] that can form a great establishment for the topic of implementing
SDN in home networks, like the work of [58], which addresses the main issue related to the
usage of 10T devices in terms of smart homes, other works were introduced to address Internet
use management through the SDN architecture [59]. Works like [60] which designs a system and
proposes a method to collect the statistics of usage and sends them back to the controller that
information for displaying then deciding and enforcing the proper policies.

1.3.4 Securing loT with SDN-based IDS

Here the work [61] that introduces an approach for securing the internet of things
infrastructure through the usage of intrusion detection system that is based on the SDN approach.
The internet of things term is getting more familiar day by day; it adds a revolutionary push for
the turning of ordinary devices to smart ones. But this technology is still vulnerable for various
threats so, here comes the SDN as a defense mechanism. In this research [61] the researchers
used the intrusion detection system based on the software-defined network technology and
turned it into a countermeasure against threats that could perturb the 10T network.

Main threats on the 10T environment.

It is difficult to provide a complete security for all 10T devices due to the limited
resources, that's why cyber-attacks are soaring up, threats on IoT environment can be categorized
into:

1. Botnets: Bot as it is popularly called is an inherent attributes of botnet tool [5].

2. Distributed Denial of Service (DDoS) attacks, which ban the user form using

resources
or make resources unavailable to user by keeping network busy with useless and meaningless
traffic.

3. Malware or Virus: Malicious code that infects 10T devices, causing damage like data

theft or unauthorized access.

4. Cyber-theft or Data Theft: critical, crucial and confidential information could be
retrieved from the network due to the poorly protected 10T devices.

Software Defined 10T-1DS.

The system proposed in this research, is embedded into the controller of SDN since the
SDN controller can be used for easier policies enforcement, besides that the SDN controller
provides better overall control and management for the network's activities and applications, the

researchers here use the SDN gateway for routing traffic in the 10T network. The new messages
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are redirected to the controller using the SDN gateway in order to help the controller generate the
proper flow rules. The researchers depicted the whole mechanism as shown in the Figure 1.10.

Software Defined 10T-IDS is formed by the main following components.

- Activity monitor, which performs the task of monitoring the traffic flowing in the
0T environment.

- Activity analyzer is used to detect a specific type of a network attack for that it
has a machine learning algorithm that helps it in this task. Another element is added to this
important part of the system, which is Back propagation neural network (BPNN) to enhance
detection purposes.

Upon analysis of
traffic by SDIloT-
IDS, flow rules
are generated

Controller

to
countermeasure
attack traffic.

SDloT-IDS

Malicious
traffic from
attack source

. 10T Network
tries to access

loT devices

Figure 1.10. Working of SDIoT-IDS [61]

The nodes of the input and hidden layers of the BPNN are connected to the nodes of the
output layer and each node of the hidden player is directed to one output, then the output O will
be calculated as in the following equation:

O=f (al-wl+a2-w2+a3-w3). (1.5)

In the figure 1.11 below; the researchers show how the nodes are connected in feed-
forward method in BPNN. Where al, a2, a3 refer to inputs at various levels, wl, w2, w3

represent the weights and f(e) refers to the activation function.

Figure 1.11. Feed-forward method in BPNN [61]
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- Classifier and alert mechanism. This component is the one that decides whether the
information or data received from the activity monitor is malicious or benign.

The proposed method is implemented using the mininet software and the RYU controller since

it's customized and designed to embed SDIoT-IDS. The Figure 1.12 below depicts the flood

attack mitigation process as an example experiment.
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Figure 1.12. Flood attack mitigation by SDIoT-IDS [61]

Positives and Negatives.

Positives: the proposed mechanism proves to be effective against some of the main
threats like, distributed-denial of service attacks (DDoS), data theft and botnets, since it is
successfully able to detect anomalies and preserve network stability by directing malicious
traffic away from the targeted device and network nodes according to flow rules stated in the
tables which are generated by the controller, so, it could promote the system performance to be
more capable of controlling and blocking various malicious threats and potential attacks.

Negatives: based on this research, the traffic first will be routed into an SDN gateway that
will analyze it, but according to the research the activity monitor will be placed at the loT
gateway and that's (an openflow switch), so in other words will it receive the traffic before the
router of SDN (gateway)? if so, then that means that the traffic will be routed to it before the
router, and that means that it will be vulnerable to any attack with no router to route the traffic to
the controller first, and even if not then what happens if the attack was conducted against the
openflow switch itself not the router? Especially that it has only traffic analyzer, so if an attack
disrupts the switch or takes control over it, then it could manipulate the whole mechanism and
allow malicious traffic to pass and maybe then send some traffic to generate whole new flow

rules in the flow table.

43



Related works.

Regarding this topic many researches have been done to improve the field of protecting
loT, like what [62] has done by proposing an IDS for detecting internal anomaly in loT
environment, while [63] suggested an IDS for wormhole attacks infecting the IoT devices.

1.3.5 Developing WSAN structure using SDN

Wireless sensor and actuator networks (WSANS) face challenges in flexibility and configuration.
SDN, as a programmable network, offers a solution. This research proposes WSANFlow, an interface
protocol enabling communication between the SDN controller and end devices to measure throughput,
delay, and power consumption, comparing results with the ZigBee-based model.

WSAN framework and WSANFlow.

This work suggests to use the WSANFlow to be the messaging protocol between the
SDNC and the Eds. The suggested controller architecture is built on top of the IEEE 802.15.4
Datalink/MAC layer of the available sensor network protocol. The SDNC performs many duties
like gathering statuses where Every SDN-oriented ED sends its own status information to the
SDNC. Now regarding the SDN-based end device Ed, it’s inferred that according to the research,

it can transmit, receive and forward data streams. The SDNC architecture is shown in the Figure

)
)

Figure 1.13. WSANFlow protocol architecture [64]
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The research proposed a topology for how the framework works and it is shown in the

Figure 1.14 to depict that typical scenario.
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Figure 1.14. Typical scenario for the proposed framework [64]

Positives and negatives.

Positives: WSANFlow introduces a better management method for the WSAN
infrastructure through the usage of SDN technology and reduces the power consumption ratio of
the network.

Negatives: the researchers did well in their research but still they didn't explain the
difference between OpenFlow and the proposed WSANFlow protocol or make a Comparison
between them to let us understand why WSANFIlow is better, even if it prevails on the ZigBee-
based WSAN system, there wasn’t gained any percentage of difference in performance success.
Also, the proposed framework contains three main components the controller, end device (ED)
and the communication interface (WSANFlow), so what happens if that topology changes and
there is horizontal SDN controller topology where there are have multiple controllers working
together or as it's called SDN east-west interface? How can the proposed framework deal with
that topology, especially that SDN topology is dynamic so, despite that this framework is applied
to WSAN environment but it can't be applied to the dynamic topology of SDN as well.

Related Work.

There many works regarding SDN but few regarding the approach of using a WSAN in
the context of SDN. But still there are some works in that field like, [65] in their research
scientists proposed a three-layer software-defined wireless sensor network architecture with
obvious separation of data and control planes. In other research [66], the suggestion was to use
SDN in WSN in the context of a generic controller mode, providing emphasizing for general
functions like tracking algorithms. While in [67] the MATLAB tool was used to show the
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efficiency of openflow-based WSN architecture. A conference paper; like this one [68],
presented a decrement method for the data transferred between the controller and end devices.

1.3.6 The design of SDN energy-aware traffic services testbeds

This research discusses building energy-efficient testbeds [69] that could be used for
evaluation of performance of energy-aware traffic engineering strategies, also this work
discusses the two proof-of-concept testbeds where one of them uses the SDN services based on
the open-network OS and the other one uses a system containing open vSwitches and RYU SDN
controller. The purpose of these testbeds is to validate previously suggested energy-aware traffic

engineering approaches working in different environments.

Software Defined Networks and Energy-aware traffic engineering.

The traffic engineering field helps enhancing the routing function in the network hence,
the general performance of the network with optimization of the available system resources. Due
to the growing need to get full measurement information and results reading for the state of
every element and device in the network, information like needs of applications and source of
electricity powering the network elements; the SDN was the new technology that could help
developing the traffic engineering. So, the two main testbed designs will be:

- GrEen Traffic engineering testbed: segment routing (GETB-SR). In this design,
software integrates the proposed platform with the Grid5000 testbed. Users request node clusters
as virtual switches or traffic sources via an application, requiring an OS image and network

topology. The Figure 1.15 below shows the segment routing platform’s architecture.
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Figure 1.15. (GETB-SR) platform [69]

- GrEen Traffic engineering testBed: anycast routing (GETB-AR). This platform ran
on a server with an SDN controller (2048 MB vRAM), 14 vSwitches, and 14 machines
simulating data center services. All testbed traffic remained within a single server. A RYU

controller handled energy-aware anycast routing using real-time network data, topology, user

46



input (via REST API), and other control information. The Figure 1.16 below shows the
architecture of anycast routing platform.
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Figure 1.16. GETB-AR platform [69]

Positives and negatives.

Positives: SDN has a better security effect and using it to design a better energy-
aware traffic will create a better network routing functionality, energy saving, which will
empower the network reliability and the overall performance.

Negatives: the proposed platforms especially the second one (GETB-AR) requires
lots of equipment and hardware.

Related work.

Similar researches to this work could be, putting network interfaces into sleep mode as
mentioned in [70] or changing flow paths to make increments in idle periods of certain links like
what was mentioned in the work of [71]. A green data center testbed has been proposed in the
work [72].

1.3.7 The usage of SDN methods to detect and mitigate distributed denial of service
(DDoS) attacks
This work [73] classifies DDoS detection techniques and proposes ProDefense, an SDN-based

defense mechanism that generates security alerts based on application needs. Designed for large-scale
networks, it enables application-specific DDoS detection and mitigation, aiming to categorize solutions
and leverage SDN security for ProDefense implementation. The Figure 1.17 below depicts the how

ProDefense works.
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Figure 1.17. ProDefense work design [73]

The researchers here try to divide the applications and services provided by the smart city
into three main categories which are: moderate, critical and catastrophic based on their cyber
security needs; there are some samples of these applications in Table 1.1.

Table 1.1. Categories of Smart City Applications and Related Security Aspects [73]

Service DDosS attack Service security Security solution Filters of
effect requirements need ProDefense
Traffic Catastrophic These applications | Such types of apps | Uses  Highly
control immediately trigger the | need very low false- | Reactive filter
system, mitigation system. | negative
smart grid. monitoring rate of threats
the malicious behavior | detection, since the
the alarm  will  be | attack's impact is
generated before highly critical
Reaching the threshold. (extremely agile).
Location- Critical effect After a specific period of | Since the effect of the | Uses
based and time from the attack | attack is critical then | Intermediate
healthcare detection, the mitigation | a delicate solution | Reactive filer.
services solution will be triggered | will be needed.
Parking and | Marginal impact | With this type of apps, it's | This type of | Uses Low
weather hard to afford to block | applications requires | Reactive filter
update legitimate traffic, so first | very low
news. there should be a | false-positive rate of
confirmation for the | attack detection, Due
attack then the mitigation | to the importance of
technique will be | continuity of such
triggered. services (agile).

The ProDefense suggested framework uses the exponentially weighted moving average
(EWMA) filters to create a customizable solution for attack detection, as in the equation below:

PTi=aPTw+ (1-a) CTi+C. (1.6)

Where PT; represents the predicted traffic while CT refers to the current traffic, a refers to the

gain and c is the constant dependent on traffic characteristics. So, it would mean that these filters
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will have different reactions from the fastest to the slowest depending on the value of the gain
where less gain triggers faster DDoS alerts, so there are three main filters: highly reactive,
intermediate reactive and low reactive for the three main categories catastrophic, critical and
moderate respectively. The Figure 1.18 below shows the architecture of ProDefense.

[ Flow Collector H Threshold detector ]
¥ * 3

Mitigation Engine

Adaptive Filter
Drop Packets

Least reactive Filter Traffic Redirection

[ Policy Engine ]

Figure 1.18. ProDefense framework [73]

Positives and negatives:

Positives: Talking about the upsides is so easy since it has many benefits like creating a
solution that can satisfy some application-specific requirements of detection and mitigation of
DDoS attacks to protect the cyber infrastructure of smart city context.

Negatives: using SDN makes the detection of flow-based traffic flooding attacks easier
but, there could be a weakness point in that structure which is attacking the controller itself since
it's the central control point over the whole network, such as launching DoS denial-of-service, so
there’s a need for controller protection.

Related work.

Some related works to this one are: the work of CCTV [74], it is seen that it discusses the
discovery of a botnet that is based on CCTV to create DDoS attacks, the work is about the Bank
of Greece website attack [75] where it introduces some information about the attack on the Bank
of Greece website which neutralized the servers for 6 hours, and the spamhaus [76] where it
documents the 300 Gbps DDoS attack on the organization of spam-fighting.

1.4 General comparison of State-of the Art works and formulation of tasks and

algorithms

Now let's have a wrap up comparison for all the previously mentioned methods and

algorithms of different works regardless of their relevance to each other but the important thing
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is their relevance and effect on SDN environment or their usage of SDN's technology. Table 1.2

shows that.

Table 1.2. General Comparison between SDN-related Methods and Technologies

The method or algorithm

Positive effect

Negative effect

OpenLL

It has better accuracy than
OpenNetMon that it's based on

It uses active method for
measuring which will affect and
may manipulate the network
behavior negatively

OBSERVER

It has better results and accuracy
in detecting time channel attacks

It needs the resources available
in the cloud which means that
the SDN has to be permanently
connected to the cloud which is
not solidly secure environment
itself

SDN as a home network

It's a good database for SDN
home environment

It lacks the detailed explanation
of the main  algorithms
mentioned in it

SDIoT-IDS Proves to be effective against | The activity monitor is mounted
anomalies, like cyber theft, DDoS | on an OpenFlow switch which
and malware viruses could be a weakness point

WSANFlow introduces a better management | No recognizing feature from

method for the  WSAN
infrastructure through the usage of
SDN technology, and reduces the
power consumption ratio of the
network

OpenFlow, also it might not suit
the dynamic topology of SDN

GETB-SR And GETB-AR

It leverages SDN to design a
better energy-aware traffic that
will create a better network
routing  functionality, more
efficient usability of resources,
energy saving

Requires lots of equipment,
which could be an obstacle

ProDefense

It can satisfy an application-
specific requirements of detection
and mitigation of DDoS attacks to
protect the cyber infrastructure of
smart city context.

Central control and management
point could be under threat
which might threaten the whole
network environment

This comparison is based on the positives and negatives noted in every work mentioned

here, the most important thing to be noted from this works citation and their comparison is the

importance of software-defined network and its ability to be integrated in different technology

aspects. And last but not least here are some ideas that some could be used in the upcoming

chapters, in pursuit to develop the SDN security level using one or some of the following ideas:

1. The Hydra framework, where it can help create an SDN controller software or

application that can be downloaded on many or all network smart nodes (computers, routers etc.)

so in case of an attack on the controller; the controller gets isolated and another network node

like PC, server, or hardware-based firewall could be elected as the controller, based on some
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algorithms like priority, next hop, designated router (DR) which is a hardware piece playing a
particular role in wireless networking. It is most frequently used as part of an Open Shortest Path
first or OSPF link-state routing protocol for IP networks [77]. Hence comes the name Hydra
where the network in such a situation that an attack occurred will elect secretly another node to
be both the router and the controller without disrupting the work of the network. And that could
be applied on both horizontal and vertical controllers’ approaches. The application could be
installed on all network nodes, whether the network was SDWAN or SDLAN or SDMAN. Also,
it could be containing a phone app to monitor other controllers using a main anonymous
controller, in case of multiple controllers in use.

2. QoS for Software-defined networking paradigm [78].

3. A protocol that uses hashing algorithm like MD5 [79] or SHA-256 [80] with
Blockchain technology [81] to secure the communication between multiple controllers, by
designing a java-based framework that can be integrated with openflow to secure east-west
communication.

4. Using artificial intelligence to create an analytical algorithm for detecting anomalies
based on the statistics, and that algorithm could be built in a framework that is integrated with
the controller.

Problems noticed in the SDN environmental structure.

- Centralization: as mentioned before one of the main advantages software-defined
networking technology presents is the ability to control the whole network from a single point of
management which can be both time and cost-efficient technique but, in the same time from the
all the previously mentioned alongside with the combined extrapolation of other researches; it
has shown that it could be a single point of failure in the structure of SDN.

- Connection: to solve the above issue some researches tend to use multiple controllers
but, in this case, there will be another issue to patch up which is the Application programming
interface connection API between those controllers, which is named as the east-westbound API.

- Security level measurement: many researches have tried to measure the level of
security of SDN but with the usage of a general network security level equations but, not with a
specifically-designed equation to measure the security level of the SDN paradigm and some have
used some kind of modeling for their own SDN models and environments.

Important scientific problem to be solved: is elaboration of a new suite of algorithms and SDN

controllers’ topologies to increase the security level of SDN and elaboration of the theoretical assessment

of computer networks’ security level.
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Objectives to solve the noticed problems in the SDN environmental structure.

1. Analysis of Existing Methods and Technologies for Security Assurance of Computer
Networks.

2. Elaboration of Algorithms and Topologies for Assuring the Security of Computer
Networks.

3. Efficiency evaluation of the Proposed Topologies for Computer Networks Security
Assuring.

1.5 Conclusions of Chapter 1

1. Itis provided here an explanation of every single layer in the SDN paradigm and their
effect and features, then comes a comparison between traditional computer networks and the
software-defined networks. After that, it was presented here a complete analysis of the SDN
effect in different aspects, in terms of security, economy etc. It was shown that SDN is the new
trend in technology development. Also, SDN is a cost and time effective solution: with SDN it’s
possible to configure an enterprise network of hundreds of switches with a push of a button
according to admin’s own requirements

2. It was presented a security efficiency evaluation and an analysis of some of the most
prominent SDN-related techniques, researches and methods, was made which shows the
importance of SDN in the technology and its ability to be incorporated with other technologies to
enhance them and the flexibility of SDN to accept other technologies in its paradigm to gain
more enhancements.

3. It was done a general comparison between the different approaches in terms of
positives and negatives based on their relation to the software-defined networks technology and
their security effect.

4. The given analysis and comparison, permitted to formulate the problems noticed in the
SDN environmental structure, important scientific problems in the SDN paradigm and the ways
to solve them. Those problems are the centralization issue, the east-westbound API and, and the
lack of security level assessment tools for the SDN. The solutions that were presented to patch
those issues will assure the security of software-defined networks paradigm to facilitate a more
agile transition of the networks’ technology from the previous classical paradigm of computer
networks to the SDN paradigm hence, provide assure a better security level for computer

networks through the usage of the SDN technology.
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2 ELABORATION OF ALGORITHMS AND TOPOLOGIES FOR
ASSURING THE SECURITY OF COMPUTER NETWORKS

2.1 Description of the situation

Security has been, is and will always be a necessity in all aspects of life, with the
emergence of industrial revolution, the human civilization got a huge advancement and the
security aspect got a whole new meaning. With the emergence of the internet, every day’s life
changed, and now it is needed to secure the internet, since it became a life necessity. The main
idea of this research is to assure the security of Software-Defined Networking, to make it a safer
environment, to make it the best choice for computer networks management, all that to assure the
security of computer networks hence, making the internet environment a safer place against
cyber-attacks and to make peoples’ life better and easier. To secure the SDN, this study has
analyzed some researches that have used SDN with other technologies or integrated other
technologies with SDN. This analysis has given an idea about some issues that need to be
addressed and patched. Then this study proposed some solutions for the found issues in the SDN
paradigm. The suggested solutions by this study are a combination of technologies, algorithms,
different SDN controllers’ topologies and mathematical tools to evaluate the SDN new enhanced
security by those newly proposed algorithms and topologies. This chapter provides a
comprehensive description of the proposed solution to consolidate the security of software-
defined networks and to assure that it is a safer environment for computer networks management
and that solution is represented by the framework presented in this work which contains some
algorithms, methodologies and topologies this chapter consists of the following phases:

- Phase 1: after enlisting the most of the prominent attack methods and technologies;
comes the defense techniques and that’s in chapter one, and one of those solutions is the
software-defined networking paradigm so, this chapter starts enlisting and explaining the main
proposed algorithms and techniques that work as a one integrated framework to develop and
assure the security aspect of that paradigm.

- Phase 2: after that comes the topologies that could work with SDN whether with
the usage of the proposed algorithms or without. Alongside with a comparison between them on

one hand and between them and the usual ordinary one-controller topology on the other hand.

2.2 Algorithms for SDN Security assuring based on Cryptography
It was proposed some ideas based on the cryptography mostly like the cyphering of the

transferred information, the cryptography of TLS and the layering methods in the VPN and hash
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functions in the blockchain to serve as algorithms and topologies to be the basis of the proposed
security suite, but first, it’s imperative to show the reasons and purposes from the development
of this framework:

- Centralization. Now despite that centralization of SDN architecture is one of the
main positive features of SDN and an advantage in SDN over the classical architecture in one
hand but on the other hand it represents a potential threat itself in the same time by creating a
single point of failure SPOF. Meaning that in case of an attack on a single-controller-network;
the whole network structure will be jeopardized if the attack succeeds, since the controller is the
only main monitoring and controlling entity that administers the behavior of the network. This
research will not attempt to remove the centralization feature from SDN; since it’s one of its pros
over classical networks but, rather try to achieve better performance and assure the SDN security
by conducting a decentralization within the centralization framework, meaning that the control
layer will still contain the central brain of the network and will be always able to force new
policies but in the same time, a distributed-like decision will be created in some cases like what
happens in the Parallel and Hybrid topologies, and that will provide the network administration
with freedom and agility to some extent while still being controlled centrally. Now it is worth
mentioning that to the best of our knowledge up to this day; there are no known or reliable
research that could provide a decentralization factor or measurement.

- East-westbound API. There is not much concentration on them, and it could
be vulnerable to some cyber-attacks [82] like MITM [7], DDoS or DoS types of attacks [6]
especially the protocol-based DDoS attacks.

- Security level measurement. This research suggests some security and
performance parameters to assess the security level of computer networks in general and
especially those that use the proposed models as their basis.

2.2.1 Algorithms’ suite integrated in Hydra framework

Theoretical Analysis.

There are some SDN topologies that use multiple controllers and here it was also
proposed the usage of multiple controllers whether they were of the same brand or from different
vendors but, what distinguishes the proposed topologies from the usual existing ones is the way
these controllers interact between each other and the secure communication between them using
the algorithms that are going to be listed next which will be integrated with this algorithm, and
this is the first proposed algorithm of the algorithms suite and it’s named as the Hydra algorithm
which creates a whole new way of secure interaction between controllers as mentioned. Usually,

many network topologies whether they were physical or logical despite the diversity in their
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backup plans to deal with different attacks and in spite of the various deterring methodologies,
they do not consider some important aspects of securing the networks which are how network
nodes are managed, how they behave and how they’re communicating and interacting with each
other. Our new era networks should be more flexible, resilient and more capable to deal with
cyber risks, high loads, huge amounts of data etc.

Our methodology provides better interaction between controllers and makes them able to
react as if they were alive or like they have their own brain or an artificial intelligence to some
extent, this methodology is the result of the later described technologies combined as a whole
suite.

Now as it’s known DoS/DDOS attacks are one of the most common attacks due to two
main reasons which are: the low cost and simplicity of conducting them which means the ease of
waging an attack and their effectiveness in disrupting the target’s asset, that’s why there is a need
to concentrate most of the efforts in this research to consolidate the security of networks from
cyber-attacks but DoS/DDoS ones in precise. The abbreviations of DoS and DDoS attacks stand
for denial of service and distributed denial of service attacks respectively.

Based on the TCP/IP model, the suggested framework mostly targets protocol attacks
since those attacks are mostly work with TCP, UDP packets using the SYN flood attack, those
protocols are operating in the TLS layer. Since that most Hydra protocols like Ipsec of the VPN
algorithm are working in the TLS layer plus the already existing SDN OpenFlow protocol which
is working in TLS as well. Then, its’s possible to say that the proposed framework deals mostly
with protocol-based DDoS attacks that are basically targeting the TLS layer.

In DoS attack the attacker uses one computer or machine to conduct his attack by creating
as much fake requests as he can to flood the network or server and disrupt its ability to provide
services hence, becomes unreachable to its requesting legitimate hosts.

While DDoS attacks are initiated by a network of remotely controlled, well structured,
and widely dispersed nodes called Zombies [83]. Explaining in details; the case of a DDoS
attack the perpetrator tries to make a host or network resource unavailable to its
legitimate users by temporarily or indefinitely disrupting services of a machine connected to
the Internet like server by flooding it or any other targeted machine or resource with pseudo
requests to overload systems and prevent legitimate requests or at least some of them from being
fulfilled but, here the only difference is that the incoming traffic flooding the victim originates
from many different sources which are simply host machines that could be his or spread around
the world in different places and injected with malicious programs called bots or botnets (stands

for a combination of robot and network) without the knowledge of their owners and these bots
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turn the hosts into zombies which are malicious tools in the hands of the perpetrator to conduct
DDoS attacks on any target by the choice of the perpetrator himself and he can also choose when
to conduct this attack by setting timers to launch the attack where he forces his bots to flood the
targeted network or server with superfluous traffic. That would make it effectively impossible to
stop the attack or hinder it just by blocking a single source. A good analogy for DoS/DDoS
attack is a group of people crowding at the doorstep of a shop, which makes it hard for legitimate
clients to enter, hence disrupting the trade. Criminal DoS/DDoS attackers often aim for sites or
services which are hosted on high-profile web servers like credit card payment gateways or
banks. Some motivations of these attacks could be revenge, blackmail or activism. There are
different tools to create or conduct a DoS/DDoS attacks for example in some cases like Slowloris
and MyDoom where the tools are malware-embedded, and launch their attacks secretly with no
knowledge of owner of the system. Also, there’s this Stacheldraht which is usually used as a
classic tool for creating a DDoS attack. This layered structure tool is used by the attacker where
he connects the handlers by leveraging a client program, those handlers are compromised
systems that issue commands to the zombie agents, that will facilitate the DDoS attack. The first
step for an attacker is to build the attack distributed network that could consist of thousands of
bot-infected computers (attacking hosts, bots, or zombies) Agents are compromised via the
handlers by the attacker, with the usage of automated routines he can exploit some vulnerabilities
or weakness points in programs which can accept remote connections running on the targeted
remote machines. By the way a handler can control up to a thousand agents.

Sometimes the host machine that will be used as a zombie could be used with the
knowledge and consent of its owner like the Operation Payback example, which was organized
by the famous group Anonymous, and there are some applications for DDoS attack that were
used in this kind of attacks (with the knowledge of the zombie owner) such as LOIC which
stands for Low Orbit lon Cannon, and HOIC was used this way as well, it stands for High Orbit
lon Cannon. Nowadays there is a big selection of DDoS applications that could be used as a
threat tool with diverse properties and features, of course some of them are free and some are not
and others can be sold in the black market in hacker forums and other related sites.

In summary it is possible to describe the Hydra algorithm’s behavior as follow:

1. SDN Topology (any of the proposed topologies).

2. Hydra framework-working normally.

3. Hydra deploys botnets in all nodes connected to the controllers that have Hydra.

4. Connection through VPN tunnel.

5. Encrypting the connection using Double RSA.
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6. Block chaining the exchanged data.
7. In case of a DoS/DDosS attack on one of the controllers.

attacker.

a. Hydra isolates the Controller IP using ACL.

b. Hydra activates botnets as a counter measurement against the DoS/DDoS

C.

Maintaining and restoring the infected controller.

8. Hydra manages SDN topology using the remaining controllers.

9. Reconnecting the restored controller.

10. Getting back to the usual which is, reconnecting the restored controller.

The flowchart diagram of the Hydra is shown in the Figure 2.1.
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Figure 2.1. Flowchart diagram of Hydra Framework

Practical Analysis.

Again, it is needed to mention that, based on the TCP/IP model, our framework mostly
targets mostly DDoS protocol attacks since those attacks are mostly work with TCP, UDP
packets using the SYN flood attack, those protocols are operating in the TLS layer. Since that
most Hydra protocols like Ipsec of the VPN algorithm are working in the TLS layer plus the
already existing SDN OpenFlow protocol which is working in TLS as well. Then, its’s possible
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to say that the proposed framework deals mostly with protocol-based DDoS attacks that are
basically targeting the TLS layer.

Hydra is not an application or a hardware device but it’s more like a way of management
to run and move things in the controller network topology, it’s a whole framework consisting of
a suite of applications and specific controller topologies to work with them so it’s just the result
of all the previously mentioned. The Hydra methodology uses the same concept of the
DoS/DDoS attacker against him or them; and that’s by adding a botnet program in the controller
topology to be added to every computer connecting to any of the controllers in the topology.
Now in case of an attack the attacker’s IP or Ips will be isolated and conduct a counter attack on
the attacker using all the computers connected to our network as zombies to disrupt his zombies
and assets to stop them forever or at least for a while using his IP as the target whether that IP
was for one device or a network; of course if the attacker was able to stop or infect one of the
controllers in the network then the Hydra will isolate that controller as well till that controller
gets restored.

The Hydra is capable of working with those proposed topologies; with the serial and
hybrid topologies the controllers are divided into main and backup ones and the Hydra replaces
the infected ones with the backup ones while, with the parallel topology it can let the remaining
controllers take place of the infected one till it is restored. Hence, comes the terminology Hydra
like the small fresh-water creature, the one when you cut one of its heads another one grows up
due to the creature’s ability to regenerate its cells; it can even regenerate itself again if you cut it

into pieces.

Defense against attack on serial topology.

Now going back to our framework; in the first topology there are 3 controllers 1 is the
main controller based on a priority number the less the number the higher the priority is and 2
backup or secondary controllers. When the attacker commits his attack, if he succeeds to stop the
main controller then our first backup controller which comes second in the priority, takes lead
directly in case of a DDoS or DoS attack on the main controller (main controller from backups
will be differentiated using priority number) in case of serial topology which is the first
topology. Now there will be a new elected controller for the whole network which could be
anywhere inside the same premises or in another country, which will make it harder now for the
attacker to continue his attack due to the following reasons:

- There is another controller that will keep the network running.

- The secondary controller which becomes the new main controller, the disruption of
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the previous main controller will be taken as an alert to block the infected controller alongside
the IP or IPs of the attacker.

- Since the attacker will be blocked then, he can’t continue his attack.

- Also, he doesn’t know the IP or location of the new main controller and how many
backup controllers are there in the topology which will make continuing the attack useless.

There will be a botnet in the proposed framework regardless of the topology used so that
after blocking the IP of the attacker and the infected controller, the attackers source IP will be
counter attacked by the SDN while all controllers in the topology will be alerted of an attack and
the new controller which was a backup or secondary controller, will be directly elected as the
main controlling entity so, the attack of the attacker even if it was able to infect the main
controller, it will trigger an alert in the environment so, the attacker will now lose the
opportunity to continue the attack not just because his IP will be blocked but also because the
environment will have a whole new main controller that was backup previously and it’s info will
be unknown to the attacker and hence comes the Hydra-like behavior.

Defense against attack on parallel topology.

In this topology there are 3 controllers as well but, here they differ from the previous one
in the way they interact with each other since they are all connected and integrated as a whole
entity like one distributed controller with 3 nodes. So, they have no priority number and there’s
no backup controller but the nodes will try to back each other up in case if one node was busy
then the switches send requests to it will be served by the other closest node; of course the
priority of serving switches will be based on distance between nodes and switches and distance
will be based on the number of hops. Now Hydra might not work efficiently here due to the
weakness point in this topology which is that all controllers work together as one main controller
so nothing is being held back which means that in case of an attack the targeted controller will be
disrupted and the others will try to back it up by taking as much requests as they can to increase
the capacity of the infected controller to support its ability to defend against the DoS/DDoS
attacks but despite that it’s possible to block the attacker’s IP, this may jeopardize the whole
network by exposing all the controllers to the attack and if the attack was strong and fast enough
it might disrupt the whole distributed controller topology which means stopping the whole
network. That’s why it is theoretically supposed that this topology might not be able to
implement the Hydra-like behavior.

Defense against attack on hybrid topology.

Here the network topology will be of a mixture of both the previous ones and will consist

of six controllers, three main ones which will work together as a whole system of distributed
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controller nodes and every one of those controllers will have its own backup controller to replace
it in the main level in case of an attack. The controllers will be working normally and each one
of them will send a copy of its configurations as update messages to its own backup controller to
make the latter ready all the time to replace its main controller. Now in case of an attack; if one
of the main controllers couldn’t defend against a strong comprehensive attack then, first other
controllers will try to offer a larger space to deal with the superfluous requests originating from
the attacker’s machine or machines and if there was no use of that then, the attacker’s IP will be
blocked but, in case if there was another type of attack and succeeded to disrupt or infect the
controller then the infected controller’s IP will be isolated and blocked alongside with the
attacker’s IP, the backup controller of the infected one will replace the infected one afterwards
and the whole network will continue its work as usual till the maintenance of the infected
controller finishes but, meanwhile the backup controller will not have a backup one so, in case of
an attack the first methodology of defense will be used which is extra spare space offered by
other controllers and the same thing happens afterwards if that methodology fails then, there are
still four other controllers two main ones and two backups hence, multiple Hydra heads. The
Figure 2.2 below shows a depiction of the controller behavior under the management of the

Hydra framework.

Controller Controller

e |
AR ) e NN
Controller Controller

Figure 2.2. The Hydra-like controller behavior
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2.2.2  Secured channel of VPN algorithm

Theoretical Analysis.

VPN which stands for virtual private network which is a technology developed to assure
the security of a connection channel between two nodes and mainly to assure secure
communication between users located remotely from their companies and branch offices and
those offices by using a layer tunneling protocol technology alongside with authentication
techniques like certificates and passwords to grant access to the virtual private network. VPN has
other benefits like securing transactions for internet users since this technology is able to secure
personal users’ identities and circumvent the censorship and geo-restrictions. A VPN is needed
to specify a certainty that the confidentiality of sensitive data can be kept transmitted on the
network a Local Area Network (LAN) or workable so that only authorized users are able to
access sensitive data [84]. Internet Protocol Security (IPsec) and Secure Socket Layer (SSL) are
the two dominant VPN technologies being used today [85]. VPN is able to create a channel-like
connection between a private network and another one, which means it provides extension for
the private network and that will help users exchange information like if they were all in the
same private network or helps them access the intranet of their own corporations while they’re
home or outside their companies’ networks geographically. The application scope of VPN is
increasing day by day as the organizations are creating private networks through public Internet
using VPN tunneling instead of leased line [86]. Due to ease of management of private networks,
functionality and security VPN provides, this gives it many benefits for individuals, corporations
and even apps running on end users’ devices. Now before going further through the types of
VPN, it should be known that the beginning of VPN technology was implemented using
different old technologies like dial-up modem, leased line connections that utilized Frame Relay,
X.25 and Asynchronous Transfer Mode (ATM) virtual circuits, provided through networks
owned and operated by telecommunication carriers. It is worth mentioning that A VPN consists
of four main components: 1) a VPN client, 2) a Network Access Server (NAS), 3) a tunnel
terminating device or VPN server, 4) a VPN protocol [87].

VPNs could be recognized by a host-to-network or remote access connection by a single
computer connecting to a network, or by a site-to-site connection that connects two networks.
The VPN systems can be categorized into the following categories:

- The number of how many simultaneous connections.

- The provided security levels.

- The type of connections topology, like network-to-network or site-to-site.

- The protocol for tunneling that is used to tunnel the traffic.
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The tunnel's termination point location, network-provider edge is an example.

The OSI layer they present to the connecting network, such as Layer 2 circuits or

Layer 3 network connectivity.

VPN protocols for remote access, could be categorized as [88]:

Point to Point Tunneling Protocol (PPTP).
Layer Two Tunneling Protocol (L2TP).
Internet Protocol Security (IPsec).

Secure Socket Layer (SSL).
Multi-Protocol Label Switching (MPLYS).

The Figure 2.3 shows a virtual depiction of the virtual private network.

Controller A VPN Controller B

= —

Exchanging Data through a secure VPN
connection channel between the two controllers

Figure 2.3. Virtual Private Network and its effect on securing the connection

In summary it is possible to describe the VPN algorithm’s behavior as follow:

1- VPN working under the management of the Hydra.

2- IPsec Protocol creates a secure tunnel.

3- Encrypting the connection using Double RSA.

4- Block chaining the exchanged data.
5- Attack like DoS/DDoS, MTIM or eavesdropping.

a. Hydra manages SDN topology using the remaining controllers.
b. IPsec protocol severs the connection tunnel using the kill switch feature.

c. Isolation of the attack source if possible.

o

Maintaining the infected controller and restoring the VPN tunnel.
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6- Getting back to the first step.
The flowchart diagram of the VPN is shown in the Figure 2.4.
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Figure 2.4. Flowchart diagram of the VPN algorithm

Practical Analysis.

VPN established a virtual point to point tunnel-like connection by leveraging the
dedicated circuits’ technology or by using tunneling protocols through existing networks.
Since Virtual private networking provides tunneling between two endpoints, VPN will be used to
create a point to point tunneling between every 2 controllers; because VPN provides a high level
of security so, in case of an attack or attempt to break the connection or the virtual tunnel, the
connection will be disconnected directly using the kill switch feature and that will alert the whole
network of an attack so, it could help against MITM attack. But, in case if the attacker was able
to infiltrate the VPN tunneling then, the next algorithm can be used which is RSA. Using this
technology might be useful in the future for home Software-defined networks but, not currently
since it may require fast internet connection; meanwhile most SDN researches are about data
centers and enterprise networks and despite that the usage of VPN may cost time, bandwidth but
it won’t be a problem to use it in the proposed topologies for the sake of research and because

those are proposed for data center to enterprise level environments; especially that many data
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centers now have fiber optic connection to the WAN. The Figure 2.5 below shows how the VPN

will be used with the SDN environment.

Main Controller Another Main Controller
- Internet 1 Internet
- > or Main Controller No.2
or Main Controller No.l % - <

Figure 2.5. VPN usage with SDN controllers

Defense against attack on serial topology.

As mentioned before our proposed SDN controller topologies will be 3, the first one is
named the serial topology or controller series topology. There are three controllers, one will be
the main controller and the other two are backup controllers, all what they do in the initial state is
to receive updates of network configurations and statuses; of course, the meaning of initial state
is the state of order in the environment when there’s no attack and everything works just fine. As
shown in the figure above, there will be a VPN tunnel between every 2 controllers which means
that the main controller will connect to a VPN server the internet and through that VPN server
the controller will connect to the backup controller No 1 which is the highest in the priority after
the main controller and the same thing will happen between the main controller and the backup
controller No 2. Now in case of an attack on the controller-controller connection, usually based
on the nature of VPN connection will be terminated and that itself will work as an alert
mechanism to alert the network of an attack but, in case if that didn’t work the framework has an
extra two algorithms to work inside the VPN channel for exchange of information between the
two controllers so that if the perpetrator succeeded in penetrating the VPN channel which is
probably impossible then he will face two other major problems of decrypting the information
transferred which is encrypted using RSA algorithm and breaking the blockchain connection

made by using the blockchain algorithm.
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Defense against attack on parallel topology.

As previously mentioned, here in this environment there are 3 controllers working
together as one entity so, we’ll have main controller connecting to another main controller
through a VPN tunnel connection and the same principles will apply in case of an attack.

Defense against attack on hybrid topology.

Here, we’ll have a six controllers’ topology containing three main controllers working as
one controller with 3 backup controllers for each one of the main controllers. The VPN
connection here could be used for both connections between each main controller and its backup
one and between each main controller and the other one as well; so, the connection will be here
main-main and main-backup.

2.2.3 Double RSA algorithm

Theoretical Analysis.

RSA (Rivest—Shamir—Adleman) is one of the first public-key cryptosystems and is
widely used for secure data transmission. In such a cryptosystem, the encryption key is public
and it is different from the decryption key which is kept secret (private). In RSA, this asymmetry
is based on the practical difficulty of the factorization of the product of two large prime numbers,
the "factoring problem”. The acronym RSA is made of the initial letters of the surnames of Ron
Rivest, Adi Shamir, and Leonard Adleman, who first publicly described the algorithm in 1977. If
it is proved to be true that any method to break RSA maybe educe an effective algorithm to
factor big integer, it’s possible to draw a conclusion that breaking RSA and integer-factor-
problem are with the same degree difficulty [89].

In the RSA algorithm the user will generate and publish the public key which is based
and consists of two large prime numbers with an auxiliary value. Of course, the prime numbers
will be secret. While anyone can use the public key to encrypt a message, the private key will be
kept secret of course and that’s why it’s called private. Preferably the public key will consist of 2
large prime numbers and the one with knowledge of both the prime numbers will be able to
decode the message. RSA is not much used to encrypt data because it’s slow relatively but, it
could be used to pass symmetric cryptography’s encrypted shared keys, which will be used in
turn as an encoding-decoding operation at higher speeds. This algorithm is also called
asymmetric key cryptography algorithm since it uses two different (asymmetric) keys, one for
encryption and one for decryption unlike symmetric cryptography systems which use the same

key for both encryption and decryption operations.
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This algorithm or methodology consists of 4 main steps which are: key generation, key
distribution, encryption and decryption. RSA has two categories of keys and they’re; the public

key and private key. The steps for key generation are given as [90]:

Generate two large prime numbers p and g.

Computen=p xq. (2.1)
Compute 0z = (p- 1) x (q - 1). (2.2)
Let’s consider that mod z =v. (2.3)

Choose a number relatively prime to z and call it d.
Find e such that e *d =1 mod z - e*d =1*v. (2.4)
Public key is (n, e).

© N o g B~ w e

Private Key is (n, d).
The figure 2.6 shows the RSA algorithm and how it works.

Communication Channel

RSA Encipherh " RS A Decipher ‘_‘ E

Plaintext Plaintext
(ASCII code) _ /’ (ASCII code)

Ciphertext

Figure 2.6. Rivest-Shamir-Adleman security algorithm architecture

In summary it is possible to describe the Double RSA algorithm’s behavior as follow:
Generate Multiple Key Pairs: Generate different RSA key pairs for various purposes, like one for
encryption and another for digital signatures. Generating multiple RSA key pairs for different
purposes (e.g., one key pair for encryption and another for digital signatures), this approach will
not make the RSA algorithm itself slower. Here’s why:

1. Algorithm Efficiency: the RSA algorithm's efficiency depends on the size of the keys
and the operations (encryption, decryption, signing, verifying), not on the number of key pairs
generated. Each key pair operates independently, so generating and using multiple key pairs does
not slow down individual RSA operations.

2. Separate Operations: since each key pair is used for different purposes, the operations
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are separate. encryption and decryption would use one key pair and signing and verifying would
use another key pair.

3. Performance Impact: generating multiple key pairs will take more time initially
compared to generating just one. However, this is a one-time setup cost. Regarding the
operational speed, during actual use (encryption, decryption, signing, verifying), each operation
is performed using one specific key pair, so there’s no additional overhead introduced by having
multiple key pairs.

4. Resource Management: the main impact of using multiple key pairs would be on
resource management, such as, memory and storage where, slightly more memory and storage
are needed to store additional keys, but that’s not a big problem since they will be mostly used in
servers that will work as SDN controllers. One more thing, system Complexity, which means the
complexity of managing multiple key pairs could add a small amount of overhead, but this is
usually negligible. So, it’s possible to understand that using multiple RSA key pairs for different
purposes (e.g., encryption and digital signatures) will not make the RSA algorithm slower during
actual operations. The only noticeable impact might be during the initial key generation phase,
and the need to manage multiple keys. The performance of individual RSA operations remains
unaffected.

Digital signatures in RSA play a crucial role in securing communication by ensuring
authenticity, integrity, and non-repudiation of messages. Here’s how the process works.

1. Signature Creation.

Message Hashing: The sender first applies a cryptographic hash function (e.g.,
SHA-256) to the message. This hash function converts the message into a fixed-size string of
numbers, which represents the message's content in a condensed form. Even a small change in
the message will produce a different hash. Example: If the message is "Hello," the hash might be
something like 3a9c....

Encryption with Private Key (Signing): The sender then encrypts this hash value
using their RSA private key. This encrypted hash is called the digital signature. Only the sender’s
private key can produce this specific signature. Example: The encrypted hash (digital signature)
might look like a large number, say 3890482....

Transmission: The sender sends both the original message and the digital
signature to the recipient.

2. Signature Verification.

Decryption with Public Key: Upon receiving the message and the signature, the
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recipient decrypts the digital signature using the sender's public key. This decryption reveals the
original hash that the sender generated. Example: The decrypted signature should give the hash
3a9c....

Hashing the Received Message: The recipient then independently applies the
same hash function to the received message. This generates a new hash based on the received
message.

Example: The recipient hashes the message "Hello" and gets 3a9c....

Comparison: The recipient compares the decrypted hash (from the signature) with
the newly generated hash (from the received message). If both hashes match, it confirms that:

a. Integrity: The message has not been altered since the sender signed it. Any change
in the message would result in a different hash.

b. Authenticity: The message genuinely came from the sender because only the
sender’s private key could have created the valid signature.

Non-Repudiation: Since the sender’s private key was used to sign the message,
the sender cannot later deny having sent the message (non-repudiation).

Why This Secures Communication:

- Authenticity: The recipient can be sure that the message came from the person who
holds the private key (the sender), ensuring the identity of the sender.

- Integrity: The recipient can verify that the message was not tampered with during
transmission, as any alteration would result in a different hash value.

- Non-Repudiation: The sender cannot deny having sent the message because the
digital signature can only be generated by someone who has access to the private key.

- This process ensures secure communication by verifying that the message is
authentic and has not been altered, protecting against forgery and tampering.

Clarification.

Hashing: The hash function itself is not reversible. Once you hash a message, you
cannot retrieve the original message from the hash.

Digital Signature: The digital signature is an encrypted version of the hash (using the
sender’s private key). The recipient decrypts this signature using the sender's public key to
recover the hash.

So, the recipient is not trying to reverse the hash. Instead, they are using the sender's
public key to decrypt the digital signature, which gives them the hash. Then, they compare it to
their own freshly computed hash of the received message to verify its authenticity and integrity.

The flowchart diagram of the Double RSA is shown in Figure 2.7.
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Figure 2.7. Flowchart diagram of the Double RSA algorithm

Practical Analysis.

Inside the tunneling connection the public key RSA algorithm will be used to exchange
the keys of connection to start a connection session or for information exchange and the digital
signatures will be used for Authentication, Integrity and Non-Repudiation of information. Of
course, that’s beside the usage of IPsec algorithm used in VPN technology. The usage of double
RSA algorithm might a small overload but, it can be explained in the next simplifying diagram.

The Figure 2.8 shows the architecture of the proposed Double RSA algorithm.
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Figure 2.8. Double RSA algorithms used inside the VPN channel

The Double RSA encrypted connection will be starting by nodes issuing their own key
pairs for RSA encryption and another key pairs for digital signatures. Node X will issue the
Public Key 1 PU1-X and Private Key 1 PR1-X, the same thing for node Y; PU1-Y and PR1-Y,
the group number 1 is for the RSA encryption.

Node X will issue the Public Key 2 PU2-X and Private Key 2 PR2-X, the same thing for
node Y; PU2-Y and PR2-Y, the group number 2 is for the digital signatures.

Defense against attack on serial topology. Generally, the RSA will behave the same in
all topologies and will be affected in the same way in case of an attack since it works to secure
connection between every two nodes so, it doesn’t matter if there were three controllers or six
controllers or if they were connected in a parallel way or serial one.

Defense against attack on parallel topology. The attacker anyway can’t break the
algorithm and even if he could that will be after breaking into the VPN tunnel and breaching all
those obstacles will take longtime enough to alert the topology of a breach and stopping the
attack which will give the network a shorter response time but, just in case if the attacker
hypothetically succeeded in conducting a breach; he’ll still have to face the next algorithm. Not
to forget the digital signatures that will be used for Authentication, Integrity and Non-
Repudiation of information.

Defense against attack on hybrid topology. As mentioned before regardless of the
controllers’ topology, the double RSA algorithm will behave the same in case of normal state for

all topologies and in case of an attack it will behave the same with all the three topologies
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because it concentrates on the connection between every 2 nodes. Of course, the RSA algorithm
will not change anything in its behavior if there was an eavesdropping or listening because it’s
merely a channel securing mechanism so, it will not alert the admin if there was any kind of
listening but, using the digital signatures for Authentication, Integrity and Non-Repudiation of
information, alongside monitoring the behavior of the network using IDS/IPS systems will help
in attack detection. So, whether the perpetrator was listening to the communication channel
between the main controller and its backup or between a main controller and another one it will
be the same.

2.2.4 Distributed ledger of Blockchain algorithm

Theoretical Analysis.

The blockchain or block chain, is defined as a growing records’ list; that can be named as
blocks which are tied digitally using Cryptography. Every block carries a timestamp, a
cryptographic hash of the previous block and transaction data. Due to its reliable design,
blockchain is considered resistant to altering of the data. It could be described as an open,
distributed ledger that has the ability to record transactions between any two parties effectively
and reliably. Blockchain is generally administered using a peer-to-peer network that abides by
a protocol for inter-node communication and for verifying new blocks where every computer is
considered as a network node. Once the data is recorded in a block then it cannot be changed
without tampering with all the subsequent blocks, and that would require the network majority
consensus. Despite that blockchain records are not unalterable, still blockchains could be
considered as a securely designed structure and embody a system of distributed computing with
fault tolerance of high Byzantine. A node can be called a miner when it proposes and validates
transactions and perform mining to provide consensus to secure the blockchain [91]. So, it is
possible to say that blockchain excels in decentralized consensus.

It is believed that Blockchain was developed or invented by a person or more than one
person under the name Satoshi Nakamoto in 2008 to be used as a public transaction ledger for
the bitcoin which is a type of many types of a new emerging technology called cryptocurrency
and that is a virtual currency in the virtual world of internet, which could be the future way of
conducting monetary transactions and deals. But Satoshi Nakamoto is unknown. The creation of
the blockchain for bitcoin helped to make it as the first digital currency that can solve the double-
spending problem with no need for a central server, trusted authority or party. The bitcoin design
has inspired other fields of technology, applications, and blockchains which are readable by the
public and widely implemented by cryptocurrencies. Blockchain is considered as a kind or

category of payment rail. For business usage, private blockchains have been suggested.
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Blockchain is a promising technology and works as mentioned before as a public ledger
which works like a log by keeping a record of all transactions in a chronological order, secured
by an appropriate consensus mechanism and providing an immutable record [92] so, it’s possible
to say that the blockchain is a decentralized ledger of all transactions across a peer-to-peer
network. By leveraging this technology, nodes would be able to verify transactions with no need
for any controlling authority to verify and certify. This technology may have many potential
applications like settling trades, fund transfers and voting. The bottom line is that Blockchain
technology is regarded by many IT innovators and experts as one of the most significant
technological innovations in recent years in the field of digitization of secure ownership of assets
[93].

Usage fields.

The Blockchain technology could be included in various areas and could be integrated
with other miscellaneous technology fields. Currently, blockchains are principally leveraged for
cryptocurrencies as a distributed ledger.

Currently Blockchain is being used in some fields like:

- Smart contracts. a smart contract is a set of promises, specified in digital form, with a
program enforcing the contract built into the code [94].

- Supply chain. Many industrial organizations exist and efforts given to employ the
technology of blockchains in the supply chain logistics and its management. Supply chain could
be defined as a system of people or activities or organizations or resources related to the
movement of a service from the provider to consumer or customer. Supply chain management is
a critical aspect of conducting any business [95].

- Some other usage fields. There are diverse approaches and fields that could use
Blockchain technology as their performance’s basis for instance, it could be used for issuing a
public, permanent, transparent ledger system for tracking digital use and payments sent to
content creators, compiling data on the sales. Nowadays there are new distribution methods that
exist for insurance industry like parametric insurance, peer-to-peer insurance and micro
insurance after the adoption of the technology of blockchain. As mentioned before blockchains
could be integrated and incorporated with many other fields because it’s a promising technology
that’s why its effect is noticed on the 10T technology and the sharing economy because they
involve many collaborating peers. Another application of blockchain is the online voting.

o Other designs: there is a service that works online and verifies and validates the
existence of computer files as of a specific time and that service is called the Proof of Existence.

o The decentralized voting called Tezos.
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o Quorum which is a private, permissionable blockchain technology by JPMorgan
Chase, used for contract applications and it has a private storage.

o Hyperledger is a collaborative effort and a cross-industry from the Linux
Foundation to support the distributed ledgers that are based on the blockchain technology, and
there are plenty of projects under this initiative like Hyperledger Fabric (spearheaded by I1BM)
and Hyperledger Burrow (by Monax). There are 4 known categories of blockchain networks and
they’re: consortium blockchains, private blockchains, public blockchains, and hybrid
blockchains:

- Consortium Blockchain.

Some of the differences between consortium and public blockchains is that public
blockchain has no access restriction, hence, anyone can be a participant in it. Meaning that,
anyone in the world has the ability to read the data contained in the blockchain, and not just to
read the data but also to issue transactions on a public blockchain. On the other hand, consortium
blockchains differ from public one in the permission characteristic because they are considered
as permissioned, meaning that, not anyone has the access to it. That’s why it’s possible to
consider consortium blockchains as semi-decentralized. Consortium blockchains possess the
security features that are inherent in public blockchains, whilst also allowing for a greater degree
of control over the network [96].

- Public blockchains.

As mentioned before, public blockchain has no restrictions on access which means that
anyone with an access to the internet may participate in the transaction process or take his place
as a validator (that means he becomes a part of the consensus protocol execution). One of the
biggest public blockchains examples is the public bitcoin blockchain. This type of networks
offers some economic incentives for those who provide a better security for it and use any
algorithm of a proof of work or proof of stake. Proof-of-Work or PoW, is the original consensus
algorithm in a Blockchain networks, where user sends a digital token to each other, verifies the
transactions and create new blocks to the chain [97]. It is imperative not to forget to mention that
proof of work (PoW) is a measure to deter denial of service attacks and other service abuses such
as spam on a network and that’s done by requesting some work from the requester of the service,
which would mean processing time by a computer. The mechanism of proof of work consensus
is the most commonly used mechanism for consensus in the existing blockchains. The PowW
technology was proposed by Bitcoin and suggests that every peer will vote with his “computing
power” and that’s by solving proof of work instances then issuing the suitable blocks. Bitcoin,

for example, employs a hash-based PoW which entails finding a nonce value, such that when
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hashed with additional block parameters (e.g., a Merkle hash, the previous block hash), the value
of the hash has to be smaller than the current target value [98]. But consensus based on PoW is
vulnerable to 51%” attacks, a 51% attack may occur when a single miner node, which happens to
have exceptionally more computational resources than the rest of the network nodes, dominates
the verification and approval of transactions and controls the content of a blockchain [99]. So, in
other words proof of work is a type or one way to implement consensus algorithm; the process of
having nodes accept a new version of the ledger is commonly referred to as consensus [100] and
proof of stake is a type of consensus algorithm by which a cryptocurrency blockchain network
aims to achieve distributed consensus. In PoS-based cryptocurrencies the creator of the next
block is chosen via various combinations of random selection and wealth or age (i.e., the stake).
PoS enables to achieve the consensus via proving the stake ownership [101].

- Private Blockchains.

As inferred from the name, private blockchains have access permission. thus, if someone
wants to join them, then he has to gain an invitation from the network administrators. Meaning
that the access of both the participant and validator is restricted.

- Hybrid Blockchains.

As inferred from the name, hybrid blockchain can be simply defined as a combination of
both public and private blockchains’ merits. One of the prominent characteristics of this type is
its permission for users of the blockchain APIs to choose what information can remain private
and what information should become public. The figure 2.9 shown; depicts a virtual look of the

blockchain methodology.

Block 1 Block 2 Block 3

Hash

A

Hash

A

Hash

Each block contains hashed data, and the block ID
is generated by hashing a combination of the block’s
contents and its reference to the previous block
This cryptographic linking ensures the integrity and
immutability of the blockchain structure.

Figure 2.9. Blockchain Technology
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In summary it is possible to describe the Double RSA algorithm’s behavior as follow:

1.
integrity.

Blockchain working normally regardless of the topology to protect the information

2. Hashing the networking information.

3. Gathering the hashes of the information with the blocks number and hashing them all.
4,
5
6
7

Hashes verification.
Issuing the first block.

. Sending blocks alongside the sent information every 10 seconds.
. Receiving node will compare the received hashes with the send information after

hashing them again comparing the two hashes to check the integrity of the information.

8. Attack or data is tampered with.

a. Hydra disconnects the Blockchain-based communication that contains

unmatching block.

9.

b. The block that contains unmatched hashes will be dropped.
c. Maintenance and checking all the coming blocks and performing a cleanup.

Reestablishing the communication channel.

10. Going back to the first step.

The flowchart diagram of the distributed ledger of Blockchain is shown in Figure 2.10.

Practical Analysis.

To the best of our knowledge Blockchain’s usage is limited in network communications

yet and its usage could be of a great deal of advantage to the cyber security field. Blockchain can

track information and store data in a chronological fashion and if there’s a change in the data

stored, its block will not be tampered with or changed but a new block will be created instead,

containing information about the adjusted or changed data for example X changed to Y.

Before a block gets added to the chain of blocks; a few things must happen:

A cryptographic puzzle must be solved and that will create the block.

Proof-of-work, which is the process of sharing the solution of the puzzle by the

computer that solved it with all the nodes of the network.
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Figure 2.10. Flowchart diagram of the distributed ledger of Blockchain algorithm

- Then the network verifies this proof-of-work and if it was correct then, the newly
created block will be added to the chain.

Our framework will leverage blockchain by mining a special blockchain for the network
environment and creating blocks of hashes. A hash is just a hexadecimal number created with a
fixed length using a hash function like SHA 256 and others. To verify if a block’s hash has the
right value and the block can be added to the chain or not, a limit will be set or a target number
that will be like the limit that the hash value should be less than and not to exceed it. Then a
value that represents the difficulty will be created. It is worth mentioning that the difficulty value
will be subtracted from the target number which means that the bigger the difficulty number is
the less target number we’ll have; which means it will be harder for the computer/controller to
calculate the block hash value since it has to be less than the target number and that means that
the controller will take longer time to guess the right answer hence, it will create more hashes for
a block because number of hashes represents the number of attempts done by the device to figure

out the right block hash, and that is the meaning of the mining difficulty. Our proposed
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framework uses blockchain technology to create a virtual secure channel between the connected
nodes using blockchain to hash the information transferred between them; meaning sending that
information along with its hashes that information will be containing updates of network
configuration and it will be sent every 10 seconds. So, Blockchain could be leveraged for
connection authentication.

Since blockchain is an innovative type of database so, there’s a chance to use it for both
recording and encryption. Every 10 seconds there will be an update of configuration unicasted or
broadcasted depending on the topology; from the main controller to the backup
controller/controllers, the data sent from the main controller will be hashed and the data will be
sent alongside with its hash in an encrypted form; so that the backup controller will be prepared
to compare the hashes coming from the main controller next time and to hash the encrypted data
again after decrypting them and compare them with already received hash to check if both
received and newly issued hashes match which will determine whether that received data are
intact or not, and if they were the same data sent originally. In case if they don't match then that
means the data were tampered with. Also, the backup controller or the receiving node will check
for three things:

1. If the next hashes fit the type of hashes, it has or not, meaning the length of the hash,
the difficulty number etc.

2. since any slight change in the data means new hash, if the main controller was
attacked and being controlled by a hacker and tried to change the data or update a data of a
specific node again and it was with a different length or type of hashes, then it will be rejected by
the backup controller after being compared with the previous blocks’ hashes and the backup
controller will be alerted of a breach in the main controller.

3. Configuration updates have a timeline, for instance at hour 15:00 the ACL or access
control list was used to block network 10.10.12.0, at hour 16:00 another network was added to
the list let’s say 11.11.14.0; by using blockchain which is a distributed ledger that keeps the time
order of information and data stored in it and prevents anyone from tampering with it, it will be
possible to protect the data from being tampered with by the perpetrator who might try to change
the time sequence of those configuration updates; even if he tried to insert a code to manipulate a
block let’s say block of index 2 and that block contains information about blocking a specific
network and changed it into granting access to that network, his new block will not match the
chain because it will have different hash from the original one and it will have to have the hash
of the previous block and of course, the previous hash contained in this new block is different

from the original one since it’s a new block that has been tampered with, also not to forget that in
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case of any attempt to tamper with any block, that could create a new blockchain that could be
compared with the original one that is already sent to other nodes and for those reasons and
others, this new modified block will be considered as an invalid block so it will not be accepted
by the chain. The configuration updates period which is 10 seconds will force us to use the
simplest aspect of blockchain cryptography in our proposed framework for that it's a short period
of time which means that the difficulty will have to be not so high but effective at the same time.

It is worth mentioning that the difficulty will not be so high because our goal is to protect
the network information from corruption and make the data tamper-proof not create highly
efficient cryptocurrencies here; since, higher difficulty means more load on the network and
higher consumption of its resources and that will make the network more DoS/DDoS attacks -
prone which will lead back to where the whole issue originally started; because it is needed to
make a balance between our needs of security and the load on the network nodes. So, it’s
possible to say that a puzzle will be made, that node/nodes of the network, in this case the
controllers will have to find its solution in order to validate one block in the chain which will
contain the data of network configuration and that will be done to each block, which means that
each update of configuration will be a block in the blockchain of update flowing through the
network structure.

The puzzle is done by including the configuration information into the blockchains and
that’s by adding a number to the data; so that the hash number resulting from mixing both the
number and the data together will have a specific range of zeros and that is the difficulty that can
be chosen as needed in the network’s blockchain and that will make the node try guessing the
right number by choosing different numbers randomly till finding the right number which won’t
be so hard or so easy but it won’t take long for the reasons mentioned before but, it will be in 10
seconds after the issuing of an update; this number is called a “nonce”, which is a concatenation
of “number used once.” In the case of bitcoin, the nonce is an integer between 0 and
4,294,967,296 [102]; that kind of guessing will be the proof of work-like for our framework and
that will make it hard to tamper with the data because if the attacker tried to add some blocks of
data of his own, these blocks will have to have the right required number to be added to the data
of network and passed to the hash function to create a specific hash number with starting specific
amount of zeros and that’s the real puzzle for network’s node and to make his block contain the
hash of the previous block, all that has to be done in order for him to be able to add a valid block
of data and tamper with the information stored in the chain; it will also require the perpetrator
more time and create more obstacles in his way in order to manipulate the data mean while our

framework and the already built-in techniques will detect his actions so fast maybe before he can
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even start guessing. And that would prove the ability to use blockchain technology to assure the
security of the data flowing and broadcast messages of software-defined network. Finally, it’s
possible to use the Marconi protocol [103] to achieve this idea. It is worth mentioning that
Marconi protocol is new protocol specialized to help securing Ethernet-based networks using
some blockchain-based technology by targeting layer 2 of the open system interconnection OSI
model of networks which is the datalink layer and creating programmable packets, it allows
developers to create and deploy intelligent, decentralized networking applications that can be run
by nodes or end users. Blockchain projects, private institutions, and enterprises can utilize the
network and the platform it's built on to manage their infrastructure and develop smart
distributed networking and cybersecurity services and also as an Example of applications that
could be developed by Marconi aside from software-defined networking (SDN); there is
intrusion detection and prevention systems (IDS/IPS), anti-malware and anti-virus protection,
content delivery networks (CDN), virtual private networks (VPN), and new blockchain protocols
[104]. But there are some differences between our proposed blockchain-based solution and the
Marconi protocol for instance; our framework works on transport layer security TLS layer, since
that it uses the RSA asymmetric cryptography algorithm and openflow protocol that connects the
controller with the switch, are both working on that layer. also, our proposed framework operates
on the network layer since it uses the IPsec algorithm that is the basis of VPN technology which
is used by the network layer while, Marconi uses datalink as its work environment so, our
framework targets different layers and even if it might somehow work on datalink then, it will
not be the only layer that it targets. Also, Marconi protocol uses smart contracts for defining how
long the exchange of data will be and how much data can be exchanged, and at what price of fuel
while ours, could use smart contracts only for authentication of the connecting parties. Also,
Individuals, network operators, and internet service providers can participate by contributing
their bandwidth or compute resources to the network; in return for contributing resources and
processing network traffic, nodes periodically receive network tokens known as Marcos. The
marco is the base unit of measurement for distributed networking and computing, the fuel
consumed for network usage, administration, and smart contract processing [104]; while our
blockchain solution doesn’t do that, it is merely using an aspect of the blockchain technology
and leveraging its cryptographic ability in a light weight for securing or assuring the security of
the information exchanged between the controlling nodes in the control plane of SDN.

End users can utilize the Marconi network to access the internet or nearby compute

power, either by procuring Marcos or by mining them through operating a contributing node,
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while ours doesn’t have that and it doesn’t have that kind of complexity, these differences and
others are differentiating our proposed blockchain-based approach from the Marconi protocol.

In the future, it’s possible to develop this method into a new approach by sharing the blockchain
across the whole network nodes including PCs, switches, routers etc.

Our framework app could be developed in the future to serve deeper purposes and to have
higher and better features, it’s even possible to make the time period of the configuration updates
shorter or longer as per our needs. Also, in the future some issues might emerge and have to be
addressed like the running out of numbers guessed to create valid blocks which means running
out of blocks and that could be after a really long time; just like what will happen to bitcoin
cryptocurrency in the future, where it is estimated that mining the available 21 million bitcoins
will reach its maximum peak of course by the year 2140 [102] so, getting back to our situation if
this case will be faced by the network administrator then it is simply possible to tweak some
features in the blockchain created and distributed among the controllers of the software-defined
network, one of the features that could be changed is the difficulty which means that the nodes
will create a totally new blockchain containing the rest of configuration updates. And that could
mean restarting the app and getting back to work but, it won’t take a while and if needed it will
be done after a long time as mentioned before.

Defense against attack on serial topology. The three controllers working in the
topology will be sharing the blocks of information with their hashes that originally originate
from the main controller which is one of the three nodes, in case of an attack on the main
controller and if the perpetrator tried to change the information or data of updates broadcasted to
the backup controllers then, he’ll have to change their hashes and to change their hashes; he'll
have to know and change the hash of the previous block, because those controllers will hash the
coming blocks again and compare them with the original hashes escorting the coming blocks and
as mentioned before any slight change of data inside the block will change the hash of that block
also, the backup controller which is the receiving node of the configuration update will compare
the coming or received hash with the hashes it already received previously and figure out the
difference which will cause the dropping and rejection of the manipulated hash. Of course, since
the update will occur every 10 seconds then the hashes will be sent every 10 seconds.

Defense against attack on parallel topology. Here there are three controllers working as
a whole entity as mentioned before and since they are equal peers for each other, the controllers
here will broadcast to each other any change they have in their information and update each
other's tables with network configuration every 10 seconds as well, every one of them will hash

the coming blocks again and compare them with the original hashes escorting the coming blocks
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and also will compare the hashes of information they have with coming new hashes of the new
information and check if they have the hashes of the previous blocks and if they match and of
course if they don’t match then they’ll drop them and declare that sending controller as an
infected controller and start taking the right measurements.

Defense against attack on hybrid topology. Here the updates will be between the main
and the backup controllers but, since it has also a feature of parallel topology which is three main
controllers working together as a whole so, it’s possible to add hashed updates between the main
controllers as well because we’ll need them to check each other’s information. Every controlling
node will hash the received blocks again and compare them with the original hashes escorting
the received blocks, and also will compare them with hashes of previous blocks and if they don’t
match then they’ll be rejected. Of course, in all the aforementioned topologies, the received
block will be dropped in case if its hashes don’t match and that by nature will alert the Hydra
framework about an attack.

It is possible to see now how each one of those algorithms can help in the assurance of
security of software-defined networks hence, assuring the security of the networks in general. In
a whole the general form of the suite of algorithms applied in the framework will be like what is

shown in the figure 2.11 below.

VPN secure channel

CONTROLLERA CONTROLLER B

Encrypting & Decrypting the information
at each channel’s end by double RSA

All the technologies will be incorporated
within the VPN channel’s framework

The information will be passed through
the channel of blockchain cryptography

Figure 2.11. The architecture of Hydra suite

2.3 Topologies proposed for assuring the security of SDN

2.3.1 Serial Topology
As seen in the figure 2.12 below the topology contains 3 controllers, where there’s a main
controller and two backup ones just in case of an attack or a disruption that may stop the first or

main controller. the main controller controls the whole network and its nodes and sends an
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update every 10 seconds that informs the backup controllers about any change in the topology or
network configuration and it also acts like a beacon that alerts the controllers if there’s a latency
in the update message and it took more than 10 seconds then, it will be taken that the main
controller has been infected by a DDoS attack or any type of threat hence, comes the role for the
second controller which was a backup to become the next main controller and the same thing
now goes between the new main controller and the third controller which now becomes the new
1% backup controller until the previous main one will be maintained and restored then everything
goes back to its previous state.

And of course, if the new main controller which was previously the second one got
attacked as well then, the same procedure will be applied and it will be replaced with the third

controller.
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Figure 2.12. Serial Topology

Of course, the assignment of controllers could be by using a priority number to choose
the main, the first backup (second) and the (second backup) third controller. And as mentioned
above in the Hydra section, a botnet program will be added to all controllers so that they can
install it in the computers connected to them for a counterattack measurement to disrupt the
attacker’s machine and prevent it from continuing its attack by creating a DoS/DDoS attack on it
or by sending a simple virus to it that will stop it or force it to restart then the next procedure will

be isolating or blocking the IP of that attacker’s machine.
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2.3.2 Parallel Topology

In this topology we’ll use also 3 controllers as well but, they’ll work together as a whole
one entity integrated together where the info is processed synchronously and each controller will
deal with any area or slice of the network especially, if it was closer to this slice or segment than
other controllers; which means each controller will give higher priority to closer network
segments than the further or more distant segments (of course the distance will be calculated
based on the number of hops in the path between the network slice and the controller), of course
the updates will be also every 10 seconds. This topology is named as the parallel topology since
all controllers work together in parallel so, there is no priority numbers here because they all
behave like parts of one main controller where each one of its nodes will serve the closest
switches to it first so, the priority for a switch in France to be served by a controller in France
will be higher than that of a switch in Russia based on the number of hops between the switch
and the controller, as shown in the Figure 2.13.

Application Plane

Control Plane RUSSIA I *:RAN('."- . SWEDEN
Controller 3 Controller 2 Controller 1
E East/Westbound API g East/Westbound APE E
i \
Data Plane J
g v h v h 4

Figure 2.13. Parallel Topology

Which means that if there are three controllers connected in a parallel topology and
they’re distributed in France, Moldova and Russia respectively then, the part or node of the that
big main controller that lies in Moldova will serve the switches lying in Moldova for speed
reasons and those other switches lying in Russia and France will be served by the controllers of
their own countries and in case if the controllers of their countries were busy and the Moldovan
node was free then, it will automatically serve the Russian and French switches because all
controllers are integrated with each other in a parallel way so, they behave as one distributed
controller over those countries. Despite that the controllers here work simultaneously like one

and share the same database of configuration but, the updates will be also every 10 seconds but
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they will be mere acknowledgements. In case of a DoS/DDoS attack, it is possible to have the
other controllers fill the place of the infected controller and try to deal with the coming flooding
requests. In such situation, there will be one of two cases:

1. The infected controller will be isolated using access control lists or any other
technology. And others will keep working like before like one controlling entity containing the
rest of controllers.

2. Or the 2 other controllers will try to ease the pressure off of the infected controller by
taking a huge load of the requests coming from the attacking source to prevent the attacked
controller from being down completely. Until the attack source gets blocked and counter
attacked; or if that fails and the other 2 controllers behave slowly or respond too late then, they
will attack the attacking source with a counter DoS/DDoS attack and then they’ll block both the

attacker’s IP and the infected controller’s as well and we’ll go back to step 1.

2.3.3 Hybrid Topology

As seen from the Figure 2.14, this topology combines features of both the previous
topologies, meaning there are six controllers here. There will be three main controllers that work
like one controller simultaneously and in a parallel way and each one will have a backup
controller just in case if it’s down then, the backup will take control instead of the infected one.
The only update will be between each main controller and its backup one, and it will be every 10
seconds as well. Every backup controller will be connected to other backup controllers alongside
with switches in the network and its own main controller that it assists as well. The priority

numbers will be between every main controller and its backup one only.
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Figure 2.14. Hybrid Topology
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The fourth topology which is the ordinary usual one containing a controller the behaves
as the brain of the network; fails to achieve its role in the existence of these ever evolving threats
and this topology fails to implement the proposed algorithms and topologies as well, because

they are meant for multiple controllers’ topologies.

2.3.4 Ordinary Topology

Here there is a basic topology of software-defined networks, where there is one controller
that controls the whole network, it controls the switches and they control the rest of the network
of course; here the controller will be serving the computers by serving the switches that transfer
the requests of the computers. But, here if there are too many computers requesting to be served
or a DoS/DDoS attack on the controller and that attack was able to disrupt the server/controller
and there is no backup controller or parallel controller that works with our main controller hence,
that will stop the controller with no substitute and it might jeopardize the whole network by
stopping it or hacking into switches by controlling the controller itself or by giving the network
commands to let unauthorized entities or devices and that will mean the end with no ability to

recover. The figure 2.15 below shows an example of the ordinary one-controller topology.

Figure 2.15. Ordinary Topology

2.4 Effect comparison and analysis of each proposed algorithm on each controllers’
topology

As shown in Table 2.1, the algorithms proposed are integrated in a suite or a framework
called the Hydra framework which is in turn has some DoS/DDoS attacks counter measurement

algorithms and the whole framework integration with the suggested topologies is optional.
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Meaning that it is possible after developing the framework software to activate/deactivate
it as per the needs of the network administrator and the business requirements and in the
aforementioned table 2.1 there is a brief comparison of the effect of each algorithm or
methodology on each of the proposed SDN controllers’ topology; alongside with the usual
exiting one which is the ordinary topology.

Table 2.1. The Effect of Each Algorithm on Each Controllers’ Topology

Topology Algorithm
Hydr VPN RSA Blockchain

Serial Flexibility, ability  to | Protection and | Encryption CIA: confidentiality,
maintain itself. encryption. integrity and authenticity.

Parallel Doesn’t work 100% due to | Protection and | Encryption CIA: confidentiality,
that all controllers work | encryption. integrity and authenticity.
together so in case of an
attack it could disrupt them
all which hinders
implementation of Hydra.

Hybrid Flexibility, ability  to | Protection and | Encryption CIA: confidentiality,
maintain itself and continue | encryption. integrity and authenticity.
working even after attack.

Ordinary None None Restricted in | None

communication
between the controller
and switches.

2.5 Conclusions of Chapter 2

1. Different algorithms and techniques were described regarding the assurance of SDN
security in precise and computer networks in general. It was proposed the usage of the existing
Virtual Private Networks (VPN) algorithm between the SDN controllers of every topology, by
using the IPsec technology to enhance the security of the east-west bound API connection of the
SDN controllers against some attacks like eavesdropping and the Man In the Middle Attack
(MITM). Based on the TCP/IP model, our framework mostly targets mostly DDoS protocol attacks since
those attacks are mostly work with TCP, UDP packets using the SYN flood attack, those protocols are
operating in the TLS layer. Since that most Hydra protocols like Ipsec of the VPN algorithm are working
in the TLS layer plus the already existing SDN OpenFlow protocol which is working in TLS as well.
Then, its’s possible to say that the proposed framework deals mostly with protocol-based DDoS attacks
that are basically targeting the TLS layer.

2. It was newly presented the usage of a modified version of RSA algorithm which was
named as the Double RSA algorithm in this research to enhance the RSA cryptographic effect
between every two controlling nodes in the SDN topology. Also, Blockchain technology was

proposed here in a new modified way to carry the hashed version of the network information,
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configurations and requests for verification purposes. All those previously proposed algorithms
were incorporated within a newly created framework named the Hydra that has other features
aside from the previously mentioned algorithms like, the DoS/DDoS counter attack measurement
principle to counter attack the attacker using the networks’ available nodes.

3. They permit to analyze the effect of the proposed algorithms that shows their
efficiency in assuring the security of SDN and consolidate its defense against cyber-attacks like
DoS/DDoS attacks. these algorithms solve those issues:

a. Centralization: despite that SDN controllers give the ability to manage the
network environment from a single point but that also could be considered as a weakness point if
jeopardized and used as a single point of failure.

b. East-west bound API Connection: for that issue, it was proposed the usage of the
Hydra framework that contains different algorithms.

c. Security level measurement: to solve that; the research provided different
mathematical parameters to assess the security level SDN environment.

4. There were proposed the new topologies of SDN controllers which are the Serial
topology, the Parallel topology, the Hybrid topology and since there was a need for a reference
point for comparison of the proposed topologies performance, then it was imperative to describe
a single-controller topology that was called the Ordinary topology in this research.

5. The importance of the proposed topic revolves about assuring the security of
software-defined network and making it even a better and a safer environment for a faster and a
more agile transition of networks from the classical structure of network management to the
SDN structure.

6. The novelty of the proposed framework stems from the usage of new and existing
methods and algorithms in modified new way and some of them are not even used in the SDN at
all and in this research, their usage is proposed in a unique way to serve as defense shields
against different threats and attacks like man in the middle (MITM) and Denial of
Service/Distributed Denial of Service (DoS/DDoS).
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3 EFFICIENCY EVALUATION OF THE PROPOSED
TOPOLOGIES FOR COMPUTER NETWORKS SECURITY
ASSURING

3.1 Defining the problem

It is necessary to evaluate the topologies proposed in chapter two regarding the efficiency
of security protection, the analysis of the literature showed that to the best of our knowledge
there are no existing methods and approaches for evaluation of security protection of the SDN-
based networks.

Taking into account this fact in chapter three, new methods were proposed for evaluation
of security level protection of SDN-based computer networks. The proposed methods were
applied for elaborated SDN topologies’ controllers.

This chapter reviews some SDN controllers that could be used with this proposed
framework despite that it could work with all other SDN controllers. Then it focuses on the
mathematical theoretical and practical side of the thesis by modeling the presented decentralized
topologies solely in Petri Nets methodology in the normal condition and under a DoS/DDoS
attack, then compare between them on one hand and between them and the classical exiting one
controller-model on the other hand to derive a set of theoretical security risk assessment
parameters that later could be proven practically by using the results gained from the Petri Nets

models in the equation itself.

3.2 Overview of the existing methods and applications for evaluation of computer
networks security level

There are various proposed security level evaluation methods for computer networks in
general, depending on the aspects of security needed to be measured, platforms, approaches and
types of networks and their connections and many other elements that could be considered, all
that would create diverse methods and types of laws to determine the security risk that affects a
computer network. For instance, the work using Petri Nets to map the SDN environment [105],
where their objective is to analyze the security via the transformation state of communication
model. They provide the analysis method of security based on token to determine the potential
threats. Also, they present analysis for the SDN via the combination of the number of token and
time series based on Petri Net. So, it is possible to say that they used PN system mostly for
analysis of the security aspect of SDN. Another research was [106] where the researchers use
elliptic curve equation to create a unique signature that will be used to verify data packets

entering the SDN controller. Also, research from China [107] has leveraged a combination
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model to evaluate the computer network security to improve the evaluation accuracy of computer
network security. The combination model used particle swarm optimization (PSO) to optimize
the parameters of back propagation neural network (BPNN). While some other works focus on
mobile networks [108] where the researchers in this paper, have developed a performance
evaluation mathematical model for firewall system of mobile networks and that’s by leveraging
queuing theory for a multi-hierarchy firewall with multiple concurrent services. Also, the
researchers have employed the throughput and the package loss rate as performance evaluation
indicators. They conducted discrete-event simulated experiments for further verification.
Experimental results were compared to theoretically obtained values to determine a resource
allocation scheme that could present optimal firewall performance and can offer a better quality
of service (QoS) in mobile networks. By applying an Erlang queuing model, this work suggests a
two-phase multiservice station and multiprotocol firewall model with multiple concurrent
applications. So, it is possible to conclude that in this research, based on different protocols,
phases and applications, the values of performance indicators like packet loss rate and
throughput were obtained. Not to forget that an optimal solution was derived after comparing
simulation results and theoretical computation and there has been an enumeration of
combinations of resource allocations by using twelve resources. This research also compared the
error between the simulated experiment values and the theoretical computation values, proving
that the presented model can exactly represent the firewall handling process. Last but not least,
the mathematical modeling made for SDN [109], this work proposes a novel approach of anti-
fragile cyber security within SDN structure, it also proposes a unified model for the integration
of both approaches of “Security with SDN” and “Security for SDN” to implement the overall
objective of protecting information against cyber threats in the globally connected internetwork.
So, to the best of our knowledge there aren’t researches that permit the effective evaluation of
the security level assurance of the elaborated SDN controllers’ topologies.

Taking into account this fact, a new approach is suggested to evaluate the security level
efficiency of SDN controllers’ topologies based on Petri Nets (PN) applications and a set of
parameters which are the Reliability of Service (RoS), Defense Factor (DF), Risk Factor (RF),
Modified Risk assessment (RM) and last but not least the Cost effectiveness of every suggested

topology as compared to the Ordinary topology.
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3.3 Applications of Petri Nets for efficiency evaluation of security level of computer

networks

Petri Nets field was invented by Carl Adam Petri for the purpose of describing chemical
processes. A Petri net, which is called as a place/transition (PT) net as well. It is described as one
of many available mathematical modeling techniques used for the purpose of modeling
distributed systems. Also, it could be described as a discrete event dynamic system. The petri net
is a directed bipartite graph, meaning that it contains mainly of two types of nodes which are
places (i.e. conditions, represented by circles) and transitions (i.e. events that may occur,
represented by bars).

The directed arcs or arrows describe the direction of the procedure meaning which places
are pre- or post-conditions for which transitions. Petri Nets technique offers a graphical notation
for stepwise procedures or processes that could include iteration, concurrent execution and/or
choice. This technique has an exact mathematical definition [110]. The places in this system
could have a discrete number of marks named tokens. A marking is any tokens’ distribution over
the places which will mean a configuration of the net. In other words, in the diagram of Petri
Nets, a transition of a Petri net could fire if it was activated or as it is called enabled, meaning
that if there were enough tokens in all of its input places; the time the transition fires, then it
depletes the input tokens, and issues tokens in its output places. The firing procedure is atomic,
which means that is a single non-interruptible step.

Unless an execution configuration is identified, the execution of Petri nets is
nondeterministic meaning, if multiple transitions were activated or enabled at the same time,
then the transitions will fire in any order.

Petri nets are suitable for the concurrent behavior of distributed systems modeling, because the
firing procedure is nondeterministic, not to forget that multiple tokens could exists anywhere in
the diagram.

Petri Nets system has also different types like colored Petri Nets which are used for
various purposes [111] where the researchers in this work have used colored fuzzy Petri Nets to
model and simulate membrane systems which are enriched by fuzzy kinetic parameters. They
also presented a methodology and workflow by leveraging colored fuzzy Petri Nets to model and
simulate general biological systems that have to cope with incomplete knowledge of their kinetic
data.

By using the modeling feature the Petri Nets system has, it is possible to have a better
understanding of the problem and its nature to get to the next phase of the implementation of

Petri Nets which is, the simulation process. After the simulation it is possible to conclude, gain
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numerical results that will be used in other experiments or to derive mathematical relationships
based on the gained numerical results. One of the usage attempts of Petri Nets system to model
the SDN environment was the Chinese researchers in [105] where they analyzed the security by
the communication model’s transformation state. Also, they provided a method for security
analysis based on token to figure out potential threats. They analyzed the SDN through a number
combination of token and time series based on Petri Nets system, and gained the results.

There are different types of simulation software that use petri net models so, one of the
best choices was selected, which is the platform independent Petri Nets editor (PIPE) software
and one of its main modules is used for this research which is Generalized Stochastic Petri Nets
GSPN analysis module which concentrates mainly on the task ahead which is reviewing the
number of tokens occupying the places that represent the controllers of SDN.

Here it will be demonstrated, how the three topologies of controllers work and interact
with each other and against a DoS/DDoS attacks using Petri Nets which use Markov chains for
modeling the behavior of the controllers in each topology. We will use the PIPE software to
implement our topologies in Petri Nets, especially the Generalized Stochastic Petri Nets GSPN
module to get results. A GSPN is a 6-tuple (P, T, F, W, Mo, 1) module where:

1. P={Pi, P2... Pn} represents a set of finite nature of places, where n >0.

2. T=T1UTy, T1={ty, to... tm} represents a set of finite nature of timed transitions, and
every transition is correlated with a random time of delay between the functions of enabling and
firing. Also, T2= {tm+1, tm+2... t} represents the set of immediate transitions of a finite nature. It
is possible to fire these transitions randomly. In addition, the delay time will be zero.

3. While F can be described mathematically as F< (PxT) N (TxP), which is an arc set.

4. W refers to the weight arcs operation, so: F > {1, 2, 3...}.

5. Inaddition, Mo: P 2 {0, 1, 2, 3 ...} represents the initial marking, that can be
described as (PxT) =@ N (TxP) = @.

6. Finally, 1= {11, A2, A3 ... An} describes firing rates group or category referring to timed
transitions. Where every single rate represents the transition’s average firing times per unit of
time [112].

Our goal now is to determine the best topology or the most suitable one for the best SDN
environment’s performance with more reliability and ability to deter cyber-attacks like
DoS/DDosS attacks.

At present the theory of Petri Nets (PN) is well developed for different applications [113].
The theory previously was used for modeling SDN-based technologies mostly and wasn’t used

for evaluation of security level assessment of computer networks based on SDN technologies as
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we propose in this research. We propose to apply the PN theory for evaluation of security level

protection in next mode.

3.4 The new method of the computer networks security level evaluation based on

the Petri Nets and a set of parameters

In the first stage for topology of SDN controllers to be investigated, a Petri Nets model is
elaborated using theory described in section 3.2. For example, for topology presented as the
figure 2.12 and its elaborated Petri Nets model that is presented in Figure 3.1.

The next stage, the simulation of the elaborated model is performed using the
Generalized Stochastic Petri Nets (GSPN) module which is a 6-tuple (P, T, F, W, Mo, 1) module
where, P= {Pi1, P2... Pn} is a finite set of places, n > 0, and obtaining the numerical data
regarding the places and tokens. A sample of the data acquired from the modeling of the Serial
topology from figure 2.13 can be presented in Table 3.1.

Table 3.1. Example of average number (distribution intensity)
of tokens in controllers in SDN topology

No. Places Topology
No. of controllers Tokens Zy;
1 P3 1 0.16
2 P7 1 0.06
3 P11 1 0.13

At the third stage, for obtained data of the simulation we propose to apply a set of
parameters, to evaluate the security level of computer networks. The proposed parameters are
Reliability of Service (RoS), Defense Factor (DF), Risk Factor (RF), modified security Risk

assessment law (RM) and Cost effect (Y).

Reliability of Service (RoS).

Is an expression added in this research to describe the performance reliability of data
protection. Reliability of Service (RoS) could be close to Quality of Service (QoS) which is the
definition of the performance of any system’s service, like a computer network or a cloud
computing etc. The SDN has many positive features, as mentioned previously in Section 1.2.
These features have attracted the attention of researchers to improve the QoS provisioning of
today's various network applications [114]. But RoS is a little bit different and has a more
detailed specification tailored for the needs of SDN. We propose to measure the RoS as follows:

RoS= 1- TANR / TANRo. (3.2)
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Where TANR is the Total Average Number of network requests of the proposed
topologies, which is the summation of all averages after dividing them by the count of these
averages and that means how many requests per server and shows the risk occurrence level. The

TANRGo is the Total Average Number or intensity of requests in controller of ordinary topology.

Defense Factor (DF).

To determine the strength and security feasibility of the network against DoS/DDoS
attacks. In terms of Petri Nets, the requests will be represented by how many tokens are there in
specific places which in turn represent specific nodes in the software-defined network and those
specific nodes of interest are the SDN controllers. In the equation (3.4) places representing the
SDN controllers are denoted as K, where K € P, P is the whole group of places in the Petri Nets
(PN) model, which in turn is a tuple of 5 objects, PN = {P, T, I, O, Mo}, where P is the finite set
of places, T is a finite set of transitions, I is the input function, O for output function and Mo is
the initial marking.

K=Y="Ki, Kie{l-n}, (3.2)
Z=Y!=17i, Zie{0-x}, (3.3)
OF = [Niz kil /(B2 2] = ) 5 34)

Where K is the number of the places that represent the controllers in a specific model, Ki=
= (K1, Kz...Kn) and Z is the value of tokens (requests) in those places Ki, Zi= (0... ).

The Defense Factor DF equation depends mainly on the assessment of the strength of
software-defined network’s controllers based on their emptiness and that means their readiness
and availability to deter any kind of DoS/DDoS attack. Therefore, it is logical to say that the
more controllers we have the better the network’s capability it is to deter those attacks. That
means the more controllers the better and the higher DF value it is and that explains why the DF
equation has the places that represent the controllers in numerator position because the number
of controllers is proportional to the value of the DF.

While on the other hand we can see that the more tokens that represent the requests, the
weaker the network gets and that means the less DF value we will get.

So, the DF value and the number of tokens or requests are inversely proportional and
that’s why they should be put in the denominator position. In addition, it is mentioning worthy
that if we reversed the DF then, meaning if we divided the tokens/requests by the
places/controllers then we’ll get how many requests per server meaning; it will divide them

equally and that could be unrealistic, because based on the types of reactions between the
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controllers in every topology; a controller could be dealing with more requests while the other is

just waiting as a backup controller.

Risk Factor (RF).

To figure out the weakness level of the network environment. The values of the Total
Average Number (distribution intensity) of Requests (TANR) in section 3.3.1, can be described
as the Risk Factor. Since we need to find the strength and defense ability of the network
controllers to deter the DoS/DDoS attacks and the more tokens/ requests we have, the more
occupied the controllers will be and the weaker they will be and this way we will not get defense
ability or reliability level of the network but rather the weakness point.

So, we propose also the Risk Factor (RF) parameter to evaluate the efficiency of the elaborated
topologies. The Parameter can be estimated as:
RF= 1/ DF. (3.5)

Where DF, is the Defense Factor value of the measured topology. The parameter RF will
still be the opposite of what we need to figure out, which is the TANR also. So, the places /
controllers should be in the numerator and the tokens/requests should be in the denominator and
that is another logical proof of why there was a need to derive that formula and to put it in that
form.

Modified security Risk assessment (RM).

To assess the security level of computer networks, it’s possible to leverage the risk
assessment law but to make it suitable for SDN then it’s possible to modify the risk assessment
law and after modification, it’s called in this research, the modified risk assessment law (RM).
Based on the modified law of security risk assessment (RM), we can apply the security risk
assessment law [115] to evaluate the protection level of the computer networks, which states:

R=Po* V. (3.6)

Where R is the security risk assessment that quantifies and shows the possibility of a
threat acting upon a vulnerability successfully and the severity of the results of that attack, Po
represents the initial probability or likelihood of the vulnerability occurrence and V represents
the value or cost of the asset.

In other words, using this formula we can estimate how much our proposed framework
will reduce the security risk of a computer network, hence assuring its security. Since a server is
the most important part and has the highest value node in the network environment, in which we
will install our controller software, then we can say it has the highest asset value or impact. The

servers have the value V=100 as an asset impact [115] because it is the value of the server’s
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impact on the secure socket layer (SSL) which is the same layer in which the OpenFlow protocol
works.

The probability of vulnerability Po = 0.025 which is measured based on the lost orders
due to the web server denial of service attack. We can gain a new value of probability Pn, which
will be affected by the DF mathematically as shown:

Pn=Po / DF. (3.7)

The higher Defense Factor, the better which is the opposite of the probability of
vulnerability; that means that they should be inversely proportional mathematically as they’re
logically and that’s why they’re positioned this way in the formula of finding the new likelihood
or probability of vulnerability.

It is possible to estimate that our framework and the formula derived from its modeling,
will reduce the likelihood of attacks occurrence (like DoS/DDoS attacks) and for that we propose
a modified version of Security Risk Assessment parameter and it will be as:

RM = Pp*V. (3.8)

The usage circumstances of these parameters differ from each other. When it is needed to
measure the data protection performance then, it is possible to apply the RoS parameter. When
there’s a need to determine the defense ability and the network’s strength against DoS/DDoS
attacks then, it is possible to depend on the DF parameter. While if there was a need to reverse
the situation and figure out the weakness of the network then, it is possible to reverse the
parameter and use the RF which is the inversely proportional to DF. In case there was a need to
measure the SDN environment weakness based on the computer networks law, then it is possible
to modify it to be used based on the proposed SDN environments and their Petri Nets modeling

and in this case the RM parameter can be used.

Cost effect parameter (Y).

To evaluate the influence of the costs of using the proposed SDN controller topologies
for SDN security assurance, we used the data regarding the prices of the switches, computers and
controllers from [116], [117].

In chapter 2, sections 2.2.1, 2.2.2, 2.2.3 and 2.2.4, there were described the basic
structures of different topologies - Serial, Parallel, Hybrid and Ordinary respectively. Now it’s
time to estimate the cost of those topologies, taking into account as an example that Ordinary
topology will include 1 controller, 3 switches and 6 computers, both the Serial and Parallel
topologies will have 3 controllers, 3 switches and 6 computers and the Hybrid topology will

contain 6 controllers, 3 switches and 6 computers.
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In this case, the total cost TC of the Ordinary network topology can be estimated as:
TCo= CC+3SC+6NC. (3.9)
Where, CC, SC and NC are the cost of controller, switch and network computer
respectively. The total cost of the Serial and Parallel topologies will be as follows:

TCS, P = 3CC+3SC +6NC. (3.10)
And the total cost of the Hybrid topology will be:
TCh= 6CC+3SC+6NC. (3.11)

Let’s establish the relations between the costs of the controller, switch, and computer as follows:
CC=aSC = bNC. (3.12)
Where parameters a = {a min + @ max}, and b = {b min + b max}. 1f we apply those values in
the equations (3.9-3.11) then, the costs of the topologies could be described as:

TCo= CC+3SC+6NC = CC (1+3/a+6/b), (3.13)
TCsp= 3CC+3SC +6NC = 3CC (1+1/a+2/h), (3.14)
TCh= 6CC+3SC+6NC = CC (6+3/a+6/b). (3.15)

In summary, the effectiveness of cost difference in using the proposed topologies can be

shown by the following formulas:

Y1 = TCsp/TCo= 3(2a-+b+ab)/(6a+3b+ab). (3.16)
Y2 = TCh/TCo=3(2a+b-+2ab)/(6a+3b+ab). (3.17)
Y3 = TCW/TCs,p = (2a+b+2ab)/(2a+b+ah). (3.18)

A sample of those five parameters will be in Table 3.2 which are taken from the Serial topology.

Table 3.2. Example of parameters of SDN topology
Parameter RoS DF RF RM Value of Y
Data 0.94 8.23 0.12 0.3 1.63

In the last stage comes the analysis and interpretation of the obtained results.

3.5 Petri Nets modeling of the proposed SDN topologies
This section presents the modeling results of the proposed SDN topologies using Petri

Nets which are Serial topology, Parallel topology, Hybrid topology and Ordinary topology.

3.5.1 Serial topology
As we can see in the Figure 3.1 we have 3 controllers working as one main controller and
two backup controllers of course regardless of whether they were software-based or hardware-

based controllers.
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Figure 3.1. Serial topology modeling using Petri Nets

Description of the Serial topology scheme.

The main controller will be working normally as the only main brain unit or entity that
manages the whole network behavior, interacting with switches and managing the requests of
hosts through them.

1. The main controller will be sending updates of network configuration every 10
seconds to both backup controllers so that they be up to date and aware of overall network
behavior, status and structure and be able to take control of the network in case of an attack or
any kind of disruption of the main controller.

2. As mentioned before in case of an attack that will disrupt the main controller, the
control and management of the whole network will be handed over to the next backup controller
with the next closest priority number, in this case controller No 2.

3. A bot will be sent to infect the attacking source and then the attacker’s IP will be
blocked in one direction like what happens with the access control list so that we can still control
it but it cannot reach our network, and the infected controller will be blocked and isolated as
well.

4. The new main controller which was previously the backup one now manages the
network and sends information updates of network configuration to the remaining backup
controller till the maintenance of the previously main controller finishes. The Table 3.3 shows

the description of places.
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Table 3.3. Description of Places

Place Description
P1 Packets processing by main server or controller/ the input place that sends data
tokens
P2 Selection of servers
P3/ P7/ P11 Allocation of servers
P4/ P8/ P12 Server 1,2,3 Active processing
P5/ P9/ P13 Server 1,2,3 Free controllers
P6/ P10/ P14 Attack
While the Table 3.4 shows the transitions descriptions.
Table 3.4. Description of Transitions
Transition Description
T1 Generated task i.e., packets processing
T2/ T7/ T13 Selection of servers 1, 2, 3
T3/ T8/ T14 Allocation of servers
T4/ T9/ T15 Task processing
T5/T10/ T16 Exiting the stage
T6/ T11/T17 Restoring the controller
T12/ T18/T19 Updating the information and going back to initial stage of controllers

3.5.2 Parallel topology

This topology contains three main controllers that work together simultaneously as one

entity like one brain and they update each other with the information they have about the

contiguous network nodes each controller has. As shown in the figure 3.2.

Figure 3.2. Parallel topology modeling using Petri Nets
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Description of the Parallel topology scheme.

1. As mentioned before in this topology we’ll have 3 controllers as well but, the
difference will be in their interaction with each other.

2. The 3 controllers will be working as a whole entity like one brain of 3 parts where
they work simultaneously to process switches’ requests.

3. They will all behave like the main controller.

4. Each controller will serve switches and prioritize them based on the closest ones to it.

5. Each one of them will send a broadcast update to other remaining servers/controllers
of its configuration every 10 seconds as well.

6. Since all the 3 controllers represent a whole one main controller and the updates
between the controlling entities will be every 10 seconds, that means that the configuration
information will be merged together every 10 seconds, in other words the main triple-parts
controller will update its general of the whole network’s status every 10 seconds.

7. In case of an attack on one controller, the other 2 controllers will fill the empty place
of the infected one by serving the switches that were relying on the infected controller before it
was infected or disrupted.

8. The switches will be already connected to all 3 controllers so, in case of an attack a bot
will be sent to the attacking source and the infected controller’s IP will be isolated alongside
with the attacker’s IP and all switches will be served directly without any noticeable change
because the remaining 2 controllers will be able to add more space to deter a Dos/DDoS attack
first and if that fails then the attacked controller will be isolated and the controllers continue their
work like one controller of 2 main parts. The description of places is stated in the Table 3.5.

Table 3.5. Description of Places

Place Description
P1/ P5/ P9 Allocation of servers
P2/ P6/ P10 Server 1,2,3 Active processing
P12- P17 Sharing the information and updating the network configuration
P3/ P7/ P11 Recovery and restoring the working state of the controller
P18/ P19/ P20 Attack on the server or controller
PO/ P4/ P8 Getting back to the initial state

The Table 3.6 below states the description of transitions.
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Table 3.6. Description of Transitions

Transition Description
T21/T23/ T25 Server 1,2,3 Active processing
T9- T20 Sharing and updating the network configuration between servers
T3/ T4/ T5 Back to active processing/ processing the next request
T6/T7/ T8 Attack on server/controller
T22/ T24]/ T26 Recovery from the attack
TO/ T1/ T2 Transition back to initial state

3.5.3 Hybrid topology

Here, the topology consists of six controllers; three main controllers and three backup
ones, where each main controller has one backup controller to be used as the main controller in
case of a disruption, termination or any kind of attack on that main controller. The Figure 3.3

below shows the Hybrid topology modeling.

T26, T27, T28 - Change.

T6, T7, T8-deviance T22, T29, T30 - restore. P21, P22, P26 - Server redundancy.

Figure 3.3. Hybrid topology modeling using Petri Nets

Description of the Hybrid topology scheme.

1. Also, as previously mentioned this topology is a mix of both the previous topologies,
hence comes the name Hybrid; the structure of the proposed formation of controllers will contain
six controllers.

2. There will be three main controllers working in parallel as one integrated entity just
like the parallel topology hence, in this case parallel topology rules apply here.

3. Every node or part of the triple main controller will have its own backup controller
which will be also connected to the network through two ways:

- Connected to its main controller to replace it in case of an attack on its main

controller.
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- Connected to the other backup controllers.

4. In case of an attack on any main controller it will be isolated alongside with the
attacker’s IP and it will be replaced with its substitute or backup controller till the maintenance
of the infected controller finishes and of course before embarking that procedure; a bot will be
sent to the attacking source. The Table 3.7 down below gives a description of the places of Petri
Nets diagram.

Table 3.7. Description of Places

Place Description
P1/P5/P9 Servers’ allocation
P21/ P22/ P26 Server redundancy/backup servers
P2/ P6/ P10 Active processing
P18/ P19/ P23 Server/controller under attack
P24/ P25/ P27 Recovery of server/controller
P3/ P7/ P11 Processing next request
PO/ P4/ P8 Back to initial state
P12- P17 Sharing the information and updating the network configuration

The Table 3.8 contains a description of the transitions of the diagram of the Hybrid topology.

Table 3.8. Description of Transitions

Transition Description
TO/ T1/T2 Transition from initial state to active processing
T21/ T23/ T25 Active processing
T3/ T4/ T5 Processing next request
T6/T7/ T8 Deviance or attack state
T22/ T29/ T30 Transitioning to backup /restoring/ back to initial state
T26/ T27/ T28 Change
T9- T20 Sharing and updating the network configuration between servers

3.5.4 Ordinary Topology

As shown in the Figure 3.4, this modeling represents the usual ordinary topology with
one controller and shows its weakness points.
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attack, it will stop

the network, that's
why the model will
have a deadlock

zero fault
tolerance

Figure 3.4. Ordinary topology modeling using Petri Nets

Description of the Ordinary topology scheme.

1. This topology is just representing the usual, simple, basic structure of Software-
defined network using one controller.

2. It’s just modeled for the sake of comparison to show how much effective our
framework is with its proposed topologies.

3. This model shows how a one controller is really vulnerable and ineffective since
there’s a single point of failure SPOF which we want to overcome.

4. We have here one controller that processes switches’ requests normally until an attack
occurs.

5. In the case of an attack the above design shows that an attack can disrupt the controller
and everything that relies on it since there’s only one main controller. So, everything falls apart
after infecting the controller and the whole network will be compromised. Which means that this
topology has zero fault tolerance. The Table 3.9 shows the places of the diagram.

Table 3.9. Description of Places

Place Description
PO/ P1/ P2 Selection of switches
P3 Main controller/ server
P4 Active processing
P6 Processing next request/ getting back to initial state
P7 Sending and receiving requests
P5 Attack on server/controller

The Table 3.10 describes the transitions of the Petri Nets diagram.
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Table 3.10. Description of Transitions

Transition Description
TO/T1/ T2 Sending requests to controller
T3 Active processing
T9 Initial state/ replying to switches
T6/T7/ T8 Selection of switches
T10 attack

3.6 Simulation of the proposed topologies using Generalized
Stochastic Petri Nets module

Let’s make a comparison between the four topologies described in sections 3.4.1 — 3.4.4
in terms of Average Number (distribution intensity) of Tokens on places that represent the SDN
controllers. In this case, the tokens represent how many tasks or requests the controllers have to
implement every 10 seconds, and the less tokens/requests in the controllers, would mean freer
controllers hence, more reliable controllers; since it shows that the network controllers are less
DoS/DDoS attacks prone and more capable of handling these attacks and dealing with them. In
this comparison we left the weight w of immediate transitions intact and gave the rate r of timed
transitions a value of 0.1 since that we need those configurations of the network to be
broadcasted every 10 seconds and that means that every 10 seconds the model state will change.
The relationship between the time and weight of immediate transitions and rate of timed
transitions, not to forget that weight is of a fixed value since it is immediate and that means that
it will not wait to fire and the wait time is zero so, the focus will be on the rate value. That’s
why, if it’s needed to make the time to be 10 seconds then, it’s needed to change the rate value to

be 0.1. The relationship would be:

==, (3.19)

=1

w
where T represents the time, w represents the weight of immediate transitions and r represents
the rate of timed transitions.

This research, gave the models a fixed value of firings, meaning (the same fixed number
of simulations attempts in the Generalized Stochastic Petri Nets GSPN module for each
topology) for the transitions in each model which is 20 firings. Using the GSPN module in the
PIPE software, it was obtained the results regarding the average tokens’ number (distribution
intensity or how many tokens exist in each place per unit of time) in the places that represent the

SDN controllers. The results are presented in the Table 3.11 and the Figure 3.5.
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Table 3.11. Average Number of Tokens (distribution intensity of tokens) in Places Representing
SDN Controllers Using GSPN Module

No. | Places | Serial topology Parallel topology Hybrid topology Ordinary topology
No. | Tokens No. of Tokens No. of Tokens No. of | Tokens
of Zki controllers Zi controllers Zi controlle Zki
contr rs
ollers
1 |P1 1 0 1 0 1 2.0
2 | P5 1 0 1 0
3 | P3 1 0.16
4 P7 1 0.06
5 | P9 1 0 1 0
6 P11 1 0.13
7 | P21 1 0.90
8 | P22 1 0.90
9 | P26 1 0.90
Total 3 0.36 3 0 6 2.71 1 2.0

It should be known that the less average number of tokens (distribution intensity of tokens)
within the PN places that represent the SDN controllers per unit of time, the less occupied PN

places, which means that the SDN controllers will be less occupied and more capable to deter any
DoS/DDoS attacks.

1.8
1.6
1.4
1.2

0.8
0.6
0.4
0.2

Average Number of Tokens ZKki in Places Ki

i Ordinary Topology
Hybrid Topology
Parallel Topology
Serial Topology

m Serial Topolegy

= Parallel Topology Hybrid Topology Ordinary Topology

Figure 3.5. Comparison between topologies based on the average number (distribution
intensity) of tokens in places representing the controllers in the Petri Nets model

From the information taken from the Table 3.11 and Figure 3.5, it is possible to infer that
the least amount of tokens / requests lies within the controllers of the Parallel topology per unit
of time, which means that they will be free and available for dealing with requests most of the

time and that would mean that they will be more capable of deterring the DoS/DDoS attacks
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hence, it is possible to say that the best topology of all the proposed topologies would be the
Parallel topology while the worst, would be the already existing Ordinary Topology due to its
high number or amount of tokens and to its dependence on a single controller that could be a
point of failure.

3.7 Determining the efficiency of the proposed topologies using a set of parameters

The effect of the proposed topologies will be determined using the next parameters which
are, Reliability of Service (RoS), Defense Factor (DF), Risk Factor (RF), Modified Risk
Assessment (RM) and Cost effectiveness.

3.7.1 Computer networks Reliability of Service assuring using the proposed

Topologies

The Table 3.12 and Figure 3.6 present the calculations and data regarding the values of

TANR for different topologies that were calculated based on the Table 3.11. and by applying

those numerical data in the RoS equation.

Table 3.12. The effect of multiple controllers’

usage on RoS of the presented topologies
Topology TANR RoS
Serial 0.12 0.94
Parallel 0 1.0
Hybrid 0.45 0.78
Ordinary 2.0

RoS of Proposed Topologies

0.9
0.8
0.7

0.6

0.4
0.3

0.2

Serial Topology Parallel Topology Hybrid Topology
Figure 3.6. The values of RoS of different topologies

According to Table 3.12 and Figure 3.6, it is possible to conclude that, the Hybrid
topology enhances the RoS by 78%, the Serial topology does better which is nearly 94% and the
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Parallel topology enhances the RoS by 100%. We can notice that the best topology of all the
described topologies will be the parallel topology since its model is empty of tokens most of time
during which the firings took place and that means that this network topology was less occupied
with tasks or its controllers were more available in unit of time, hence, more capable of

providing a better data protection in terms of Reliability of Service (RoS).

3.7.2. Defense Factor formula for estimation of the security level of SDN topologies

After leveraging the Generalized Stochastic Petri Nets (GSPN) module in PIPE software
to determine the data from table 3.11, we can use those acquired results to determine the
relationship between the readings gained from the different simulations. Meaning the equation to
assess the security level of networks especially the software-defined networks against
cyberattacks especially those that could leverage the busy or flooded servers as a weakness point
like DoS/DDoS attacks; we named this proposed equation as the network defense factor against
cyberattacks law.

Before we use this law or equation, we need to describe the basis of this law itself and
how and why it was formulated. First we have to emphasize that this law is formulated for
different kinds of attacks but it is especially to measure risk assessment of DoS/DDoS attacks
due to its main concept or feature that it depends on, which is how many operations are
conducted by the controller/server, means how many requests that the controller is dealing with
at a specific unit of time and as known and mentioned before that denial of service and
distributed denial of service attacks DoS/DDoS are depending mainly on flooding the target with
huge amounts of request packets to disrupt it or stop it completely so, the less the targeted device
is occupied the better it is; because it will be more capable of dealing with that big amount of
requests hence, it will have a better security defense level and longer time to respond to use its
defense mechanisms like intrusion detection and intrusion prevention systems IDS/IPS, firewalls
etc.

The law shows that the less requests a controller has the better security level and higher
defense abilities it has and vice versa so, it’s an opposite relationship between the number of
requests being handled at a specific unit of time and the Defense level assessment. And as known
since this research focuses on assuring the security of the computer network generally and the
security of the software-defined network in precise especially the control plane in its structure.

And there is the control plane represented by the controller as our main element of

interest to secure and also the main component of the SDN that needs its security level to be

106



determined. Then it is of a great deal of importance to include that element mainly in the formula
to figure out its security level. Hence, finding out the security level of the network itself. In other
words, let defense factor DF be a function of K and Z:
DF=f {K, Z}, (3.20)
where K is the number of controllers in the network represented by place in the PN
model, and Z is the number of requests being served in each controller at the current unit of time,
represented by the summation of all average numbers of tokens in all places that represent the
topology controllers, meaning the distribution intensity of tokens and how many tokens are there
together per unit of time in each controller; summed together for all controllers. If the
relationship (3.9) is used with the Petri Net models to describe the relationship between them,
then the result will be the equation (3.10), which represents the defense factor of a software-
defined that can be estimated as:

DF=K/Zi, (3.21)
where K is the total number of the places that represent the controllers in a model k= {1-n}, and
Zk is the total value of existing tokens’ intensity in these places, Zj = {0 — «}. By applying the
results from table 3.11 in the Defense Factor equation, we get the following results in Table 3.13

and Figure 3.7 that present a comparison between the gained Defense Factor results for different

topologies.
Table 3.13. Comparison between Different SDN Topologies based on Their Defense Factor DF
Algorithm Serial Parallel Hybrid Ordinary
Topology Topology | Topology | Topology
Defense factor DF 8.23 0 2.21 0.50

So, from the numerical results of the Table 3.13, it is possible to conclude that all the
proposed topologies have better defense ability against DoS/DDoS attacks than the single-
controller Ordinary topology. The Serial topology has a DF value of 8.23, the Parallel topology
proved to be the best of all the suggested topologies and it has nearly an optimal defense level
against DoS/DDoS attacks and the Hybrid topology has a value of 2.21. The Figure 3.7 shows
the Defense Factor values of different SDN topologies.

The numerical results of Risk Factor (RF) calculations which are presented in the Table
3.14 and Figure 3.8, and they are gained by applying the results from Table 3.11 in the Risk
Factor (RF) equation.
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Figure 3.7. Defense Factor of different SDN topologies

Table 3.14. Comparison between Different SDN Topologies based on Their Risk Factor RF

Algorithm Serial Topology Parallel Hybrid Topology Ordinary Topology
Topology
Risk factor RF 0.12 0 0.45 2

3.7.3. Risk Factor formula for estimation of the security level of SDN topologies

Based on the gained results from the simulation in PIPE software using GSPN module, a
table was created showing the average amount or intensity of distribution of tokens in places
representing the SDN controllers which in turn, represent the requests or operations dealt with by
the SDN controllers, these recorded tokens were recorded only in the places that represent the
SDN controllers as in Table 3.11. Based on this table, it was determined a relationship
representing the behavior of the topologies in the simulation and this relationship was mapped
mathematically to be as the defense factor formula.

Eventually, as seen, the defense factor law proves that the best topology is the Parallel
topology from all the previously mentioned topologies; just like the result that was gained by the

Petri Nets model.

108



Risk Factor

2.5

2
1.5

1
0.5 0.45

0.12
—— 0
0

Serial Topology Parallel Topology Hybrid Topology Ordinary Topology

Figure 3.8. Risk Factor of different SDN topologies

Now of course the theoretical result may refer that the parallel topology has nearly the
optimal performance and that it is an extrapolation in relation to the other topologies and based
on the values gained from the simple modeling samples acquired by the PIPE Petri Nets
software. In other words, that means that the experiments conducted refer to the parallel
topology to have the least risk factor value hence, it will be considered as the most suitable one
to be used by the SDN paradigm with the best ability to work under the pressure of cyber-attacks
like DoS/DDoS attacks.

3.7.4. Modified Risk Assessment law of computer networks

By applying the results from Table 3.11 in the new Modified Risk Assessment (RM)
equation, the Table 3.15 and Figure 3.9 will show the full analytical comparison of different

SDN topologies based on the values of the new Modified Risk Assessment (RM).

Table 3.15. Comparison between different SDN topologies
based on their Modified Risk Assessment values

No. Topology Modified Risk Assessment
1 Serial 0.3
2 Parallel 0
3 Hybrid 1.1
4 Ordinary 5.0
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Figure 3.9. Modified Risk Assessment of different SDN topologies

As shown in Table 3.15 and Figure 3.9, it is possible to infer that the highest Risk
Assessment value is for the single-controller Ordinary topology which means that it is the
weakest of all topologies. While, the lowest probability value is for the Parallel topology which
means that it is the best of all proposed topologies since it has the least value of vulnerability

probability.

3.7.5. Evaluation of the Cost effect parameter (Y) of the SDN controllers’ topologies

The evaluation of the Cost effect of the SDN security assurance was made taking into
account that, CC= $2008.12, SC=$959, $1007.99, $1159 and NC=$ 649.99, $799.99, $1549.99.
Based on this data, it was calculated the values of Y1, Y2 and Y3 in accordance with formulas
(3.16 - 3.18). The results of those calculations are presented in Tables 3.16, 3.17, and 3.18 and in
Figures 3.10, 3.11, and 3.12.

Table 3.16. The values of Y1 at different a and b

a b
1.29 2.51 3.08
1.73 1.27 1.39 1.63
1.99 1.28 1.40 1.44
2.09 1.28 1.41 1.45
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Table 3.17. The values of Y2 at different a and b
a b
1.29 2.51 3.08
1.73 1.67 1.97 2.27
1.99 1.69 2.02 2.12
2.09 1.71 2.03 2.14
Y2=TC,/TC
H O
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0
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b values
Figure 3.11. The values of Y2 at different a and b
Table 3.18. The values of Y3 at different a and b
a b
1.29 2.51 3.08
1.73 1.27 1.39 1.63
1.99 1.28 1.40 1.44
2.09 1.28 1.41 1.45
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The data presented in Figures 3.10 - 3.12 show that at increasing the values of a = CC/SC
from 1.73 to 2.09 and at increasing the values of b = CC/NC from 1.29 to 3.08, the value of Y1 is
increasing from 1.27 to 1.63, value of Y2 is increasing from 1.67 to 2.27 and value of Y3 is
increasing from 1.37 to 1.46.

It was inferred that the proposed serial and parallel topologies will increase the cost of
security assurance by a maximum value of 1.63 times for selected prices of computer network
equipment.

While, by using hybrid topology the cost of security assurance will increase to 2.27 times
as compared to the cost of ordinary topology.

Also, the cost of security assurance using the hybrid topology, is higher by 1.46 times in
comparison with serial and parallel topologies.

So, based on the Cost effect parameters, it is possible to conclude that it is better to use

either the Serial or Parallel topologies.

3.7.6. Comparison of parameters of SDN topologies’ security assessment

Eventually there is a need to provide an analytical comparison of the proposed parameters
of computer networks security assessment based on the suggested topologies and the results of
their simulation. The data are presented in Table 3.19 and Figure 3.13, where RoS is the
Reliability of Service, DF is the Defense Factor, RF is the Risk Factor, RM is the Modified

security Risk assessment and Y is the Cost effect parameter.
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Table 3.19. The values of RoS, DF, RF, RM and Cost for the proposed topologles

No. Topology RoS DF RF RM
1 Serial Topology 0.94 8.23 0.12 0.3 Y1=1.63
2 Parallel Topology 1.0 0 0 0 Y1=1.63
3 Hybrid Topology 0.78 2.21 0.45 1.1 Y2 =227
4 Ordinary Topology 0.50 2.0 5.0

The values of RoS, DE, RF, RM and Cost parameter Y
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Figure 3.13. The values of RoS, DF, RF, RM and Cost for the proposed topologies

From the data presented in table 3.19 and figure 3.13, it is possible to infer that the
Parallel topology is the best one from the point of view of all security estimation parameters,
after that comes the Serial topology and the Hybrid topology is the last one.

The usage circumstances of these parameters differ from each other. When it is needed to
measure the data protection performance then, it is possible to apply the RoS parameter, where it
is possible to infer that the reliability of service of the serial topology is 0.94 of the previous
Reliability of service of the single-controller ordinary topology, the parallel topology gained a
100% enhancement as compared to the ordinary topology and the hybrid topology proved to be
better than the ordinary topology as well in terms of reliability of service by 0.78.

In other words, it is possible to say that the best topology of all the proposed topologies
in terms of RoS, is the parallel topology.

When there’s a need to determine the defense ability and the network’s strength against

DoS/DDoS attacks then, it is possible to depend on the DF parameter.
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Where the defense factor that shows the strength of presented SDN topologies against
DoS/DDoS attacks has the value of 8.23, while the parallel topology has a very high value close
to oo since the number of the tokens that represent network requests in its controllers, are very
small and close to 0 most of the processing time and that means that the defense factor value of
this topology is close to optimal, meaning the parallel topology is nearly most reliable against
DoS/DDoS attacks, the hybrid topology has a value of 2.21 and last but not least the ordinary
topology has the least value which is 0.50, meaning that the single-controller topology has the
weakest structure against DoS/DDoS attacks.

While if there was a need to reverse the situation and figure out the weakness of the
network then, it is possible to reverse the parameter and use the RF which is the inversely
proportional to DF. So that means the higher the value, the worse it is.

It is possible to conclude that the serial topology has the value of 0.12, the risk factor
value of the parallel topology is 0 since it is nearly optimal and that means this structure has low
risk, the hybrid topology has a risk factor of 0.45 and least but not last the ordinary topology has
the highest value of 2.0, which refers to the high jeopardy that comes along the usage of this
topology.

In case there was a need to measure the SDN environment weakness based on the
computer networks law, then it is possible to modify it to be used based on the proposed SDN
environments and their Petri Nets modeling and in this case the RM parameter can be used.

This parameter is a proof of how the DF equation has assured the security of the proposed
topologies and reduced the risk value as compared to the already existing ordinary topology in
terms of the risk assessment law that is used to describe the security risk for computer networks
in general. So after modifying the risk assessment law by incorporating the effect of the Defense
Factor in its equation to create a new parameter called the Modified Risk parameter, the research
shows that the serial topology has a reduced RM value of 0.3, the parallel topology has a value
of 0 as well hence, it is the best topology of all the suggested topologies, the hybrid topology’s
RM value is 1.1 and the single-controller topology has a value of 5.0 and this high RM value of
the ordinary topology shows the security enhancements, the proposed topologies have in their
design over the ordinary topology.

When there’s a need to see the Cost effect of using the proposed topologies to assure the
security of SDN paradigm as compared to the already-existing single-controller Ordinary
topology; then it is possible to check the Cost parameter which shows that based on this research
and on the specific prices’ data gathered; that using of Serial and Parallel topologies prices could

be increasing by maximum 1.63 times as compared to the usage of the Ordinary topology.
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While using the Hybrid topology could increase the expenses by 2.27 times more than the
expenses for the Ordinary topology.

To show a more detailed efficiency of the proposed SDN controllers’ topologies, it was
calculated the relations of the security assessment parameters of the new topologies as compared
to the Ordinary topology as follows.

Relation of DF of Proposed topologies to the Ordinary topology Ror = DFy/DFo,
Relation of RF of the Ordinary topology to the Proposed topologies Rrr = RFo/ RFyr, Relation of
RM of the Ordinary topology to the Proposed topologies Rrm = RMo/RMp:. The results of the
calculations are presented in Table 3.20.

Table 3.20. The values of parameters for the proposed topologies in comparison
with the Ordinary topology

No. Topology RoS Ror Rre Rrm Y

1 Serial 0.94 16.46 16.66 16.66 1.63
Topology

2 Parallel 1.0 00 0 o 1.63
Topology

3 Hybrid 0.78 4.42 4.44 4.54 2.27
Topology

From the Table 3.20, it is possible to infer that Serial topology has a better RoS by 0.94,
better Rpr by16.46 times, less Rrr and Rrm by 16.66 times and more cost Y by 1.63 as compared
to the Ordinary topology.

On the other hand, the Parallel topology has a better RoS by 100%, better Rpr by <
times, less Rrr and Rrm by oo times and more cost Y by 1.63 as compared to the Ordinary
topology. While the Hybrid topology has a better RoS by 0.78, better Rpr by 4.42 times, less Rrr
by 4.44 times, less Rrv by 4.54 times and more cost Y by 2.27 as compared to the Ordinary
topology.

The data presented in Table 3.20, show that the Parallel topology can be characterized as
the topology with the highest value of security protection in comparison with the other
topologies.

The Serial topology will assure the security level by more than 16 times. Regarding the
cost of the proposed topologies, it was concluded that the Serial and Parallel topologies require
the increasing of the cost by 1.63 times as compared to the Ordinary topology and the Hybrid
topology by 2.27 times as compared to the Ordinary topology.

The novelty of these proposed parameters stems from their basis, which is the modeling

of the suggested SDN topologies using Petri Nets (PN) system to simulate their behavior and to
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acquire numerical results from that. Based on these numerical results, those parameters were
provided.

Alongside the algorithms, topologies, and their Petri Nets modeling, this research
provides mathematical mechanisms to evaluate the security level with the data protection
performance of computer networks based on SDN technologies.

3.8 Conclusions of Chapter 3
1. It was made the analysis of the existing approaches for evaluation of computer
networks security level, which shows that to the best of our knowledge there aren’t researches
that permit the effective evaluation of the security level assurance of the elaborated SDN
controllers’ topologies.

2. It is elaborated and described a new method for evaluation of computer networks
security level, based on Petri Nets applications and a set of parameters that were proposed in this
research and they are, Reliability of Service (RoS), Defense Factor (DF), Risk Factor (RF),
Modified Risk assessment parameter (RM) and the Cost effect of the Proposed SDN controllers’
topologies in case of using them.

3. It was made the modeling of the proposed Serial, Parallel, and Hybrid SDN topologies
using Petri Nets and they were compared to the already existing single-controller Ordinary
topology.

4. It was made the simulation of the proposed topologies using Generalized Stochastic
Petri Nets (GSPN). It was shown that it is possible to infer that the least amount of tokens /
requests lies within the controllers of the Parallel topology per unit of time, which means that
they will be free and available for dealing with requests most of the time and that would mean
that they will be more capable of deterring the DoS/DDoS attacks hence, it is possible to say that
the best topology of all the proposed topologies would be the Parallel topology while the worst,
would be the already existing Ordinary Topology due to its high number or amount of tokens
and to its dependence on a single controller that could be a point of failure.

5. It was made the evaluation of the efficiency of the proposed topologies using a set of
the proposed parameters which are, Reliability of Service (RoS), Defense Factor (DF), Risk
Factor (RF), Modified Risk Assessment (RM) and Cost Effect.

6. It was established that the RoS parameter of the Hybrid topology is 78%, of the Serial
topology is nearly 94%, and of the Parallel topology enhances the RoS is of 100%. It is possible
to notice that the best topology of all the described topologies will be the Parallel topology since

its model is empty of tokens most of time during which the firings took place and that means that
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this network topology was less occupied with tasks or its controllers were more available in unit
of time, hence, more capable of providing a better data protection in terms of Reliability of
Service (RoS).

7. It was established that the best DF value is for the Parallel topology as compared to the
other proposed topologies and as compared to the existing Ordinary topology.

8. It was determined that it is possible to infer that the highest Risk Factor value is for the
single-controller Ordinary topology which means that it is the weakest of all topologies. While,
the lowest probability value is for the Parallel topology which means that it is the best of all
proposed topologies since it has the least value of vulnerability probability.

9.  Regarding the Modified Risk parameter (RM), the research shows that the serial
topology has a reduced RM value of 0.3, the parallel topology has a value of 0 as well hence, it is
the best topology of all the suggested topologies, the hybrid topology’s RM value is 1.1 and the
single-controller topology has a value of 5.0 and this high RM value of the ordinary topology
shows the security enhancements, the proposed topologies have in their design over the ordinary
topology.

10. It was concluded that the Serial and Parallel topologies would have more cost in
establishing as compared to the Ordinary topology by 1.63 times and the Hybrid topology’s cost
increases by 2.27 times as compared to the Ordinary topology.

11. The novelty of these proposed parameters stems from their basis, which is the
modeling of the suggested SDN topologies using Petri Nets (PN) system to simulate their
behavior and to acquire numerical results from that. Based on these numerical results, those
parameters were provided.

12. Alongside the algorithms, topologies, and their Petri Nets modeling, this research
provides mathematical mechanisms to evaluate the security level with the data protection
performance of computer networks based on SDN technologies.

13. The usage circumstances of these parameters differ from each other. When it is
needed to measure the data protection performance then, it is possible to apply the RoS
parameter. When there’s a need to determine the defense ability and the network’s strength
against DoS/DDoS attacks then, it is possible to depend on the DF parameter. While if there
was a need to determine the weakness of the network then, it is possible to use the parameter
RF. In case there was a need to measure the SDN environment weakness based on the
computer networks law, in this case the RM parameter can be used. Also, if there was a need to
determine the cost of the security assurance of the network, then it is possible to use the

proposed Cost parameter and its formulas.
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14. The gained mathematical results are mostly theoretical and it is well considered that
division over zero is not permissible but due to the results gained by the PIPE software
simulation; it was imperative to conduct such a mathematical operation, but this shows that the
Parallel topology is very reliable and near optimal.
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GENERAL CONCLUSIONS AND RECOMMENDATIONS

GENERAL CONCLUSIONS

Important scientific solved problem is elaboration of a new suite of algorithms and
SDN controllers’ topologies to increase the security level of SDN and elaboration of the
theoretical assessment of computer networks’ security level.

The main scientific results obtained in the research are the following

1. In the thesis, it was argued the Software-Defined Networking as a potential solution for
addressing cyber threats. It was presented a security efficiency evaluation of some of the most
prominent SDN-related techniques, researches and methods, which shows the importance of
SDN in the technology and its ability to be incorporated with other technologies to enhance them
and the flexibility of SDN to accept other technologies in its paradigm to gain more
enhancements [21].

This analysis permitted to formulate the problems noticed in the SDN environmental
structure, such as Centralization - despite that SDN controllers give the ability to manage the
network environment from a single point but that also could be considered as a weakness point if
jeopardized and used as a single point of failure.

2. The new cryptographic algorithms were proposed, integrated within technologies for
assuring SDN security. The algorithms suite consists of the Hydra framework mainly and
integrated within it, the secured channel of VPN algorithm, Double RSA algorithm, and
Distributed ledger of Blockchain algorithm. These algorithms work together and interact to form
the Hydra-like behavior of the framework to deter Man In The Middle (MITM) attacks and
Denial of Service/Distributed Denial of Service (DoS/DDoS) attacks [22].

3. Three topologies of SDN controllers were proposed, which are serial, parallel and
hybrid ones, for increasing the security level of networks by adding more controllers that interact
in a specific way, to address the issue of Single Point Of Failure (SPOF) [23], [24], [25].

4. The new method proposed for evaluation of the computer networks security level,
based on using of the Petri Nets and a set of parameters such as Reliability of Service (RoS),
Defense Factor (DF), Risk Factor (RF), Modified Risk assessment parameter (RM), and Cost
Effect (YY) [26].

5. It was established, that when it is needed to measure the data protection performance
then, it is possible to apply the RoS parameter. When there’s a need to determine the defense
ability and the network’s strength against DoS/DDoS attacks then, it is possible to depend on the

DF parameter. While if there was a need to determine the weakness of the network then, it is
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possible to use the parameter RF. In case there was a need to measure the SDN environment
weakness based on the computer networks law, in this case the RM parameter can be used [27].

6. The modeling and simulation of the proposed Serial, Parallel, and Hybrid SDN
topologies using Petri Nets and Generalized Stochastic Petri Nets (GSPN), was made. It was
shown that it is possible to infer that the least number of tokens/requests lies within the
controllers of the Parallel topology per unit of time, which means that they will be free and
available for dealing with requests most of the time and that would mean that they will be more
capable of deterring the DoS/DDoS attacks hence, it is possible to say that the best topology of
all the proposed topologies would be the Parallel topology [28], [29].

7. It was determined, that the Serial and Parallel topologies would have more cost in
establishing as compared to the Ordinary topology by 1.63 times and the Hybrid topology’s cost
increases by 2.27 times as compared to the Ordinary topology [30].

The main research result is assuring the security of Software-Defined Networks by
solidifying its structure against cyber-attacks especially; Denial of Service / Distributed Denial
of Service (DoS/DDoS) and Man In The Middle (MITM) attacks; by securing the Single Point
Of Failure (SPOF) through the usage of multi-controller topologies that interact with each other
in a specific way and by using the Hydra framework to secure the connection between those
multiple controllers in the proposed topologies; respectively.

The second obtained result is that the proposed topologies are more deterrent and more
capable of defending themselves against DoS/DDoS attacks as compared to the ordinary single-
controller topology and more capable of recovering themselves since they will be emptier per
unit of time than the controller of the ordinary topology hence; less prone to fake requests
flooding of DoS/DDoS attacks. Among those proposed topologies the best of them is the parallel
topology since its controllers are emptier than those of the other two topologies.

The third obtained result is gained by having a mathematical equation that could be
used as a measurement tool for the security risk level of computer networks that leverage the
SDN paradigm especially; those that are based on any of the proposed topologies in this
research. That means that it could be used as a methodological mathematical tested for network
components manufacturers and developers for revealing the feasibility of the future software-
based and hardware-based products before releasing them into the technical market.

The novelty of the research consists of elaborated new algorithms for assuring the
security of SDN, which are Hydra, Double RSA, and distributed ledger of Blockchain; the
elaboration of new controllers’ topologies, which are Serial, Parallel and Hybrid topologies; the

elaboration of a new method of security evaluation of computer networks based on Petri Nets
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and five parameters which are Reliability of Service, Defense Factor, Risk Factor, the Modified
Risk assessment law and the Cost effect of the proposed SDN controllers’ topologies.

Applicative value of the work is determined by the developed framework, which has a
big contribution for the SDN community by proposing new SDN topologies to deal with the
centralization issue and by protecting the connection between multiple SDN controllers. Also,
provides a better view for the security level of a specific network by measuring it using various
mathematical tools that are based on different proposed parameters.

RECOMMENDATIONS.

The present research can be expanded further more; since that developing a framework
could make use of the support of the right practical tools and network components; whether
software-based or hardware-based. The research could be stretched and investigated deeper in
various directions, like:

1. The possibility to enhance the usage circumstance for the proposed parameters and
make them more often used and more capable to measure the security level of the data plane of
the software-defined network structure.

2. Securing TLS/SSL against DoS, as know the controller communicates with the
switches through the transport layer using protocols like openflow protocol and that kind of
connection is considered as the southbound protocol since that controllers connect with each
other using the east-westbound API and connect with the apps of the management plane using
the northbound protocols so; since that in this research it was assured the security of the east-
westbound API; it’s possible to investigate the security of the southbound protocols to secure the
openflow protocol by securing the transport layer security (TLS) and its successor; secure socket
layer (SSL).

3. Using neural networks and artificial intelligence to create an analytical algorithm for
detecting anomalies based on the statistics, and that algorithm could be built on top of a
framework that is integrated with the controller.

4. Usage of data mining to calculate mistake, problems, attacks, network issues, code
errors and human mistake; all those statistics combined with the previous article of Al to create a
self-sufficient and self-protecting computer network that uses the SDN structure.

5. Adding more controllers in the proposed topologies could considered as enhancement,
especially if there were more new simulations using different approaches to gain new better

results.
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ANNEXES

Annex 1. Data extracted that led to calculation of average number of tokens of Serial
topology using Petri Nets and PIPE software’s GSPN analysis module

GSPN Steady State Analysis Results

Set of Tangible States
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Steady State Distribution of Tangible States
Marking Value
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M33  DO2IS

M34  0.0041
M35 0.00031
M36 001845
mM37 008535
mM38  0.00817
M39 000687
M40  0.00858
mMa1 001072
M42  0.02747
M43 000172
M44  0.00515
M4s 000458

M46 0.00229

Average Number of Tokens on a Place
Place Number of Tokens

P1 0.70241

0.13233

P13 0412
0.00817

P4 0.17375

P5

P6 0.53046

P7

P8 0.15964

P9

Token Probability Density

U=0 p=1
P1 0.297590.70241
P100,526790.47321
P11 0.867670.13233
P120.856040.14396

P13 0.588 0412

P140,555960.44404

P2 0.991830.00817

P3 0.836630.16337

P4 0.826250.17375

P5 07042 0.2958
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P6 0.469540.53046

P7 083133006867

P8 0.840360.15964

Throughput of Timed Transitions

Transition Throughput

T

T10
T11
T12
T15
T16
T17
T18
T19

Sojourn times for tangible states

0.07024

0.01596

0.0144

0.00178

0.01737

0.00819

Marking Value

Mo 25
mi o sm
M2 5
M3 [
M4 10
ms ({6667
me 3.33333
Mz [ieeser
M8 25
Mo 166667
M10 25
M1t S
M12 2.5
Mz &0
M14 25
mis s
M16 2.5
miz s
M18 S
mis 2
M20 5]
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State space exploration took 1.39s
Solving the steady state distribution took 0.059s
Total time was 1.946s
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Annex 2. Data extracted that led to calculation of average number of tokens of Parallel

topology using Petri Nets and PIPE software’s GSPN analysis module
GSPN Steady State Analysis Results

There are 440 tangible states. Only a summary of the results will be displayed.
For complete results see C:\Users\alisa\OneDrive\Desktop\S3HAHWA\petri
nets\pipe\PIPEV4.3.0\Pipe\GSPN_Analysis.html

Average Number of Tokens on a Place
Place Number of Tokens

PO 0.23658

P1 O
P10 0.10948

P11 [ 078103
P12 0.32674

P13 [ 032664
P14 0

P15 | 032669
P16 0.32663

P17 [ 032674
P18 0.1093

P19 [N0M0933
P2 0.1093

P20 [ 0:10948
P3 0.78139

P4 | 023664
P5 0

Pé 1111040933
P7 0.78134

P8 [ 023711
P9 0

Token Probability Density
H=0 p=1  p=2 p=3
PO 0.7814 0.201330.01657 0.0007

P1 IIIIIIIIIIIIIIIIIIII

P100.890520.10948

P11IIIIIIIIIIIIIIIIIIII

P120.727010.223590.045050.00435

P13IIIIIIIIIIIIIIIIIIII

P14

P15IIIIIIIIIIIIIIIIIIII

P16 0.727 0.2237 0.044960.00434
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P170.72701 0.2236 0.045040.00435
P15 [IED0 [0 D W

le:///C|/Users/alisa/OneDrive/Desktop/topo%202.html[2/17/2020 1:21:15 PM]

P19 0.890670.10933 0" [0
P2 08907 01083 0 0
P2003890520.10848 0 0

P3
P4
P5
P6
P7
P8

Throughput of Timed Transitions
Transition Throughput

TO
T

T10
T11
T12
T16
T19
T2
T22
T24
T26
T3
T4
T5
T6
T7
T8
T9

State space exploration took 3.051s
Solving the steady state distribution took 0.369s
Total time was 4.26s
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Annex 3. Data extracted that led to calculation of average number of tokens of Hybrid
topology using Petri Nets and PIPE software’s GSPN analysis module

GSPN Steady State Analysis Results

There are 687 tangible states. Only a summary of the results will be displayed.
For complete results see C:\Users\alisa\OneDrive\Desktop\3HAHWUA \petri
nets\pipe\PIPEv4.3.0\Pipe\GSPN_Analysis.html

Average Number of Tokens on a Place
Place Number of Tokens

PO 0.20446
P10
P10 0.09648

P11 [ 07088
P12 0.30381

P13 [11110:303697
P14 0

P15 (10303750
P16 0.30368

P17 [0Z038TI
P18 0.0963

P19 [ 009632
P2 0.0963

P21 [0S0
P22 0.90368

P23 [009848
P24 0.0963

P25 [11009632
P26 0.90352

P27 [009848
P3 0.71111

Pa [ 020452
P5 0

P6 [ 009632
P7 0.71103

P8 [ 020497
P9 0

Token Probability Density
H=0 p=1 p=2 p=3
PO 0.807410.181070.011190.00034

p1 [ T BT

142



P10090352009648 0 0
P110.28944071056 0 0
P120.741780.215860.039140.00323

ile:///C|/Users/alisa/OneDrive/Desktop/topo3.html[2/17/2020 1:22:23 PM]

Throughput of Timed Transitions
Transition Throughput

TO
T
T10
T11
T12
T16
T19
T2
T22
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T26
T27
T28
T29
T3
T30
T4
T5
T6
T7

0.00963

0.00963

0.00965

0.00965

0.00965

T8
T9

0.1

State space exploration took 4.047s
Solving the steady state distribution took 0.492s
Total time was 5.625s
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Annex 4. Data extracted that led to calculation of average number of tokens of Ordinary

topology using Petri Nets and PIPE software’s GSPN analysis module
GSPN Steady State Analysis Results

Set of Tangible States
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MO 18 18 B0 HON RON HON K18 RO

1 | I
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M27 0 0 0 2 0 1 0 0

M28 0 0 3 0 0 0 1 O

M29 0 0 200 100

Steady State Distribution of Tangible States
Marking Value

Mo 0
M1 000001
M2 0.00001
M3 000001
Ma 0
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Token Probability Density
H=0 p=1  p=2 p=3
P0 0.999920.00006 0.00001 0

P10.999920.000060.00001 0

P2 0.999920.000060.00001 0

P3 ----

P40.999920.00008 0

file:///C|/Users/alisa/OneDrive/Desktop/topo4.html[2/17/2020 1:23:49 PM]

P60.999980.00002 0

P7 ----

Throughput of Timed Transitions
Transition Throughput

TO 0.00001
T - 000001
T10 0.00001
T2

T9 0.00001

Sojourn times for tangible states
Marking Value
3.33333

o

A RE L
(]

8

fgf

EEEEEEEEEEEEREEEE
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mM17 3133333
m18 10
m19 [0
m20 5
mM21 333333
m22 10
m23 [0
m24 10
mM2s [0
m26 10
m2z7 8
m28 10
m2e [0

file:///C|/Users/alisa/OneDrive/Desktop/topo4.html[2/17/2020 1:23:49 PM]

State space exploration took 0.256s
Solving the steady state distribution took 0.15s
Total time was 0.624s
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Annex 5. Table showing the needed P and V values for calculating Risk Assessment in this

research

Risk Assessment (cont.)

Weighted score
indicating the
Vulnerability Risk-Rating : relatlve

Asset Impact Vulnerability Likelihood Factor Importance
Customer service E-mail disruption due to (aSSOC|ated
request via e-mail hardware failure |OSS) of the
Unbound) given asset.
Customer service 55 E-mail disruption due to 0.2 1"
request via e-mail software failure Should be used
(inbound) if concrete
Customer order via 100 Lost orders due to Web 0.1 10 $ amounts are
Secure Sockets Layer server hardware failure not available.
(SSL) (inbound)
Customer order via SSL 100 Lost orders due to Web 0.1 10
(inbound) server ISP service failure
Customer service 55 E-mail disruption due to 0.1 55
request via e-mail SMTP mail relay attack
(inbound)
Customer service 55 E-mail disruption due to ISP 0.1 55
request via e-mail service failure
(inbound)
Customer service 55 E-mail disruption due to 0.1 55
request via e-mail power failure
(inbound)
Customer order via SSL 100 Lost orders due to 0.025 25
(inbound) Webserver denial-of-service

attack

Customer order via SSL 100 Lost orders due to Web 0.01 1
(inbound) server software fallure
Customer order via SSL 100 Lost orders due to Web 0.01 1
(Inbound) server buffer overrun attack
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Annex 6. Certificate of the applied results at the Dekart Company
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Tel. +373 22 604290 fax. +373 22 808909 f/c 1002600037610
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By this Certificate is confirmed, that the Mr. Ali Salman Hussein research results
on the topic ”Security assurance of the computer networks based on software defined
network technologies” were used in the company “Compania-Dekart S.R.L.”
investigations regarding the new approaches in information security.

The most interest presents the following.

1. SDN solution that provides the algorithms, methodologies, techniques and
technologies which are proposed as a potential solution to enhance and assure the
security of SDN environment to make it a safer and a more robust environment and
to overcome the obstacles and security challenges in its way to facilitate the
transition of computer networks management from classical structure to the SDN
paradigm.

2. The proposed SDN controllers’ topologies solution to overcome the centralization
issue where the controllers interact in a specific way in every topology #fid after that
comes a simple comparison of the effect of the algorithms in terms of their effect on
€ach topology.

3. Defense Factor Equation to assess the security level of each of the proposed
topologies in terms of their capabilities to DoS/DDoS attacks.
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